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Development and enhancement of intellectual network forensic
system LIFT against targeted attacks (Part2)
- Proposed countermeasure priority evaluation method -
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Abstract: Recently, the number of targeted attacks to specific organizations, such as companies or governments, has been
increasing. To solve such problem, the authors have developed and enhanced LIFT (Live and Intelligent Network Forensic
System) which is a system to guide countermeasures using log analysis and artificial intelligence etc. The system analyzes
collected logs, detects signs of attacks, estimates attack events using artificial intelligence techniques, and instructs emergency
measures based on attack events. However, there are various candidates for emergency measures. Therefore, in this paper, we
propose a method to estimate countermeasure priority based on effect estimation value of various countermeasures and
countermeasure cost. In addition, we show the advantages when deciding countermeasures using this method.

Keywords: Digital Forensic, Network Forensics, Targeted attack, Countermeasure evaluation

LIFT A7 ATIEHIDIZ, IWE LT v 7O 2470 K
BOMEERMT D, RIS, B LSO MEE%E I,
NLAREEMN AW TR BEFESREHE L, WRFLIKES
ISBXROIEREITS . £ Z TR T, LIFT VA7 A

1. [FL®IZ

P4, FRE DRSO BB SR L DR A —
VB (LU, ARRRSCEE & RS SR L 2> TR D,

AARCTIEENOKFRITSHS B ARF SRS 2 &2
EIZHE STV DIL].

R Y, RHAMICD Y BREN 7 BUEE A ke L
TITOND E VIR 5. Fio, FRERER CO
RZIZ XY, ENOFEEZTH~ BT 7 B TR ER S
NaH70, RABEETHSZ SIREETH H[2]. 51T,
AR EZ RT3 8RO 7T 77— b
OHBAZRL2MNERD Y, SEFEICITEEREX=2U T
SRRSO NS, ZHICK LT, EELIIRISHED
RENICIRTER T, )22 akt i & e 7 ORENTT2 5
X IoFET B 2572 L LT LIFT (Live and Intelligent
Network Forensic Technologies) /A 7 2@ B F& I ONZ#%
HEPLIR &2 1T > TV 5 [3].

1 BT AER Y
Tokyo Denki University

(© 2017 Information Processing Society of Japan

DI 7RI SR B DRBREAT O D DO FIEERET .

BRI % 520, SRR O A IERBIE 2 M L= BRI
i, [EREMR IP OB S Y AORy NU—
JIREEl & Vo IS AESROERARET SN, Ll
UKDy b U — 7 gl S TN EROEL] &
Vo TSR R TR I R 35 LB IE Y OEBEPT R
72 Tp B ATREMERC, FEIMRED D DIEFHWNE D & o7
MER®H L. TDD, IHEXTRZFET 5 ERICITR R
Lo THELLIERELEBETHLENRDD.

FI, B2 ECHENNA L xS L T HRRDOER,
%3 ETHEMNEICOVWTIRANS, HAETHREOYE
HEEME &5 = A b & &8 U 72 G 2oeh 3R O 50 BE R 1A 5 28
FIREL, $5ETIREFEHEICESHISERROEIEE
AR AR T, 26 6 T CRIEAFL & ik L 7= 2R 552



IR, BRICHETETAROBREEZ GO E LD EZERN

2. FEOHRHA
RLCABTHEAL TV HEORNEE L DS,

#1 HEEOHMA
Table 1 Explanation of terms.

HEE . B

WL | FEAR A — VKB — A AD—ET,
B LA 35\ TR ST T
KLIZbHO.

Bl == TR C&E Y— ¢ DBER
179

T fpe WL NEA LRI, ABRK ST
ORI DT Z7— b, v JORE Lo T
BnssHo.

21 FHEXRET HHE

BRI DB ek 3 2 )R 1T 2 0 B IR U TRk O FE%E
NEIGTI=%. ZD=), ETOMNELE—OFE T
g5 LIXREETH D LB XD, ARE CIEARR CREMX
GLT2 NERAKK] OERLUIMHICTD.

AR s SRS 2T A E2 T % 7= Ot E i
M2 EfREEE BRI E LT, RIEE LV ST AR &
ATV D, SCRR[A] T, AEROBBEE et 3 2 BT A ek 3R 4
DITFD 3 F— LT 5. (BLFSA)

(1) FRIRR
WEEZLRRIZI S, RITHBE DK = X N3 ED
BN BN S T EE0DINEZEHTS.

(2) HxEn
HHIASFE T D Bl 72 KRB E R TS 720122 X
T Az 22 S SR (10C ¢ Indicator of
Compromise) & 95 L, FEHVHBE 25517 5.

() FHRAHE
FHEARIII DU T O 2837 = IenEshns.
A EEXL
FEHITHBCIE D e F WA DR I~ #H D 7z 60 D
UL LEpd
B) A&
BEHIT I IZ L S e F D LT b HFE

AT, () FEIRITE T 28 EILD T8 DX
Z DEEXR) LiERL, BT, fle LT

© 2017 Information Processing Society of Japan

% 2 ICEEOBERIIBNTIERES (w7 -7 C&C
PN LDBEEATD ) PHE LIS AR RO
e

#2 WEBEEZRLISEXROH
Table 2 Examples of attack events and emergency measures.
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Figure 1  Flowchart of priority evaluation method.
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Table 3 Success probability evaluation index of emergency
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Figure 2 Containment relationship among emergency

measures.
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Figure 5 Calculation result of countermeasures cost (Excerpt). pattern A (Excerpt).
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pattern B (Excerpt).



532 B

PRH = AL S — 2 B TOIGEK R TRA T
BEEML, ISEMROBILEMTEIT) LN TE
UL, 2= AL F— BOREBRRZ TS L,
RE =V AIZBWT TESREBFIRT A Xy hU—7 D
WREE] & THEEO R v b U —27 DI | OISAEEI MmO
IR & FREEOFMEE L 72> TWD Z ERERTE 5.
W, FROISERITEMOEBICEREEL -
T, MRROFERwZ IR TR L L TEMAIREFT SN
LHDTHD. TDW, NH— A TR REHAEEE
ERR A NORENAREY THLEEZLND.

—J5, RE = BII N — 2 A L LTRSS AT
ROFAMEAMBA IR & 0 RKL oo TRY. S¥—1 A
BT DREARBE SN TS, £72, HFax botk
BEBDIZILIZED, K2 X PR EFHMIEICKE <
RIE L, SRDFHEEMENBIE SRV IEDFEAEIZ DN
TRHT 5. 22T, M7 2/25 &BH9 2808 HER I
L CUSBRIRD RIS = BNEWREHRTH D, [/32
U— ROEH | R SR ORE T 71 AMEE T L,
KR A SBEOTH D BNRBNS — 3D 2GR R
ThD, FEEMROF v U — 7 [k R (3% 48R A FT
B4 23y NU—2 ORHE NFEHEfEE RS> Tns. Z
nicky, FIRax bETTIER LS S RDRMEEMHE L HRA
A E OB HFFCEE SR TS EERD.

6. EHRDER

AIEEFRIT L - T, B TR~ 7 ORI &
R A BT 2 LN TEREE R D, BREFRTIIISA
RWIZ L DEH~OBEE, MEa XA MO—H & L TR
RF oy MU= REOTAMEZ BB L CRHMEL7Z. Zhic
0, AR THEETHHEROBRE M- LTV AHE, 3
BN #ToT & b EBE~ORBERSNTIES 5035
THIENTEDEEZD. -, AR TIIEMENZETHE
HEERHAT SN TV RN T2, ISARKOAE M 25 H
THREOO—FIEEREL, MARBERHICEETDHILIC
BREIL TS, BT, ARFHEFEILHATH 503 D8RR
TR 2 52T DA C©, P2 R T2 2 L8 TE .
FOw, RFMFEEEET D LIFT A7 AZB Y
2 HEG ORI E OB WIBEICK R 2R R T 272000,
RARIEEMRBEEITHI LN TE S,

Fz, LB TORERTH - 3HBIZEH L THIESE
FR TR TEIZLEZD. L, EHICEWLD
WL TWLIZIE, BV AT AE%ERE L, LIFT 2 EBEICH)
M EREREZKBEL TS BERD D

© 2017 Information Processing Society of Japan

7. BHYIC

ARG T, AR OKEEL 2 KT 572012179
JERBRE ORI H R FEHEEM L a2 McERZH T, &
SRR OBREFMA XN AR L. £/, BEMRICE
2 EBOMEOEME LOMRE 242 L Tx/z.

LH%IT, RVAT e REL, RHFXEMBIALT
LIFT > A7 A% RECEN T Z & Gl - sk R 247> T
YN

IR OARBICEBLTC, xR lfEATEE E L LIFT
Tuvxs FOBMREICHEH V- LET.

SEXH

[1]1 BARERE : TEATIA—L ) SREH ITB TR EHIT
H, AARRERME K740 0), ATk
(http:/Aww.nikkei.com/article/DGXZZ003723210X10C16A600
0000/) (ZM& 2017-2-25).

[2] FLYR~A 7w AP A N— Bl -
fovK~vg27nm (FrF42), ATk
(http://www.trendmicro.co.jp/jp/security-intelligence/threat-soluti
on/apt/index.html) (£ 2017-2-25) .

[8] $aARSU=, LJREERES, AFnFIFR, f£112 58>, # L4,
TR, Vex RE—  FERRKBICKFT 55 Ry MU —
774 LYy 7 AT A LIFT OB% L HEILE (20 1)
-LIFT D4 {f{%- , CSS2017.

[4] WBA - A =B (ERRISE) SERBAEE 7 L Ofigi
FEfmR) (BIAE3), MBE (A 74 v), ATk
(http://www.soumu.go.jp/main_content/000495298.pdf) (&R

2017-8-15).

[B] s RRISE, FEATZRE, MAETL—, BEREAE : £
T a4, AR N, EBE~ORBEER LI RIREEFIEOR,
CSS2010, pp.381-386 (2010).

[6] MEARE, WEEY DA N—BCE - R OB E EE £
FILOHEZE, 1CSS2011, pp.49-54 (2011)

[7] HEA—K, eEMm=s, BEERES, MR, L2 58,
TR, J\HERESE, fex RR— @ AR A — L BBk
Lt - EHBBERROTZO DA Xy NV Y — & T il
IR R O E FIEOHZ, DICOMO2014, pp.991-996 (2014) .

[8] JPCERTICC : A T v MNHEDIZH DY Y — VEDFEFT
IR IR 2 & E, JPCERT/CC (A v T4 ) , APk
(https://www.jpcert.or.jp/research/ir_research.html) (£
2017-08-15) .

[9] GitHub - gentilkiwi/mimikatz: A little tool to play with Windows
security (online) , available from
(https://github.com/gentilkiwi/mimikatz) (accessed 2017-08-25) .

[10] [ +Z2i84E : Tarol0-3Mi D 5L IC B3 2 g, [E H25EA
(Fr74v), NFE
(http://mvww.mlit.go.jp/Kisha/kisha02/13/130830/130830_4.pdf)
(218 2017-8-27) .

B L KR,



