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Evaluation of Hybrid Intrusion Detection Method combined with
Random Forest and K-Means

Hisashi Takahara™

Abstract: Computers on the Internet are subjected to cyber attack. Although existing anti-virus software can protect known
attack, it cannot protect unknown attack. Then authors, in css2016, proposed a hybrid anomaly detection method named
RFn5-Means which was combined Random Forest with K-Means. Those are machine learning methods which are core
techniques of Artificial Intelligence (Al). In KDD Cup 1999 Data which is well-known dataset for benchmark of intrusion
detection, authors evaluated RFn5-Means and reported. However, for that dataset have many redundant records, we cannot
regard it as practical data. Thus, in this paper, we evaluate RFn5-Means with NSL-KDD which revised KDD Cup 1999 Data for
practice. In consequence, we prove practicability of that method. Additionally, we evaluate some well-known machine learning
methods too, and then compare them with RFn5-Means.
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L5 Z L &R L, Random Forest (235 Tl I 2 %
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KDD99 (%, 1998 DARPA Intrusion Detection Evaluation
Data Set (LLB&, DARPA98 & #39) [27][28]Di#fET — &
(TCP dump ¥—%) kv a HEiioF—4% & LT
TL7T =%y hTHY, T—F0NHW, TEHNTH D,
F— B YA ZXRRENVREDETHH0, HETHEL
DOBERMOMRL THGEAT —% 2y e LTHWLAT
V5 [29][30][31]. KDD99 (i, 4,893,980 14D F — & H b
725 7 V7 — % (kddcup.data) & Z DN DF 10% D 494,020
DT — & & fhH U727 — # (kddcup.data_10_percent), = L
T 311,029 DT — 2 I B 72 B 5FAR A 5 — # (corrected) 72 &£
DD LN TWDE., KT, 87 —%L LT
kddcup.data_10_percent, #Fii7—% & L T corrected % F\»
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DOIEHE{E & 396,743 1 (80.31%) DOIBCEIEE DU B
TV, WEWEIL 2 BEEOBEN G/, 2 DoS,
Probe, U2R, R2L @ 4 D H T A VI TW5D
corrected ™ H11Z 1, 60,593 14 (19.48%) O IE & #15 & 250,436
4 (80.52%) DOICEE(E NS HA TV H[30]. WERIE(F
X 37 MEOKXBEENSR V0], ZoOW, 20 EEIX
kddcup.data_10_percent & HBOKET, %KY O 17 FEIL
BB TH 5. KDD99 (TR B MGEES T
kddcup.data_10_percent % #ffid» 0 EHOFE T — 4 & L“C
FAV, corrected ZFEAET —2 & LCHWD D, #ETF—X
T 5 kddcup.data_10_percent (2 £ D B A 8 KK
B ONihT— % TH D corrected IZEHEENDHHEDON
kddcup.data_10_percent |21 & F A7 IEE % J il ke b
9. corrected DK EEIE(F 250,436 {F0MA, 171,114 {4
(68.33%) L5 B FHH, 79,322 1 (31.67%) 1XFHFH
BBEThHD.
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NSL-KDD[32] I&, # 7 & @ UNB(University of New
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W&k oT, FETLOREERHEL LI >TND.
Fe, T—FEELVRIT D (FHT—F T KDDI9 DK
29.0%, FEF—4 T KDD99 DK 7.2%) (£ 1) Zrick
v, FHEEBRIEICT — X 2T ORER kY, W
Rl =T — 2L > TRl EREITH Z N TE L5729,
FEERNSHHICEET B 2 L2 Y, FHlRE RO LERIC
FHEMEEBSD LN TES.

T, BT —F LR THBEEOSZIDEHINT
W= KDD99 (K 2:8 (ER@E:HE®E)) 1T LT,
NSL-KDD Ti%, HE@EOE A EZRIFIZHS LT (K64

(EH@EIREE)) ERT X IGESTD-00BE
PITbhTw5 (F1).

# 1 WBWE L EFBEEOLE
(KDD99 vs. NSL-KDD)
Tablel Ratio between Attack and Normal
(KDD99 vs. NSL-KDD)

& 2 RIFTHI
Table2 Confusion Matrix

Normal Attack Total
KDD99 Train | 19.7% 80.3%
(97,277 1) | (396,743 1) | 434,020 {f
Test | 19.5% 80.5%
(60,593 1) | (250,436 1) | 311,029 {1
NSL-KDD | Train | 53.5% 46.5%
(58,630 ) | (67,343 f#) 125,973 {4
Test | 43.1% 56.9%
(9,711 ) | (12,833 1) 22,544 1

FOMIZEH, FEAKT THIE I Kyoto[33][34][35]<°
F—=A TV TD=a—Hh AT — L XRZETHEIN
72 UNSW-NB15[36][37][38] /2 £ DF — & & v k2D,
AR TIE, HHMEBEORIUC L DHEE2EE L T, KDD9
&R U E % H > NSL-KDD CTOMFEETT - /2.

2. RFn5-Means M1 EE 514

T I TIE, 151 TR LCHTE o0& FIE (BMFE)
& RFn5-Means (2> T, KDD99 & NSL-KDD % H T
FEEITVY, TORERICONWTEREMAD.

2.1 %
2.1.1 FHE+E4E

AFETH, RAFOFMIZE L LT, fmzk (DR) &l

HE (FAR) /. LUTIZIEFTTSI(Confusion Matrix)
(2 2blicLl, gEZEoEHEA X1, X2) 25
97[1][21][39][40].
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¥ 1l (Positive) T (Negative)
EfR TP (True Positive) FN (False Negative)
(Positive)
EfR FP (False Positive) TN (True Negative)
(Negative)
DR =— 1)
TP+FN
FP 8
FAR = FP+TN L2

Z Z T TP (True Positive)i, Positive & 1E L < Tl &7z
/— R%k, FP (False Positive)iZ, BRI Negative TH 513
Positive & Tl X 417- / — 4%, FN (False Negative)i, £
B21% Positive T# % 73 Negative & Tl SN/ / — K%, TN
(True Negative)ix Negative & IEL < PRI/ — RET
BHDH. AFTIE, Positive & Attack (%E:#1{Z), Negative
% Normal (IEF@#(E) &HARZD2bDET 5.
212V 27 b+9I7

ARTHE, BEFEHY 7 b7 E LT, A=A+
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1E, %< OBE 2RV BERE O TRV ST
W 5[42].

AREIZEBT D5 TIEICxT 5 WEKA OF%EIL, LT O Y
Thb.

*SVM

WEKA @ SMO 732U X AZHA, T—x/VEHEE LT
exponent 1 @ Poly kernel % fv 7z,

*DT

ID3 7 /L = U X A[43][44] DIERE T d % C45 D WEKA 125
FLEETHD I8 AV,

*NB

WEKA (Z381F 532 CTh 5 NaiveBayes & 7.

*RF

BRI 2 R EOHIT, SRFEEL m gk LT, log2m+l
E L THRGEERZITo 7. Zhid, WEKA ©F 7 4 /v Ml
Thd. £z, SRIOKRIEERBRTIE, REAKES5 L L
D, EAEL 3 705 20 TiE, BHREEOEEMER 721305 4 0.012
Tholz. 2k, FrigEDERIL, WEKA @ random number
generator \IZ RFIZHIT 5T 7 4 /v b D seed B 1 % 52 TIT
-7,
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HE %, WEKA @ random number generator {Z SimpleKMeans
BT 74NV D seed i 10 252, 77 AX O
5 & L THREZ T 7.
213 T7—4tv k

MRECHWA 7T —2 > MILLTO@EY Thb.
*KDD99

35— % ---kddcup.data_10_percent_corrected

#FAIi— 4 ---corrected
*NSL-KDD

57— 4 ---KDDTrain+

M7 — 4 - KDDTest+
2.2 FTLE
221 HHEDRER

KDD99 |2/ 41 DR #E» & 5. KDDI9 A{EIE L7
NSL-KDD (Z % [FIFRIC 41 DO RFEED H 5. K DER
BRI E > CHEZRBETH Y, Gini HRE[21]°
Information Gain[21]% AWV b DR H 5 A, ATk ERE
A EHORMEDON, TF A hT —H T 2 protocol_type &
service & flag ZBR\ 7= 38 A O E A BN L T-.
222 ERE

BEEFEBR AT I IdT> T, 7 —F ZEHL[RI]LT.
F 72, KDD99 Jx N NSL-KDD (Z X458 C 41 fll DR & A
HDHHR, ZTOWN, RIEIZIE, TFAINT—XThD
Protocol_type, Service, Flag ® 3 > D4 HE %4t L 7= 38
B O EE AV, S8 EX, B (normalization)
LCEU3), S KMl 1, I/ ME O OFEFHIZINE D L H iz L.

EALgofl = o (s 3)

AN~ 1M

T2, FHMiT— 4% (KDD99 M54 corrected, NSL-KDD
D34 KDDTrain+) &£ 5 37 BEOBEON, ¥H
7 —% (KDD99 ®#3;4 kddcup.data 10 percent correctd,
NSL-KDD D34 KDDTest+) (25 £ i1 5 W & 538 i I

(LIBg, EXIST &) &L, SEiange (17 fkH)
HIFFEHREE LC, EWBGELHFEFPEHREDOHLOT — X

(LABE, NEW EFRT) ZA{EALL, FEFEHBBEORMOM
FEEAT ) BOFMT — & & L.

23 FHEHBRE DT RUVER

B FIERL N 7Y v RFE (RFn5-Means) @ KDD99

K OYNSL-KDD |Z & 5 HlifE RIZLL T O# Y Th D (£ 3).

7 3 FHflifE 5L (KDD99 vs. NSL-KDD)
Table3 Results of Evaluation (KDD99 vs. NSL-KDD)
*KDD99

(© 2017 Information Processing Society of Japan

DR FAR
5-Means 0.957 0.297
SVM 0.902 0.016
DT 0.907 0.017
NB 0.900 0.026
RF 0.910 0.005
RFn5-Means 1.000 0.478
*NSL-KDD

DR FAR
5-Means 0.807 0.573
SVM 0.603 0.068
DT 0.669 0.078
NB 0.646 0.160
RF 0.597 0.078
RFn5-Means 0.952 0.160

FREOAER, KDD99 TIix#AidH v #F 0K FIED DRI
0.900 LA ET#H %A%, NSL-KDD TI& DT @ 0.669 734 b &
VMETH Y, KDD99 D4 & T, 02~03 K1 > ME
EEL 2o TWD. i/ L5 TH D 5-Means T DR
12 015 AA Y MMELS o TWVWD. ZhICx LT,
RFn5-Means %, 1 0.05 7R A > F DO FHIZMZ b TV 5.

HIC FAR ICEAL TiE, #lid v 578 04 FiED 0.05 R
A MAEERLTEY, HhifiZe L¥HE D 5-Means Th,
03 EFLTWA. Ziuzxt LT, RFn5-Means T, #
03 <M BN TETNS.

FROMERNID, HEibd D FEOSFIEL, EERT—H
Td D NSL-KDD 1ZxF L Tid, BRAEN FARA->TLE S A3,
RFn5-Means 33T — % THMRMFEOL F % 0.05 A
FEEEICM A 5 Z LN TE, NSL-KDD TOMGERE R % A
LRV, REICMAHLFETHLZ Enmhrol.

DR, EROBRELSTEZBRIZONT, BE (45H7)
T5. FRERESWTHICHIY, FFEOEEFUE
ROFEFELBEORAMELZNE L. (R4, £5).

% 4 FEFEACEOFE (KDD99 vs. NSL-KDD)
Table4 Results of Evaluation for Known Attack
(KDD99 vs. NSL-KDD)

*KDD99

DR FAR
5-Means 0.826 0.014
SVM 0.968 0.016
DT 0.974 0.020
NB 0.964 0.026
RF 0.976 0.006




*NSL-KDD

DR FAR
5-Means 0.818 0.243
SVM 0.730 0.068
DT 0.778 0.088
NB 0.702 0.162
RF 0.756 0.078

# 5 HFHBEOFM (NSL-KDD)
Table5 Results of Evaluation for Unknown Attack (KDD99 vs.

5-Means @ B[ CIIECEE(E OB A L TH Y, KDD99
D L FBRICKEBE L ERBEICSELLT 2o T
WHrboEEZLND.

FKO6RF X7 U —= 7 EOKEIHE & IEF#BEOFISG
(KDD99 vs. NSL-KDD)

Table6 Ratio between attack and normal after RF Screening
(KDD99 vs. NSL-KDD)

i

Normal Attack
KDD99 0.727 0.273
NSL-KDD 0.634 0.366

NSL-KDD)

*KDD99

DR FAR
5-Means 0.999 0.619
SVM 0.091 0.016
DT 0.082 0.017
NB 0.099 0.026
RF 0.100 0.005
*NSL-KDD

DR FAR
5-Means 0.993 0.593
SVM 0.301 0.068
DT 0.404 0.,078
NB 0.568 0.160
RF 0.200 0.078

ZORER, NSL-KDD Tik, ¥EHT—#1¥H2I2H b
L, Hlilid 0 O FEOFEF R T D RmE
X, 0.756(RF OB E-7-. £/, &£FEL D
KDD99 D#A12t~_T, NSL-KDD Tif, £ 0.2~
0.25 FRE TR 5T A. ZiE, KDD99 IZIXILET —# M
%<, Th#xERELE NSL-KDD TiE, %287 —ZICh b
LETH->THESTL FUHFMEDMERT LIRS 2
W ENREROOESTIE W NEEZLND. DF D,
EEICBWNTE, FET—% (73T v) BHoTh,
BEMEOMENE S-SR L TRWES, BREEOTFIET

TR TCTERVWEEERENGFET DI EZERLTND.

IOZEiX, FEBERBROHMES, Hie 0 FE TiImm
THDITHELNE NS ZLEBERL TS EEX LS.

—75 T, RFn5-Means ® STEP1 TRF (#iid v %) %M
WP B BB BEORMEBENMET Lz &IV R, 70%~80%
FREOFRBFERBIIMIMCE, R LKELRE (R
V—=V7) LEZOKRERE L EFBEREOHAIL,

NSL-KDD T % 0.634:0.366(1F 7 @15 K Bi@{5) T, KDD99
DA (0.727:0273) LT HEIEGT0.09 KA > NEE
DEIZEE D= (£ 6) RFn5-Means @ STEP2 TH 5
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F 72 NSL-KDD {28\ T, KDD99 DA & T, kR
HIZRN 0.478 7°5 0.016 ~& 036 KA > MEELFESINT
W5 DL, KDD99 TIEIA LR T —# %% <AL T
W, IEFRE R THBEBEFE EHELTLE D &,
TNEF—=2LLTHREASNEZEAUT -2 bBBaLTLE
oSlld BBz oN5.

%t T RFn5-Means 1%, NSL-KDD THiFEFEA L 7= #ilH T
X5 DN, BBHMROBENL G, EET — &5 LTH
ICTEDLFREN S DL FETHDLEEEZOND.

3. F&OH
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