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Detections of attacker’s behavior using graph classification based on
tensor decomposition
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Abstract: The targeted attack using malwares for large-scale networks are proceeded and diversified recently. Therefore, it is
difficult to specify the presence or absence of operation whether attacker’s behavior or not. In this report, a series of infringing
behaviors of attackers such as communication trial or unauthorized data leak regarded as a graph data, and classified between the
time zone of attacker’s activity and normal operation. We developed activity detection algorithm that enables to detect the

presence or absence of an attacker from its behavior using integration logs of communication and process.
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Figure 1 Overview of proposed method
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Figure 3 Problem settings of experiments.
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Positve), FAFIIZXI3 540 $Tdh 5 FN (False Negative)
ZOICEM LA, M, Geometric mean [18] (LA
T GM) ZHWiz. GM 14D & 5 RIESI L AflD AT
Y ADFENRHH T — Z OFHEIC NSRS EED—> T
HY, KOO X HIFHET — XK/ OB HLEITED
EMEENREWANT A TRRET 2 L )G SNHEET
b 5. R TITHBEAERER T O EMFREI EmOIE EREN
FRENC B < 2 DA H 5.

TP TN
TP+FN FP+TN

GM =

)

FBRE RT 2 & OFARE R 2 STl DB BAT
o TR Z 70 U7z, R BEREAGRS I, Hhibie & o
HEILL S TARTODENRAETTLEI 20, 5 EITFHfEL
FEE R A Fod L7z,
47 REBHER

R AIVCEREREZ AT, MEREEICEME, #E%,
MR, KO GM ofEx s L, BICBEAFAFIEL LT
Weisfeiler-Lehnman Graph Kernel (2 L 2 R & 2 tiz L
72 SVM (T & B4 H5 8 (WL) Z5Rd. WL 133CHR[14]1C

4 EBRiER
Table 4 Experimental Results

PpER e | AL MR RRPL | RETFE | RRPE | REFE WL WL WL WL

" A BIECIE B E Efif=R e fa R GM IEfifsR EERS fg R GM
(DRandom 80:30 0.93+0.01 0.89+0.01 | 0.83+0.01 | 0.90+0.01 | 0.76+0.02 | 0.55+0.04 | 0.79+0.07 | 0.77+0.02
©@d18 80:25 0.89+0.01 0.71+0.01 | 0.88+0.01 | 0.88+0.01 | 0.76+0.04 | 0.49+0.09 | 0.44+0.22 | 0.60+0.14
©@d19 80:06 0.85+0.01 0.30+0.01 | 0.83+0.01 | 0.84+0.01 | 0.76+0.02 | 0.17+0.04 | 0.63+0.25 | 0.69+0.12
©@d33 80:36 0.92+0.01 0.84+0.01 | 0.92+0.01 | 0.92+0.01 | 0.61+0.01 | 0.24+0.03 | 0.12+0.02 | 0.31+0.03
©@d37 80:19 0.84+0.01 0.56+0.01 | 0.67+£0.02 | 0.77+0.01 | 0.81+0.03 | 0.50+0.04 1.00 0.87+0.02
©@e04 80:22 0.76+0.00 0.00 0.00 0.61+0.00 | 0.03+0.04 | 0.04+0.04 | 0.09+0.13
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5, BER

Z OB TIHIRETIEOEMIEIC OV TBEEFETIE & OXf Lk
HBELTHESRT L. ERAER, CIEREFEIIFEFIERICH
B L CHEAERNEL, RMENFBELZN AT OXH/ME
WZ ERg ol KX TIEMEREOIZBWT, BEF
FIE L RE IO TRIEA AR RFRIFIC VT, 77
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ETORKRDBEETEDT — 4 L EETEDOT — 43—
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7.
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Figure 5 Distribution graph for node unique counts
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Figure 6 Distribution graph for node unique counts
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