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Abstract: Users on web services are usually identified by the combination of ID and password, and their personal information
is stored on servers with their IDs. Some of the users reuse the same combination of their ID and password since the number of
the services has increased. In this situation, a user whose ID and password of one service are stolen may be impersonated on
other services. Single Sign-On (SSO) is one of the countermeasures of the risk. However, OAuth, one of the major SSO systems,
has a problem that identification of users is never verified when access permission is checked. Applications on the web refer the
same access permission of a user without verifying his identity when the applications collaborate in personal identification. If one
of the combinations of ID and password is stolen, all collaborating applications can be logged in by attackers. PKCE has solved
the problem. However, all services are stopped when OP is halted since permission code is checked in a server of OP. Therefore,
in this paper, we propose to apply a ticket method to SSO. In our proposal, users can be identified by tickets which are issued by
OP before the identification. RP can verify the ticket without connecting to OP. Our method has tolerance to OP halt and personal

information is protected by the separation of access control.
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Figure 12 Google account selection screen
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Figure 13 Service authorization screen
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Figure 14 Network configuration
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FWTARANMEFRNTE, 232 End-User 2 RP DY —E 2 %
EZTEDLIENTERLEFETS.
6.4.2 LEREFREI D ZE
HWH O OIDC 7 v — LRRFIE 42 HixBM L7 7 v —
DL, MHEIFREZ D LI AT Y. £, BEO
OIDC 7 1 —DOHHEHEREZBEDEIRITY. T D& E DM
FICH N MRS T 5. 0L X0 ER 1ITR
7. BEEOEIEKIE 50 & Lz,
# 1 W% OIDC 7 v —DMUFRRERT (50 [=])

Table 1 Normally OIDC flow processing time (50 times)

SUATEIEL | A0 IREERE () SUATEIR | ANTE R (FH)
1 1.190 26 1.206
2 1219 27 1.227
3 1216 28 1.208
4 1.224 29 1.259
5 1.242 30 1.203
6 1.222 31 1213
7 1.258 32 1231
8 1.244 33 1.234
9 1211 34 1.254
10 1.209 35 1.230
11 1.238 36 1.290
12 1.300 37 1.229
13 1.205 38 1.185
14 1.246 39 1.220
15 1.247 40 1.235
16 1274 41 1.220
17 1.298 42 1.202
18 1242 43 1216
19 1214 44 1.228
20 1.295 45 1.204
21 1.269 46 1194
22 1.220 47 1.205
23 1236 48 1211
24 1216 49 1213
25 1.228 50 1.206

Hi42 CIRELIZFiEEZBIN L7 2 —%F CBEED
ATV, 2B BLHICH - eR 2T 5. 2o
& E OB AR 2 \TRT. BEOEEKIL S50 L LT,

£ 2 RBEFIEOLILREF(S0 [H])
Table 2 Processing time of the proposed method (50 times)

SATEIE | ALIB R (FD) SUATEIE | SI2 R (F2)
1 1270 26 1299
2 1284 27 1.205
3 1.297 28 1.295
4 1281 29 1.293
5 1.309 30 1201
6 1.298 31 1216
7 1.262 32 1229
8 1.261 33 1.261
9 1.308 34 1218
10 1.296 35 1.268
11 1275 36 1.200
12 1.294 37 1524
13 1.226 38 2031
14 1213 39 1237
15 1.201 40 1214
16 1218 4] 1.261
17 1.322 42 1.263
18 1.299 43 1297
19 1.299 44 1226
20 1.247 45 1.240
21 1.208 46 1.269
22 1301 47 1233
23 1.926 48 1.245
24 1.233 49 1.260
25 1.216 50 1.299
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Table 3 Comparison table

18 (35) | BB ) | S ME () [ 1=

BEOIDC7a— 1.230 1.300 1.185 0.027320
BEEE 1.293 2.031 1.200 0.149375
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72D HLDTHD.
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WINL72Z &b FATRERDOR 3 ool £z, K3
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HEREBIMLE 72— 1.200 %, X, 0015 TH-o7=
ZEBRIMNSLShoTz. £, WHE OIDC 7o — LR
TE A2 Eim BN U7 o —OEHERFSEHE L 8.
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8. F&H
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LZOT, HEENBEE B UFERELZITo2E LTYH,
EREIOT, BV TELICFRLRNEEZD.

FHEIEE O =2 BIZ oW T, BEFOAR AR 2 72
WISAIZORE H Z &, End-User BNEHICHEHA T 25 RP %
BINL, F7 Y FORITEIT> TCVDAIRERHDLZ EnD,
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