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Countermeasures against Collusion Attacks
on Secret Key Generation using Hash Chain Aggregations

YuTa KURIHARAL'®  MASAKAZU SosHi''P)

Abstract: ‘ToT’ (Internet of Things) environments interconnect many IoT devices, many of which often
suffer from limited computational resources. Thus in order to provide lightweight and efficient authentication
protocols in such environments, we have proposed a novel hash chain construction, hash chain aggregation
(HCA). In this paper we propose the countermeasure against collusion attacks on secret key generation using

HCA.
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