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Face Replacement of Privacy Infringing Pictures
according to Saliency Map

SHIGEYUKI SAKAZAWA'  KAZUYUKI TASAKA™

HIROMASA YANAGIHARA?

KAZUYA AIKAWA ™!

Abstract: This paper focuses on a privacy issue on facial images which are uploaded and published in SNS and/or image
sharing sites without any consent of a party. The best way to protect privacy without destroying a photograph’s atmosphere is to
replace faces of unintended subjects. The question is whose faces are to be used for the replacement. Here, we propose a concept
“face ad”, where the faces are replaced using entertainers faces those are provided to increase their awareness. It raises a new
technical requirement: to find out the most conspicuous face, that is, the face with highest advertisement value. We have
conducted an evaluation experiment to discover such a face using several saliency maps, and report the comparison result with
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human subjective evaluation.

Keywords: Privacy protection, facial images, saliency map

1. 0daono

gopoo0oobOooboosNsogoooboooooo
goboobooobobobooboobooboobooboon
goboooooboobooboobooboobooooon
goboobooobobobooboobooboobooboon
goboooooboobooboobooboobooooon
gobooboooboobobobooboobobooboobbaon
gobooobooobobobooboobooboobobooboon
gobooboooboobobobooboobobooboobbaon
gobooobooobobobooboobooboobobooboon
gobooboooboobobobooboobobooboobbaon
gobooobooobobobooboobooboobobooboon
gooobooobooboboooboobooo
gobooboooboboboobooboobobooboobogon
goboobooobobobooboobooboobooooon

f1 000000
Osaka Institute of Technology
2 0000 KDDIOOOODO
KDDI Research, Inc.

(© 2018 Information Processing Society of Japan

gboooobooobooboboobooboboon
gbooodoboobobobobooboobobooboon
gboooobooobooboboobooboboon
gboooobooobooboboobooboobooo
gooono

2. 0O0O0OOOOOOobOOoooa

gboboodobooboboobooboobobooboo
gboooobooobooboboobooboboon
ooboboboomooobooboobooooobooon
gbooooboooobobobomooboobobooboooon
gboooboobooboboboboobooboboboon
gboooobooobooboboobooboboon
gbooooboooboobobooboobobooo
gboooobooobooboboobooboboon
gbooooboooboobobooboobobooo
gboooobooobooboboobooboboon
obooobooogon



oooooooooo
IPSJ SIG Technical Report

3. boooooooooooooada

31 000000000
goboobooobobobobooboboboobobbo
gobooooobooboobooboobooboobooon
goboobooobobobooboobooboobooboon
gobooooobooboobooboobooboobooon
goooboooboboboboobooboobmooDbo
goboooooboobooboobooboobooboon
goboobooobooboboobooboobobooboobon
goboooooboboboobooboobooboobon
U000 youtwbe 00O OO0OOOOODOOOODOOODO
goboooooboboboobooobobobobbooboo
goboooboooboboboboobobbobooboo
goboooooboboboobooobobobobbooboo
goooboooboobooooog

EAAFE ) 7= LAl
Bl 7 A R, EAL
HEEE, youtuber

HI

H— B R IR
Y—RLTHIPEDIELE
R, B OFEEELTE
BEMZTHIHE, LEED
BB, Biubit{WigE
LEHHHEN

SNSZ —H1dl
HEBEBISNh
B 7 R
BEERZD

D ok T S

S Ao

B

E&HziREA
B=EDNPOHE
E-TLE>RRT
TOEY., BEE
H— R BHANC
Ty7a—F,

oo goooood

32 0000000000

gooooooooooooooobobobooooogoo
gooonoooboooboooboboooo2yboon
goobooobooobobobooboobobbobooboo
goboooooboboboboobobobobbooboo
goobooobooobobobooboobobbobooboo
goboooooboboboboobobobobbooboo
goobooobooobobobooboobobbobooboo
goboooooboboboobooobobobobbooboo
gobooooobuoboobobooooybobboobgoo
gobooboooboobobboobooboobooo

(© 2018 Information Processing Society of Japan

Vol.2018-AVM-100 No.11
2018/3/7

4. OO

41 0000

gbooooboooboobobooboboboboo
gbooboobomoobooboobooboobooboo
gboooobooobooboboobooboobooo
UboobobobooboobOoibnsaliencymapt 0000
gboooobooobooboboobooboobooo
gboobodoboooboboboboobooboboboon
gboooobooobooboboobooboboon
gboobodoboooboboboboobooboboboon
oboooo

42 O00000O0OOOODOODOOODOOOOOOd
000000000 DOO0OD0OO0DOOo0DOOooDoOoooad
OD0O0000OOOITTI ModelO [0 10 O DeepGazell O [O 1O
O00O0MITTIModelOO DO DOOOOODODODODOOO
obo0o00dbO0oobOoOobOobOOoobOobobOoboooo
000000000 DOO00DO0DO00DOOo0OO0Ooooon
00000 M DeepGazed U O Kimmerer O [0 0000
00Oo00dbO0oobDOooObOobOOoobOooOboOoooon
gboooobooobuooboboobobobobooo
JooooooobobbobobDO DeepGaze O OO QO
gboooobooobuooboboobobobobooo
00Oo00dbO0oobDOooObOobOOoobOooOboOoooon
gboooobooobuooboboobobobobooo
0000000000 ITTIModellOOOOODOOOOODO
000000000 DOO00ODbO0DOO0oOoDbOOoOOOooDooon
oboo0odobOO0oobOoobOobOoobooboboooo
00000000O0bOOooDOon

goo =s00oogobo/aoy)yboooboo
+00gooOo*ubooogon god
goboooobooobooboboobobobobooo
gbooooboooboobobooboboboboon
glopoooboooboobooboobooobuoobooo
gbooooboooboobobooboboboboon
gbooooboooboobobooboobobooon
gboooobooobobobobooboobobooon
gbooooboooboobobooboobobooon
gboooobooobobobobooboobobooon
gbooooboooboobobooboobobooon
gboobooboobooboboo
43 O0O0O0O
ODOo0o0ogooOosNsOonooodTwitterDO O OO
gbooobooboooboobobooboboboboon



oooooooooo
IPSJ SIG Technical Report

onbobooobOobobooobOOoobOobobo0obDooDbOoon
gboood200040000000000000D0O0OO
goooooOooooooboooboboooo
HITTIOOO0O0OO0D0O00
OITTIModelU DD ODOOOOODOOMOODOODOO
goboooooboomoon
2) DeepGazell 0 O O
ODeepGazeU DO OO ODODOOOOODOOODOOODOO
gooobooobooboobooooobooboooooo
ooogd
j) 00000oooogoo
gooobooooobooOobO0oooobooooooo
gooooboooboooooobooobooboooboooobooo
gooobooO0oOO00OOoOoDOOoOobOOoboobDOooooon
gooooboooboooooobooobooboooboooobooo
gooobooO0oOO00OOoOoDOOoOobOOoboobDOooooon
gooobooboobooooboooobomooo

OO0 ITTIModel DD ODOOODOOODOOOOODO

O0a (O00OO O0b goog O0c gooo
gooo 1 gooo 4 gooo 1
oooo 2 goooo 3 oooo 2
oooo 3 oooo 1

gooo 2

0ood (0ooOd O0e |O000O gof (0oOoO
oooo 3 gooo 1 oooo 4
gooo 2 gooo 2 gooo 3
gooo 1 gooo 2

oooo 1

O00g (0000 OOh |OO0OO ool (oooo
gooo 4 goooo 3 oooo 2
oooo 2 oooo 2 oooo 3
oooo 1 gooo 1 oooo 1
gooo 3

OO0 DeepGazeO O D ODODOO
a % BB b # BB c FBIEA
) 1 BEiEEl 2 EfEeE 1 2
ERIRH 2 2 BRIRHE 2 4 BRIRH 2 1
ERIZH 3 3 ERi=E 3 3
EBIEF 4 1
d E= L e EF=) = f FBIE
i1 2 iR 2 BfEE 1 1
ERIEm 2 3 ER®E 2 1 B2 2
ERIEHE 3 1 BRI 3 3
EFEE4 4
g E=]l h # B IER i FBIER
ERIRH 1 3 ERRRE 1 1 BEE 1
ER1RE 2 2 EBIRHE 2 2 ERE2 2
ERIZH 3 4 ERi=E 3 3 EEAE3 3
EEfRE 4 1

(© 2018 Information Processing Society of Japan

Vol.2018-AVM-100 No.11
2018/3/7

00 0Oo0oo0ooooooon

(a) |EERE1|FEEE2 | FRE3
BEH 10 7 0
HEIEL 1 2 3
EREE| 59% 41% 0%

(b) |EEA1|EREA2 | EREH3 | ERHd
BEH 4 2 10 1
FEBIEL 2 3 1 4
EIREE | 23% 12% 59% 6%

(c) |EE@1|E=E®E2
BEX 16 1
SEIEf 1 2
EBIREEE 94% 6%

(d) EEF 1 | ERf2 | EEES3
BEXH 12 1 4
FEBIEL 1 3 2
BIREE| T1% 6% 23%

(e) |EERM1|ERE?2
BEN 14 3
BBRIFR 1 2
BIRWEE | 82% 18%

®) EiRE] | EEE2 BRS3 | EREd
BEY 13 2 2 0
FEIEL 1 2 2 3
EREE| 76% 12% 12% 0%

(9) |EEEl|EEE2 | EEE3 | EEEd
HEN 0 1 0 16
ERIERL 3 2 3 1
BIREEE 0% 6% 0% 94%

(h) FiREl | EEE2 | EEE3
BEH 2 10 5
SEIE 3 1 2
EREE| 12% 59% 29%

(i EiEgl | EeE2 | EEE3
BEH 12 1 4
E{=]fim 1 3 2
EREE | 71% 6% 23%

44 0000

oo0000O0OoOo0oOooooooooboDDoOObObOn
OITTI ModelU D OO DO OO0 O OO O DeepGaze O 0 OO
ooboo01goboobogobooboooo 1oooobooo
ooDO00oocOobDobo 20000

o 44% 44%

40%

20%

10%

w2 W Deep Gazell

o0 ooooboobooo

gbooodoboooboboboboobooboboob



oooooooooo
IPSJ SIG Technical Report

goboooooboboboboobooboobooobooon
goboobooobobobooboobooboooboobooob
OO000ODeepGazeU DO OO 1000000O0O0O0O0DO0OO
gooooboooobooooomoboo

90% 77%

80%

T0%

B60%

50%

40%

30%

20%

mi2EAX mDeepGaze Il

o0 0obOoobobooo

5. 00O
5 O0OO0OOODOOO

go0000o0o0ob0ob00obDOO0mMmITTIModelDO O O
0000000000000 DeepGazel DOODODOODO
goboooooboboboobooobobobobbooboo
goooobooboooooooobooboooboooobooon
goboooooboboboobooobobobobbooboo
ODeepGazeD OO OO ODUODOOODOOODOOOODOOODO
U0000MDeepGazeU OO ODOOOOOOOODOOO
gooooooboboboobooobobobobbooboo
gobooooobobobobooboobbobooboo
gobooboobooobooOoobuoobooboolIrTt
ModelUOOOOOODODOOOOODOOOOODODOOO
gooooooboboboobooobobobobbooboo
gobooooobobobobooboobbobooboo
goo
52 000000000

gobooooboobooboboboobbooboo
go0o0oD000Db0000bO00DOn0 DeepGazell OO
goboooooboboboobooobobobobbooboo
goooobooboooobooooobooboooboooobogo
goooooobooboboobooobooboboobao
gopbobooobooboboobobobooboobg
goboooooboboboboobobbobooboo
goboooooboboboboobobobobbooboo
goboooooboboboboobobbobooboo
gobooboboooboobbooowboooooobooo
goooooobooooboooboobooboooboooobooo
U 0 DeepGazell D OO OOITTI ModelD OO OOOOOO
goooooooooboon
goooooobobobooboobobobobooboon
goooooobooooboooboobooboooboooobooo
goooooobobobooboobobobobooboon

(© 2018 Information Processing Society of Japan

Vol.2018-AVM-100 No.11
2018/3/7

gbooooboooboobobooboboboboon
ooboooobooooboooboobooooboooooon
gbooooboooboobobooboboboboon
ooboooobooo

6. 00O

000000 0DOO00OOODOOo0ooOoboooooooo
oobOoO0ooOoboooOOobOoOooboobooooooooon
gobooooboobooboboobooboobooITTI
ModelUDOODOODOOODODOOODODOODODOODOO
oO0bDO000OO0obOOo0oOO0oDbOOoOooOOobooooDooboooon
ooboobooboooobooboobooooooobooon
00O M DeepGazeO DO O ITTIModelUD OO DO OOOODO
ooboobooboooobooboobooooooobooon
oO0bDO000OO0obOOo0oOO0oDbOOoOooOOobooooDooboooon
O0D000O0DOO00O0OO0DOOo0oOoO0oOoooOooooo
oobD0o0ooOobooboOoboeObOOobOOoOoDOobobOOn
O0D000O0DOO00O0OO0DOOo0ooOOoOooooDoOoboooon
oobO0o0oo0OoboooOOoboobooboooooboobooon
O0D000O0O0OOoO0oDOOoOobOoDooood

goon

[1] NTTOO 0000000000 0DO0OO00O0ODO0O00
gboooo,gbooobg,vel.36201600 000

[2] DOOO,00000000D00,0000000 39,
25-112,2000-11 00000

[3] ODOOO,00000000bDO0oO0b00n,
https://www.slideshare.net/takao-y/20150619-49592895,00 00 O
O

[4] L. Itti, C. Koch, E. Niebur, A Model of Saliency-Based
Visual Attention for Rapid Scene Analysis, IEEE Transactions

on Pattern Analysis and Machine Intelligence, Vol. 20, No. 11,
pp. 1254-1259, Nov 1998.

[5] Matthias Kiimmerer, Thomas S. A. Wallis, Matthias
Bethge, “DeepGaze II: Reading fixations from deep features
trained on object recognition”, arXiv:1610.01563v1 [cs.CV], 5
Oct 2016.




