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Proposal and prototype of DNS server firewall
with flexible response control mechanism
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Abstract: DNS servers may be illegally accessed to make it target or springboard server for attacks such as
DDoS attacks and DNS reflector attacks. It is known that characteristic DNS query patterns are seen when
DNS servers are illegally accessed. Adaptive control of responses for queries leading to such illegal access and
regular queries leads to defense of DNS servers. In this paper, We propose the method to suppress attacks
to DNS servers by introducing the system to monitor access from DNS clients in front of the DNS server and
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adaptively controlling responses to queries from attackers.
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