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Modularizing Normal Behavior Databases
in Anomaly Detection Systems

YOSHIHIRO OYAMA,t WANG WEItt and KAZUHIKO KATOt 11t

In recent years, much attention has been paid to anomaly detection systems in which nor-
mal behavior of applications is modeled on system call traces recorded in their executions.
In this paper, we propose an improved scheme for representing normal behavior databases
in anomaly detection systems. While existing schemes create a profile of normal behavior
for each application, our scheme creates a profile for each program component that makes
up an application (e.g., it creates a profile for each shared library). The advantages of our
scheme are that it can pinpoint the program part causing abnormal behavior and that normal
behavior databases of components can be shared and reused among multiple applications.
We implemented an anomaly detection system based on the scheme and compared it with an
existing system through experiments in which the systems monitored the execution of httpd,
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ftpd, sshd, and Emacs.
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Fig.1 Example of automaton created by SQUIDS.
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Fig.2 Change in stack and edges added due to the change.
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WARNING (1ib): /usr/local/lib/libapr.so.0.0.0:apr_dir_read[lstat64 -> getdents64]

WARNING (app): 0x807aa80: /usr/local/lib/libapr.so.0.0.0:apr_signal -> 0x807aa88: /1lib/i686/1libc-2.2.4.so0:getpid

03 oooo
Fig.3 Example of alarms.
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Fig.4 Increase in normal behavior database of httpd.
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Fig.5 Increase in normal behavior database of ftpd.
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Fig.6 Increase in normal behavior database of sshd.

gbobooboooooooooobooooboon
goooooooooooooooocooboooooo
ooboooocoooooocooboobooboOoooooon
3.3 UOoOooooooooo
httpdO ftpdOdsshd 0O OO0 000 OO0O0CODOO
goooooooobobooboooooobo voOO0OO
00000000 SekarOOOOOOCOCOODOOO



Vol. 44 No. SIG 10(ACS 2)

4000

3000 T —

DOshared libraries
Bhttpd w/o libs
mftpd w/o libs
2000 B — |Bsshd w/o libs
T Bhttpd

MI Sftpd

Elsshd

=S|

1000

automaton size (number of edges)

monolithic approach our approach

07 0000DOOOOOOOOODODOOD
Fig.7 Sizes of automata in normal behavior database.
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Table 1 Number of false alarms raised in anomaly
detection of httpd.
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created in Sekar, et al.’s approach.

fclose in libc.so }—\

entry Nl .

(wite ]

J

09 00D0O0oO0oooOoooboooag
Fig.9 Automaton created in our approach.
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Table 2 Number of anomalies, number of detected, and
detection rate.
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03 httpdOJOODODDOO webOODOODODODDODOOO
Table 3 Effect of monitoring httpd on the time taken for
collecting web data.
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Table 4 Number of edges followed by httpd and number
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Table 5 Number of edges followed by Emacs and number
of edges in them followed by httpd, ftpd, and sshd.
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Al O000O0OO0O0OO0OO0OO0O0O0
A.1.1 Apache httpd
(1) apachectl start 10O OO0OO00O Apache
oooooooooOoOoobooOoobooooo
(2) wget -r http://localhost:8080/ U OO
(3) wget -r --wait=1 --timeout=3 —-referer=
http://www.osss.is.tsukuba.ac.jp/
http://localhost:8080/ 0 O 0O
(4) apachectl stop O OOOOOO
A.1.2 ProFTPD
(1) proftpd -n -d 5 -c PFTEST.conf U O OO
PFTEST.conf 0 ProFTPD OO0OO00OO0OOO
ooooo
(2) DOODOOOOOO ftp -n -d0000O
(3) ODO0oOOO ftpOOO0OOOOOO0OOOOOO
oooo
(a) open localhost 2021
b) user proftpdl DD OOOOO0DODOOO

c) 1s

d) pwd

e) Dbinary

f) cd PFTEST

g) 1s

h) mget PFTEST.*0 00000 yO
i) get not_exist

j) put pot.tar.gz

k) pwd
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(1) cd..D04000
(m) 1s
(n) bye

(4) ODODOOOOOOOOOOOOO

A.1.3 OpenSSH sshd

(1) /etc/rc.d/init.d/sshd start 00000000

(2) ssh yosh@localhost 100000 OOODO 10
ooooooooooooooobooooon
exitOO OO

(3) ssh yosh@localhost 10 O10000O0OO
ooboooooOooooOoboooboOoOoo200
Oob0oO0oO00oO0oOoOoO0OooOoboOoooo
00 exitODOOO

(4) scp yosh@localhost:/notexist . U O 00O
00000 1000000000000

(5) ssh yosh@localhost 100010000000
0000 cul-cCOO0O0O0OO

(6) scp yosh@localhost:/etc/hosts . 0 O OO0
o0oo0o1000000000000

(7r) (2yoooo0OOo

(8) ssh yosh@localhost 100030000000
oooOoooooo

(9) /etc/rc.d/init.d/sshd stop DO DO OOOO

A.1.4 Emacs

(1) emacs -0 Emacs0 00000000000

oo0o0o000ooo00o0o

CxcC-ft0OO0O0O

/etc 00 00TabOO0OO0O00O0O

/etc/sendmail.cf O OOOOOOO0OO

O000000C-xk0O sendmail.ct 00000
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(6) CxC-fOOOO0OOOO /tmp/fooDOOOO
O0000O0TabOOOOOODOOOOOO
ooo

(7) Hello world! 0 100000 O /tmp/foo O O
oooo

(8) Emacs0O000DO0O00ODOOOODOODOOO

(9) ODOoOOoOOOODOOOOOOOOOOOD
00 Emacs 0000000000

(10) CxC-cO Emacs0 000
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