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A Proposal for Coping with Collusive IFA
According to Frequency of Cache Reference on NDIN

1,b)

AvakA SoNoDAL'®)  SHIGEYASU TETSUYA

Abstract: NDN can reduce amount of traffic and contents acquisition delay by utilizing the cached contents
on Contents Router (CR). The NDN, however, can not effectively work when the malicious user attacks to
the CR by collusive with the illegal provider on the network. In this paper, the authors propose to detect such
CIFA attack by referring frequency of cache usage on CR, and clarify the proposal well works for reducing
effect of CIFA on NDN.
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Fig. 1 Overview of NDN.
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Fig. 2 Overview of IFA.
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Fig. 3 Overview of Collusive IFA.

NHb. N7y MRy TEEAWZFER, DataDky 7
BOVER D% L UBH 12— e s %2 004
5. 22T, AFETIENTY bRy THROFEEER/NX
<, AEDPREVEDEBEE LY, FHEIAEL, o
PN WEDERBEZFLHET S, L, AFELE
HA—FRELLDAKDRNAYTF oY 2ERLUEZGE,
Fywviabky bEFTIZIVTF Y TANAS XS Data
MEEXNDAEMEDE L R B0, WBE - HRREH
CERHENTUE S ML D 5.

—4, KAt vaviba—Sz2HVEFER HED
PIT 4% KA a2y hO—JIZRETEE=ZRY v
V=& &, ZF U7 PIT EHREDE U KBHRA 2175 KX
Avavha—J%2fHTS. FAS VI bE—F3X
BUEREZONL, REOFEZ ML R E2E= X
VU N —RIENT S, EDX ) VIV —RIFZELE
A TIC, WBEBENTS. UL, RFPEERAT Y
AV NE—FE2KHBOMRIZINZEEIZ, REOEKEZ
EFICHM T E R WATREMED B 5.

Ins s, HFEATFA OREICIE, @E -2 RE
HLEBAIT 220, WRBONEBIHINE L%
U — R CTHERE, F-RERNETOIBERDLEER
505,

4. REFE

4.1 REFZEOHE
AT, FL—ZDF v v ¥ a BRI EK
(LA, ZHEER) 27V 7 1 v o ZAEICEE U7 b % 5



BIRLBF SRR E
IPSJ SIG Technical Report

LT, WBIZFHSNE TV T+ v 7 AZKEEL, WE
& D Interest DA ZHIR S 2 FIEZRET 5.

RFLT 4 £ RE \\ RF LT 1 %11 \

!

RELVTADES(ZHTZ
InterestiR AHIR 2 1 < — & FHE
N

BT

B 4 BCEME OB EFIE
Fig. 4 A prediction procedure for Collusive IFA.
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Fig. 5 Simulation topology.
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Table 1 Simulation conditions.

Parameter Value
legitimate provider 1D 0
malicious provider ID 1
legitimate consumer ID 8, 10
malicious consumer ID 7,9, 11

NDN router ID 2,3,4,5,6
Interest generation rate
(legitimate) 10 [pkt/sec]

Interest generation rate
(malicious)

320-3020 [pkt/sec]

Interest Packet 1024 [bytes]
Data Packet 1024 [bytes]
CS size 10
PIT size 50
link rate 1[Mbps]
link delay 1[msec]
a 110
simulation period 100 [sec]

5.2 YIal—YaviER

6 1%, WEEMFENBEAINTVWIRVWEED TV
FUVEERTHS. FAXED, Interest KL — b M
1,020[pkt/sec] AL Tl 2 —HF L WBEHED > T 2V H
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Fig. 6 Content acquisition rate without mitigation.
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Fig. 7 Content acquisition rate without penalty.
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Fig. 8 Content acquisition rate with penalty.
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Fig. 9 Content acquisition rate when Interest generation rate
is 1,250 [pkt / sec].
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L= a VDR EL R21FE, KBTSV T4 v I 2D
NRFNVT 4 DIEPKREL D720, BEFEMOSRERNK
ELRBIEEMR LU, Lizdio T, REFIRIGMLFHER
Interest Flooding Attack 12X UL CHRMEDH 5 Z & HR
INTz.

SE

1] AE, «cavsFryyAVzvFy Nxy vy =2 B
HOB(Z2 2k, vol. 95, no. 4, pp. 341-346, 2012.

2] HEBEH, TUF VIR Y h T — 27 Bl A
T4 7225k, vol. 69, no. 3, pp. 253-255, 2015

[3] WK, “ISMIBHI AR Y N U — T 03 72 & I AT REM: & B SERR
B RS ESRERSTHS , vol. 61, no. 2, pp. 113-117,
2015

[4] AHAE, KEE, cavFrYEVY NI IRy bT—2
DA—FTSANVREEDDD YT VALK, &
TR HOE A F 2B H &, IN, vol. 116, no. 485, pp.
109-114, 2017-02-23

[5] BERREAL, (FRE, “RHISEE Z R U7z Dos BUENK, 14
AR Z A&, CSEC, vol. 2008, no. 122, pp. 7-12,
2008-11-28

[6] MEIHEA, ARG, BEYE, “Named Data Networking (2
B BER T 0 —ITRE I U 7 Dos B DR T
B BB ERVFAT  TBELHURET -7 ay
TEHEE, vol. 2017, pp. 85-91, 2017-10-04

[7] FRIEA, ARG, M thEE, B R “Interest Flood-
ing Attack 12 & BV — X ~OEMER &I, 5 78 M4
[ K 23 SCE, vol. 2016, no. 1, pp. 161-162, 2016.

8] FEEE, IR R v b U —% Y ZORFEEIN, GITS,
GITT research bulletin 2012-2013, pp. 8-13, 2014-04-29

[9] HMEHPDEE PRSI, KMEE, EHHE, “Named Data
Networking 12 81} 5 L —HF DB % Z 8 L 72 Interest
Flooding Attack X RFIL,” MUY 250 G, vol. 57,
pp. 1816-1825, 2016-08-15

[10] MG A, MRS S, HEHIDthIE EH % “Named Data
Networking (23 17 % Interest fl#%# % % & L 7= Interest
Flooding Attack S%,” <V F AT 17, HiHHE €
NANY VRT T L 2016 G 3CEE, vol. 2016, pp. 336-343,
2016-07-06

[11] HExFE, PR %, “Named Data Networking (23 1) %8
v bk Tk W7z Interest Flooding Attack O]
B ORI, B 18 WOlRAE F H Al i R e, CPSY,
vol. 116, pp. 327-332, 2017-03-02

[12] H. Sarah and T. Strufe, “Evaluating and mitigating
a Collusive version of the Interest Flooding Attack in
NDN,” Proc. of 2016 IEEE Symposium on Computers
and Communication (ISCC) , pp. 938-945, 2016.



