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Authentication with Plural Servers in the Correct Order
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Abstract: For enhanced security, in addition to passwords, biometric identification, IC cards, and PKI certi-
fication can also be utilized. Further, multi-factor authentication, which uses plural certification to facilitate
a single login, can also be utilized. In this paper, we propose a new multi-factor authentication system
in which, not only is it necessary to receive certifications from plural authentication servers, but it is also
necessary for the user to receive each certification in a specific correct order. This order is decided by users
beforehand, and single sign-on protocols are used to exchange authentication requests and responses between

servers.
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Fig. 1 Sequence of single sign-on.
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Fig. 3 Multi-sign on using single sign-on.
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Table 1 An evaluation of a proposed method.
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