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Abstract: Tllegal remittance damage in Internet banking has been increasing year by year. Modus operandi
of illegal remittance may vary, but financial institutions have done measures against illegal remittance modus
operandi to sophisticated every day. The cause of the illegal remittance is a user environment of the financial
institutions. Therefore, illegal remittance measures are not only measures to financial institutions environ-
ment, there are many measures performed on the user’s environment. However, many financial institutions,
since the measures can’t be forced to the user, is not complete effect of the security measures. In this paper,
from the statistics that have been published, it was illegal remittance damage number and the estimated
amount of damage of Internet banking agreement number of accounts each scale. In addition, in order to
represent the relationship between the security measures and the amount of damage, to create a model of the
illegal remittance modus operandi of criminals, it was estimated, including measures rate of introduction of
user, damage amount of each security measures. As a result, it was confirmed that it is to reduce the illegal
remittances to increase the rate of introduction of the user of the security measures.
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Table 1 Damage situation of illegal remittance [3].
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WA
ek 27 4 | 1,495 | 930 7300 2, 055, 518
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Rk 25 4E | 1,315 | #9 14 {8 600 77 1,069,202 M
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Table 2 Number of damages and amount of damage per account number.
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Fig. 1 Modeling illegal remittance method.
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Table 5 Amount of damage per measure introduction rate.
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100%

R4 FBFLISETSEF 2 7 1 WEOHRNE

Table 4 Effectiveness of security measures against attack method.
2GR/ U | hTF T v a | UA VAR
A LAY — R >R HIE Y 7 kO
MITB X @) O
fHHREG~ Ly =7 O O O
Web A ¥z vay O O O
Tr—=Iv7 O O X
T4 T @) O X
PR O O X
Ay O O X

© 2017 Information Processing Society of Japan

OFEX= V7 RN ED), X3

1939



BERIEF=EmEE Vol.58 No.12 1935-1942 (Dec. 2017)

R 6 [EHHBIE D L OWEFREMN & HEH

Table 6 Number of damaged and damage amount per account number.
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KR LT W REO#E 48 (1 /47) 492, 920, 000 98, 600, 000 49, 280, 000 29, 560, 000 9, 840, 000

RIEEa4 (1 /4) (a) 417, 534, 540 83, 520, 461 41, 743, 289 25,039, 197 8, 335, 105
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