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Abstract: As a new workstyle, telework is in the limelight. The introduction of information security solutions
and the establishment of regulations are advancing measures on the part of companies. On the other hands,
human errors occur regardless of intention, it is difficult to maintain a state where security is ensured for the
entire information system including facilities and people. In this paper, we defined teleworking as task using
business data. As an information security unsafe act, we focused on behaviors that are not malicious, such as
internal fraud, which there is an intention in the act itself and intention to violate the rules. Based on these
definitions, in order to propose effective information security measures in teleworking, we made a research
question as to “Whether there is a characteristic in the propensity of the employee oneself who performed
information leakage behavior without intention of malice”. Then, we did internet survey with questionnaire
which measures “knowledge for security incident and about security”, “tendency of employee oneself”, “ten-
dency to telework”, “own information leakage behavior”. The 365 employees obtained as a result of the
data cleaning were divided into two groups according to whether or not the experience of “unintentional
information leakage behavior”, and was examined the difference in the scale score. As a result, among the
propensity of employee, it was suggested that it is effective that suppressing the risk-taking behavior, in
particular, the propensity of acting dared confidently. It was also suggested that it is effective to exclude
dangerous situations from the information security environment of the workplace. In addition, while certain
effects of information security measures can be expected, it is suggested that there are individual differences
in the effect of countermeasures.

Keywords: unsafe act, telework, tendency analysis, questionnaire design, information security, information
leakage
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T BRUIHNEAESC BT L Vo 7 EBEOER O
MTHHILERFBEE. ThS50EMIZONT, [
Wl W] O2ETRIESELZEICEST, Y
Y—=F I T AT 2 E L THELLESTHRTH S [15#R
RHMATE B4 ENET L OERLCL T > 2 iEEEAR
N] b L 7=,

4. PAEB SIS

4.1 ABOHE
KETONETHBEEF— ¥ DIED D2, 45—
oy PRESHEO AV EGRE LA v 5 — 4y MEM
A E 2016 4F 12 HICFEM L 7. REOMESRIEEH
F= R HWIEBFETELTOT LI =0 ThHHD
A28 =%y MEIEFEE LTRYTHDL EER L.
HA D@ E 2 W 5 72012, ¥ 7V OERERX S
BEENFEIZL LK FITONT—HEHEES L THY,
2TV OEIFF I IR 2016 4F 3 A% 73R (£%
S, JEMREERN B % B JEHEH) [38] I2BWTIER
T EIRERTEEO N AR L, EFEMRARL %
BHLEREZHW, T2, BRI, EBELTE
FF—2 &P DL L, BIU, H/MEERERE
ISR SN A /INEAEE NS, IR FEINAS
U LD NBBOBEDHEBRB LI UVRABHETHo T, &%
AR EE LB Thw—kiEER L Lz, ABHUIZOW
T, EHFEEENEENGINLXGTIE6 ADE, oh
DA DK TIE 21 NP EDS SR E - 72, NBEOHIFY
&, —BAEEEOMWME ST 572012, —iEEERIRE
HEPRBDOEL ) 2L b L BbILSHE
HEORENST IV EMET 2 THRE L.

4.2 HEEOHE

¥4 TANISH LTsR 2 ORI ABREHIESL L
THAMELER L7, 4.1 5D mb r% W L
TN TH-T, 45 =%y MRESHIC L - Tl
EREMPET LY v TV ERREI LRGSR, 1242027
VOMZET— & %5 L7z, B » 7V oK AR
HEIdF 2 Lo/, BHEEENL K 2O — E A¥EDD
ZRbOD, BBLZENER(EOHERARLE YT 5B
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2 RN L R > 7OV HEEe

Table 2 Industrial staff ratio and acquired sample ratio.

PEFEMRAN  BUSY 7

R Bl ) M (%)

g 18.0 25.4
i ol (s 2 35 43
T - EE ¥ 5.9 4.0
HEIDAE SN e S 17.2 17.9
e - IRIRZE 3.0 3.6
REhEEE - BB 1.7 2.1
HEHIEH 8.0 5.8
PP - fEfk 14.4 12.5
Z O — b R 16.8 9.9
Z O IERESE 7.2 6.9
aS 43 7.6
At 100.0 100.0

n=1242
DEpolzbEZ L.

4.3 YTy —=>7%

45—y FEFHAT5EMKREOMES L LT,
FAEICHET A LI THEONIIMA HNE L TR
FHL TR CDIZEEIISMLZY, L THo T
BAWEICFHALIZD TEBNMEICL o THEES THS &
Vo 72 E AR S T B [39).

CORJEIZH L TARIOFHA T, 4.2 HiTHIT72FH4
KK B A7) —= Iz, MAOT—45 7)) —=
VU ERERTAIEIZE o THIB L.

W E R A ELBINE L, + v I4 v REE= 5D
FORCREMIEA % 5 E T MG T Ao e S T
% [40] = &, HEHHONEZHHT 5 720 OFEHAIT A b
RHbhVE SN TWS, ZHUSH LTARRBTE, (1) 18
ORI & L CFH 2 ReFEEE O Rk B E = &R
THEEDI, WEEASTZOIC LHTOBEIZ & > T 10
XD/ SWHERER 2 AT1T 5 EE 2RI (2) (1) &
3, AL LR TEMORMBELI YV RETES
Bz AD¥ 5% 2 BRAL. (3) @R o &5 % o1&
ELTROTND Z L2 HFL, EMERETHE 24T o 721
BORERME V) 7)==V FRATWIEEON L% X >
7o DT —%27) —=V 7OFHEEE<5,

(1) 2O 37 HOBB L ZD 1 B OB F 1
$ A% (Q5) AI0EMUETHL Z L.

(2) FLI—=2 D385 — > (FEEEH, TNANVT—7,
Mise R AR E) L om@ERE (Q5), BIUTL
T =718 AR CGkamA, FAAuWmA) DOFIH
R (Q6) 28 1AM OGFEFRH (10080 43) L /&

TG - BT — €A - H - R R
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wz k.,

(3) (2) TEADLEE:, F@kEH 3 /8 —> DEF, B
L A ORI AR O G5HI oW T, FHEHREN
FRABIEL VT L,

FRITMEE G L 7AE R, 7199 Y TUBE LN,

4.4 D

RAAFE R DTS, FEEHFEITY 7 B = 7 R version
3.3.2 x Hw7-.
4.41 FTL7—VEBEEDHH

[TV r ) —= 7] THLN 719 Y 2 ThizD
WT, aftimk ERARRDO VTN L ML
TT LI —2sWM% 15D EEME L-01E 365 > 7L
(50.8%), F7- 04 L/zDI1x 354> 7N (49.2%)
Thotz. ZOnHEIE, EI3GEET VT — 7 ANOBREH
ERIEBTBILEFEDT LT — I DOERIHES 7.
4.4.2 RESEDOEKGEE SEEN

AL, TV —27 % FEHT 5 3652 T IIZDONWT
SN R FERT B, AR TR L7258 OB & 10§
BREREICOWT, BARE = & M2 5 LR
R 3IRT. BEME IO NY 70 a BZIZE 5T
MEET 5. 202Ny 70 o ffEiZ 005 1 £ TOHPAD
fiE%Z LD, afi2’0.6 D ETHNE [Hw], 08LLETH
W TIEFICE V] Bl KRS N 2 L%\ [39).
SO ENS, RIFFETHVAIMEREIVTNLS EmWE
A TVWAB I g horz. B, WEREDER
WeH s 5870 o T B DI, BEAFRTFEIC & 2 e R % o e
HFHNW 2O TH S,

4.5 ABFELBELLVERRAORBRI 537 L7 —
7 EHE DA
4.5.1 HMFE

REUFEIZ BT, KO VF—F 7 22532 Ths
[EHR TR 2 BT L S EmLTLE - 2 AA
NN E A 5 20 ] 10k L THRIE2 ET 5. Bk
(911, T3 L % IR AR S 2T &, € OXt
BCHD [HH LA CHRBLRERY 2 VI 0Zzheh
DEMEREET 2 REFHOEEMEL, TOMED
EBRIZL o TEMT 5.

FUT— s EH 365 F 2 TNDH L, [RIZERES
T — 5 RS2 LA BB ] ORR (QUL D 23]
HH) 1 N3] ERELADE 20 ThTHY, [»
W] ENELDIE 345 TV o7,

VA —F s IAF 3 2 h LN REGH [HEL 7%
WIEHRIRMARRR D D A ] & TR L 2 IR MR ER
DR OREGAOMISER R 1T 2 ek
DEF S LTUATOTIRE & 572,

Y, 2 BOMESAI L CIERE & %55z i~
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* 3 RIEROVIMME, BlERE, BLU702 3y 70 o /Y

Table 3 Mean, standard deviation, and Cronbach’s coefficient

alpha.
i il R a
Y
TR R om S GEBITxEd 2 PEm)
kg5 P2y *2 9 4 2456 549 091
kS BRg %3 8 4 2013 465 0.86
B AR *4 10 4 3269 410 0.84
EARFCROIRE (REEBARANDOMEM)
20 5 5890 822 083
URAZTAF 7ITEMEMORE (EEBARADMER)
R EATHE *3 6 5 1588 451  0.72
A= BB TR * 3 5 499 227 075
¥y o7
iy 7 5 875 377 078
RO S (REEBEARAOVER - EB 5 )
H e AT 13 7 6676 10.12  0.90
AL * 8
Brge
7 4591 9.07 0.87
TR B *°
T LU — 7B ANDNRA~DIFRESE CEBIxE 2 PEm)
7 5 2364 337 082
T LU — 7 T OmEEE CEBIRT 2% m)
6 5 1745 390 0.79
BEOFEREX = U7 MR EME (Knowledge &)
17 5 6373 1187 091
TS O R EF = U 7 1 BRESEHIE (Knowledge &)
4 7 1213 578  0.86
n=365

7z, IEFLEOBFE I Shapiro-Wilk %€, 5D ME 12
FHEzxH, HEKELZ %L L7,

FRMEDRER, 2L DICEREI RO S [
OB E | OFTNRETH S [FHFIERBHROE S
[ LCld Welch @ t g2 i L7z, £ LT, 28O
B IERMED 2 {, 2 OB ARET L TH -
TR TAF Y TATEENORS ] O FRETH
% [HEEEETIE] 128 L CTid Brunner-Munzel 7% % 3
5L LB, HEHETH - HIRDALORIEREIZIX
Mann-Whitney @ U #R%E & FEjii L 72.

WTFNOMEICBWTHBEKELZ 5% (p <0.05) 128
WCHBEDH L L L, AEAKE10% (p<0.1) OEEIX

*2 Q1-1~10

3 Q1-11~17

*4 Q1-18~27

*5 Q3-1~6

*6 Q3-7~9

*TQ3-10~14

*8 Q4-1, 3,4, 6,7, 8, 10, 12, 14, 16, 19, 21, 23
* Q4-2, 5,9, 11, 13, 15, 17, 18, 20, 22
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® 4 JUERHOEDOBIER R
Table 4 Test results of the difference of scale score.
HHLZRWEER  BRLRVFER  Zo
ERH Y n=20 &AL n=345 HE
2] SD T SD 7
MRS L O S GRS 2 M)

HENE 2635 507  24.46 5.51 ns
TkEREE  22.05 4.84  20.02 4.62 ns
ARBLR 3445 4.03 3259 4.08 T
ARACRORS (EEBARANOMEM)
59.35 823 5887 8.23 ns
URAZTAF Ly 7ITEMEmOMmS (EERBARADMER)
R
- 18.45 431 1574 4.48 *
AT
AL
- 7.60 3.60 4.84 2.08 ek
AT
T 11.00 3.45 8.62 3.75 o
P
RIS O S (REEBARANOPER - FEHI3T 5 M)
H O RFED
o 66.55 11.03  66.77 10.08 ns
AR BN
T 48.05 1096  45.78 8.95 ns
TR
T LU — 78 ANDHFEA~OIFEE CGEBIZRT 5 %Em)
22.60 3.47  23.70 3.36 ns
T LU — 7 Feo R GEBIET 5 Mm)
17.65 436 1744 3.88 ns
HEOFEHEX 2V 7 ¢« R EME (Knowledge JiE)
60.35 847  63.92 12.02 +
W OEMEX 2 U7  BREABRE (Knowledge &)
19.20 420 1172 5.60  FEE

Megid EREIEO S B, FFNEREKOM S ] 1$ Welch D t
W, VA2 74 %2 747805 6, MENHATYE] (£ Brunner-
Munzel &%, % Offid Mann-Whitney ® U g2 L 5. {p < 0.1,
*p < 0.05, **p < 0.01, ***p < 0.001, ns . HATWIZEZTIER W
(Not statistically significant)

HEMITIZEDRDO LD LHE L., IS OMEITE
KED > TR WHETHFIHITRETH 5.
4.5.2 RHBAEZERL L WVERREBBBROBEICL S

REBADEDRE

B L2 WERRERBROAEICL S 2HZLENOR
BRI OEEBE LIAERER 4 1 RT. 2B, 28105
FRTORERTOTH LIERREEIEL 3 DLBY o,
DF IS REREOBEE R T RS,

BEFS R E O X 12OV TIE, BN & B BEs 1213

BREVNKONLG D >72H, NHBERORIZET A
REZBWT, [BHL2WIEREEERS D 58] D139
A TER L2 WIERRHREBRO 2 WHE] L0 O RERES
RKEWZ EITHBEMIMIZEDSALNT.
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HEBHRDOBENIBOTIIHELZIALN L D> 72,
VA7 T A%y ZEAIOR S, IRNBBATYE, S0
BATHE, v v 7VRIAEOWTNO T REICBWTD,
(B L WSR2 S 58 ofFmi: [EXL%E
WIEHRIREAEERD 2 WIE] OB L D FREIIRE W &8
RO LNTz, K TNREOKE DA EARIETIE, FEEMEL
TTVED e b eAE 7 kiE (0.1% kM) THETH ), R T
Fy T VARIE (1%KHE), IRWEATE (%K) T
Hol.

EREEOM S 1E, HOTENERBIRE & 55 1% B E)
BOWTNICBWTOAEELEIAON o7z, T2,
TV = VEARRANOUHEEB LT LT — 7 FhiOH
BEIZOWT, WINDAELENRBO LN roTe.

HEOWEHRYEF 1) 7 4 WREREICOWTE, [ERL
e WIERIRMARRRD S 2] OBED [ER L 2 WIEHE
WO W] OBE LD /AZ T LIZonT, 10%K
T EEIC DO bz,

7L = 7 EEOBSDOIERLF 1) 7 1 BB
IZoWT, [EML 2 WIERIERAERR?H 58] Ok
[E L WSRO 2 W] OFE L) AEICK
IV EDRD LN,

5. &FEER

51 Z=8

REITIE, 452 HIIHIFMERK KPS, VI —F 7
AFay [TEHFEETE 2 EES2ENE T FEBLTL
F o IEEBRANDOEIIIF A D L 00] #ELEL, 7L
T = 7B AN L ERE Y 2 ) T AR ERET L.

[TEEBARANOMN] Tid, [EHL & WIEHREERRA
HoHHEE] L, TERL 2 WIEREEERO 2 W] L))
A7 T A Xy 7ATEMERN (Q3) ARSIV EATREN
7. ZORH, AEACK (Q2) B X OEHREIE (Q4) 122
WCIABELREDE LN 5 72,

ZHICEY, BAD) AT TA Xy SATE 2 IIET A S
EIZE o TR X 2 ) 7 A KPR R & 7 B L v IR
Waftrz. =Ty, BEMEATE (RIUSAEL Szl
CAAHDO—BE LBV IATENC N § 5 1) A 7
) [37]) ZHETAREICBO TR AEAKENKE 2%
Tholllhd, BRLAEWERFR TH- TH, HE¥E
BARNHEN OIS S L& S22 ) 71
A7 DEWITEIZ LE D) T EATRE I N, FORKI,
3BT H [8] DFBIIC L 2 HEBERHEICL DD
BT L, LX), (1) MENICEATLTLE ) M
HPNET ARER DR RNTH 5 2 L AR S L7,

2F ), HENHATEOBNEAATH-> T, fTE %
CEBWVEI B E DT BRBRDOEBO RN TH L. £
OREFEL LT, 7L 213, EHhteFa) s 44037
MO & 7 o ATENC DWW T, AT X o THRET 2%
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X2 )74 LY R OFEMZT TR, FTHL724E
B LTATABEIHET AT A v P A SELHED
HIFSNDL. HiKO—FlE LT, (a) BEFRHEDL S OIT
B LT, €O ADKRPESRMMEICT X)) v b
LTI EEWIRT S, (b) 5ok L S EWIRT S
L eI, FEBTKE BWG% 2T 72 2 IR ICFRR L,
A= VRE L Vo 2 FETERMICHE ST L no 7
X o) T ABERKIDHTOND.

T/, [¥EBICHT MM T, BeFa 711
FLL 2 WERGBRERICB T 2 B W EE (Q) BLUT L
7 — 7 EROWEE (Q7) ICRAELREVELN R -
720 F7o, WES [21) OR LATHROEME, 7L -2
A L CIIARELREME SN o 7 (Q8).

B1EICBVWTEBIIHTIHMO 1 2L LTHITE
MBI DWW TUE, BB 2B 2 5 LZEDOREE [33] D9 b
AFBERIZOWT, BR L2 WIEHRERERSE DT 5%t
HREE L ) b REISEICB W T 10%KHETHEIZK S WHE]h
WHROEND ZENRGDol2b DD, 5%KETIIHETE
Mofz. 332 IR LT A OIATIISE [11] TlE, BA
WREENANT =27 IZHCBTEOFTERE LT, #H
LR E Vo EBFITIRDL AT — 7 RV T 5
HHOBEMSH 5 Z LR SN/, Lo, AFROLH
2, 7L =210 TaHERmAET 6B &0
%A, BEEVEITER L2 WIEERR S VI TR0 T ER
LR BT EAURE ST,

Knowledge B Tl&, (2) 7L 7 —27I2MT A5t * 2
VT AR TH-TH, WEAENVTBETL2HBDOLF )
T4 BREX RO VIREEIZ T B R AERI TH D L\
IR SN (QL0). #ET AL, Reason DRI H
FIOHHALER [25] 25 4E SR T VIR A PER T 5 2 &8
BRTHLERDNL, 0L ki, wk S [19] 5
RIS D e S ATENCH LT d BN 2 Bx 52
HEHEE L [REAREL] U 2aLaoN5
A, AERDALESER SN TV LRI 2 M5E L 727
LD HBMAHAR, NERRALPFRIN TV L RES
RE LBy ERREICLY, SORLMEENLEELE
25,

F7-, HHOEREX 2 7 4 RERE (QI) I2Bw
TIE, BHL 2 WEREMEAERD e WO RER ML, &
HERE L R T BUKETIEHE T D 2725 OO 10%KHE
THEILED»- 7. 2070, 3)HREF L) 714 15KD
Fhti % R HR NN E—E DR R D B 2 EATRE ST,
72720, BHL %W RHEAEERDS % WD REERS RO FEHE(R
ZEDHTHER IR TR E C, Filt ¥ 2 ) 7 1 5K 2 AT
FTAHERDOBFIIMALEIRKE W L RBINLZ L
XD, BIROBEOLF 2 74 BB A T4 F
AT O AR D EFERFERIC L BRREL 5o T
W5 EERTD,
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5.2 AIEOEAM

AEGOEMEE LT, LFAxhITFons.
REMMIIEEESSVEEDNL, Zhid, HHlt
F a2 T A GBI LETMETHRENS Z L%
KAB E7 V28 L 72HBKEREHI BT, 7L —7
EhiE B & OVERIZ DWW I RRHEOBAZETH ) 12
JEME & RSO 5N TWBHEREL VS Z L2k
DEMEHOTRRMSHES N TwEZE, BXY, @
DREIZOWT S AROFEAERIIBIT L7023y 7
BRI & > THWEEMEATEO SN2 EARITH 5.

F 72, AHOREERT — 7 (MEEEIESVEEbN S,
T, BB EORFHCB W TERSER T R E L2
WHCE AT LT — 7 EREFEOGHHEREH T L
EL,HEDOT 4 VE ) U TIZ K o THFERBIE DR % 5HT
RE L2 EIZEVIERDA vy — % v MR
SRR L2 Ik S A vy =ty PR AW
HERAIZ BV TIE, FARIHE ONE & BR§ 5 720 OF2A
TA MRV OEBRPELET HHEEFEH ST
b, AUIA VREEZ Y DPHURLREMEHZF T 31
%3 2 1M & F34s L 72 =il & [40] OFE T, EXOH
RN BV THBEDEMICEIE L W L% Rko 5 IMC
(Instructional manipulation check) &IN5 T Tldy:
B EDBORIZHED T, F72, Vo h— oA TREOZK
M BV THIET 2 BRI 2488 T 2 PR DR & 2
BIAED13.3% Tho72. TD LI, RHELRNES%
HERR T 2 XA TH 5205, MEROTEHREF 2 7 10
HEOPEMIEICB W TE, FEiL 723582 HRT 55X
FAONLhodz. TOD, RHHFERNE 2 PR L 724K
DT = 5 BHEDN R h>TWDH LW 2.

5.3 ATEORFA

A% =%y NEMEREDT S TH 5 HEHM O A%
HigE LARERRBIE I LT, EBN RIS S&
TREROMEIZ X VHER L7225, MELRREETH LD
b6, FEIAZLTLI->2REEEZPERLTL
T oM REED D B .
FEXITE= 5 OBECFONEEHE, B LR
DFGREN 1 & v o 72RO BN 2 MR 2 ) Ml % 5
MELTWA (728 IS0k [41], [42])). S HcH L CARRF
ZECIIE L7 12429 TN T4 vy ) Y 72X 5T 719
F TV E TR ZHEEICOWTIE, (1) ZEED S - 7
72O EREOEFTIPE T LT L, (2)FHEI A
957 7 FEeRRTAMESRAOY - AR =2 —
AR L erolzlcd, ZOV—CAIERTWELE=S
BHEZBET2REDPH L LB > Twiz0il5 2 51k
Mol l, 3)EMEHE L FHETT, 1 EB O @RH
RO LRI LT 1 HOSERER 2 5L A L7z [EE D
FAEDPEZONLZENEZLND.
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NERARIE - NEBIBAT ORI A 7%\ 2 & 1E Behavior & O 2
THH OIS L o TREMER 2 58ak S 7225, Rk
OGN K BAEDEENLWEEELD 5.

RA CTIES AR & O BN 23D R 2 e REMR N OE
DB & o TRD 7225, WA SAH I O B R 2
NOEBRELEHRELEZONL. 2 OMIIIT I EE
HEHHR U D AT 4 v 7 IRGATIC & B 5EE T v ki
LoT, BEBHEMAE /T X —F L Lz kEoRRI
L BIEDH Y, SHRI) AT,

6. F&&b

KETIE, TLY— 2B AR RN EREF )
T AR ERET 72012, [ERRRTE 2 EETEX
FFEHELTLF - 2 EEABRANOHEINIH ML D 5
] B —F oI AFa e LCHREL, HRMHAEY
Fh L7z, BEEL 2 WIEHRIEROREERE & IR D1TE)
HROREBIC LY, EERBAOWREZZRE L2320 7%
B * o) 7 1 RO E RS 2R L7z,

ZORER, (D) REBRANOHEHDO) E, VA7 T4 F
R EIET A 2, B, MENICEATLTLE )N
BEIIETARENANTH DL I LR SN, F72
(2) B OEHRL ¥ 20 7 1 B S a2 K & BRob 5
LIRS AR TH DI LRI N 51T, (3) 1EH
LF ) T AAEERGTT DRI EOR RN RA TN
5500, WEOMPANIMAZELRH S Z L bR Sz

KEETEHRE Lrholz, LT — 2 EEfH &
DEIIABERTETH L. Tz, ARHIERHL7ZHFHAIC
&, EBT— 5 ORMIEX 5 & 2 OFFIRI R 5 IR
DT AMEE G TN TW2D, REOXGFR &% -
Twiwv, Ihb Wl ERROmR 2 &2 e
L, L0RRMRERET ) T 1 R EOIREZ ML T
WE7on,

HiEE ABORERIZOWTT RN ZAZWiz2niz, T3
TERFARERGAICHEATERROE L ET S,
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