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GSI-SFS: A Secure Filesystem
with Single Sign-on Functionality for the Grid

SHINGO TAKEDA," SUSUMU DATE! and SHINJI SHIMOJO't

Grid technology allows scientists and researchers to share their computer resources across
organizational or national boundaries by forming virtual organizations. These large-scale col-
laborations are expected to make rapid advances in science and technology. Since most of
current sci-tech applications use files for data I/O, scientists and researchers demand a user-
friendly file access method. Robust security is also demanded in some fields, such as medicine
where patient privacy is handled. In this paper, we describe GSI-SFS, a secure distributed
filesystem with a single sign-on functionality. GSI-SF'S is developed by extending SF'S, an ex-
isting distributed filesystem, with GSI, a security infrastructure for the grid. GSI-SF'S allows
users to access files on the grid as if they were local. Furthermore, all data transferred over
network are automatically encrypted and verified by SFS. GSI-SFS facilitates scientists and
researches sharing data securely, and promotes introduction of the grids to the organizations
handling confidential data.
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Table 1 Convenience and security of existing methods.
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Fig.1 Single sign-on functionality of the GSI.
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Fig.3 Exclusive global filesystem images.
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Table 2 Specification of the PCs.

CPU Intel Xeon 2.8 GHz x 2
Memory 2GB

Disk Maxtor 4A250J0

Network Intel 82545EM (64-bit PCI)

RedHat Linux 9 (kernel 2.4.20)
Globus Toolkit  2.4.3

SFS 0.7.2
GSI-SFS 0.0.7
NISTNet 2.0.12
Netperf 2.2pl2
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Fig.5 Bandwidth vs. reading throughput.
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Fig. 6 Bandwidth vs. writing throughput.
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Fig.9 A grid testbed for bioinformatics.
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