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Abstract: Development of computer virtualization technology and broadband network enables global live
migration. This migration allows different physical hosts connected to the Internet maintaining communi-
cation sessions. However, an authority authentication mechanism is required in global live migration since
many users share any resources over clouds of different cloud providers. In this research, we develop a
authentication system for secure live migration based on the authority of VM users among multiple cloud
providers. In this system, we use a Ciphertext Policy Attribute-Based Encryption for authentication of the
migration according to users’ attributes. Also, the system supports a IP mobility mechanism to maintain
sessions even if the VM migrates over clouds of different providers. This paper describes development of
this system and show experimental evaluation on the overhead caused by the authentication mechanism and
IP mobility mechanism using the implemented prototype system. Through the evaluations, we describe the
usefulness of the system.
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Development of a Global Live Migration Support System using
Authentication Mechanism based on Attribute-Based Encryption
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Fig. 4 Network configuration diagram
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R 1 WEICHEHEU &SR0T
Table 1 Specification of machines used for the measurement

HHH BHE)o6 VMS BHE)% VMS CN VM
oS CentOS 7.3 CentOS 7.2 CentOS 7.2 Cent OS 7.3
Kernel 3.10.0-514 3.10.0-327 4.4.39 4.4.39
CPU Intel Xeon E5-2609 v3  Intel Core i7-4790K  Intel Core i7-4610QM  Intel Core i7 9xx 4
RAM 8GB 16GB 8GB 2GB

x2 EHexR)Y— 0.12

Table 2 Attributes and policies —B-ANDfE &
0.1

HH R Y —F i3k
&GO R/ HCU, Netsci, M1
LM 383 ARY ¥— | HCU and M1
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Fig. 5 Processing time of migration with authentication
(When the RAM usage rate is 80%)
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Fig. 6 Authentication time and the number of attribututes
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Table 3 Communication interruption time
RAM f#H#E (%]
40 60 80
L3 a—An 0.76 | 0.82 | 0.73
WAL (F) | L3 Zm—/%b | 1.00 | 1.17 | 1.14
L2 0.32 | 0.34 | 0.33
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