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Development of a Usage Authority Transfer Mechanism of Virtual
Desktop Infrastructure using Cyphertext-policy Attribute-Based

Encryption
KENTA HAYASHI! YOSHINORI KAMORI'! KAORI MAEDAT!
TOHRU KONDO REIJI AIBARAT

Abstract: Sharing files and/or making joint works with cloud applications, it has the effect of lowering the management cost of
file access authority and/or usage authority based on users’ attributes of organizations. In this research, we focus on virtual desktop
infrastructure as a cloud application, and develop an authentication mechanism based on users’ attributes using Cyphertext-Policy
Attribute-Based Encryption. Using the mechanism the management of encryption keys is not complicated even if the number of
users and attributes increase, and joint works are securely completed. We implement a prototype system of a virtual window using
the authentication mechanism as the joint work on the virtual desktop and show the overhead of the authentication processing of
the system. We show that the proposed mechanism is practical even if the overhead becomes larger if the number of attributes
increase and those combination is more complicated. In addition, we show that our developed authentication mechanism is useful
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for screen sharing with multiple joint workers by comparison with the RSA cryptosystem.

Keywords: Virtual desktop environment, Window sharing, Cipher-policy attribute-based encryption
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