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A Malware Detection Method by Function Similarity in PE Files
using Convolution Neural Network

Moriyo TAMURA Masaki HASHIMOTO'

Abstract: In this research, we propose a malware detection method based on deep machine learning using convolution neural
network (CNN), which uses functions in the PE file as features. In the proposed method, we focus on the structure of the PE
format which is the Windows executable file. First, we extract multiple functions from the section containing Entry Point and
classify malignant and benign by function. After that, it comprehensively judges whether the file is malignant or benign from the
result. As a evaluation of our method, some experiments show that the proposed method is able to distinguish between benign
and malicious executable files with a determination accuracy of 98.1%. In the future, we will verify the extent of generalization
performance in the executable file other than the dataset we used and check whether malware-specific functions are captured
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about the function address of the judgment part.
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Figure 1 = Deep Neural Network architecture.
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2 Malware classification framework

Figure 2 Malware classification framework.
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Figure 4 About feature extraction part.
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Proposed model.
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Table 1 List of obtained malware.

I 77V —4 8%
1 Trojan 16, 772
2 Downloader 10, 683
3 Trojan—PSW 5,411
4 P2P-Worm 5, 266
5 Worm 4, 100
6 Trojan—-Downloader 3,919
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7 Trojan—-GameThief 2, 545
8 Backdoor 2,498
9 Email-Worm 1, 489
10 | Trojan—Dropper 1,215
Il | Packed 840
12 | Trojan—Spy 807
13 | Trojan—Banker 542
14 | Trojan—Ransom 377
15 Hoax 308
16 | Trojan—Proxy 264
17 Trojan—FakeAV 220
18 Rootkit 202
19 | Virus 195
20 | Trojan—Clicker 162
21 | Net-Worm 133
22 | Porn-Downloader 54
23 | IM-Worm 36
24 | Trojan—DDoS 15
25 | Trojan-Mailfinder 11
26 | Trojan—Notifier 2
27 | IRC-Worm 1
28 | Trojan—IM 1
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Table 2 List of obtained malware.
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Trojan, Trojan-Banker,
Trojan—Clicker, Trojan—DDoS,
Trojan—FakeAV, Trojan—IM,
Trojan 4, 331
Trojan—-PSW, Trojan—Spy,
Trojan—Proxy, Trojan-Mailfinder,

Trojan—-Notifier, Hoax

Virus 195 | Virus

P2P-Worm, Worm, Net—Worm,
Email-Worm, IM-Worm, IRC-Worm

Worm 3,170

A (GBS BENDT7IV—4

Benign 8,000 | BE7 71

Backdoor 1, 000 | Backdoor

Downloader, Trojan—Downloader,
Downloader | 2,054
Porn-Downloader

Dropper 1, 000 | Trojan—Dropper

GameThief 1,000 | Trojan—GameThief

Packed 840 | Packed
Ransom 377 | Trojan—Ransom
Rootkit 202 | Rootkit
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Table 3 Experiment environment.
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Figure 6 Network configuration of CNN
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Figure 7 Determining the starting position of a function.
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Figure 8 Determining of end position of a function.
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Table 4 Distribution of classification results

F2|273V—4%| 0|1 |2 |3|4|565]|6|7|8]9]|10
0 |[Benign 7831 O] 3/ O 2 0 Of 0] 12| 0 O
1 |Backdoor 1 691 5 7/ 1| 0/ 0f 0] 16/ 0] 1
2 |Downloader 2| 6|162] 2| 1| 2| 0 1] 29| 0] 0
3 |Dropper 3] 8/ 4] 66/ 3 0 0 0] 16/ Of O
4 |GameThief 1 2| 2| 31 73 1| o0f 0] 17| 0] 1
5 |Packed 3] 8 2 0] 1) 59 0 0] 11/ 0] 0
6 [Ransom 20 2 2 1| of 3 17 0] 10/ O] O
7 |Rootkit 0 0 0 o 1 0 0] 120 7/ 0 0
8 |Trojan 10| 25| 14| 11| 10{ 18/ 1| 0[339] 0] 2
9 [Virus 0 4/ 1] 0 0o 1] 0 0 5 8 0
10 |Worm 3 81| 1| 0 of 1] O] 0] 36/ 1]193

x5 R EEOSBEE
Table 5 Classification accuracy of benign / malware
77V =4 | SERE HITERE
Benign 0.978 0.978
Backdoor 0.690 0.990
Downloader 0.779 0.990
Dropper 0.660 0.970
GameThief 0.730 0.990
Packed 0.702 0.964
Ransom 0.444 0.946
Rootkit 0.600 1.000
Trojan 0.788 0.977
Virus 0.389 1.000
Worm 0.611 0.991
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