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03 UD00O00U0O0UO0UOUDUDOO Accuracy OO
(a) Benign Accuracy

n\m -13 -12 -11 -10 -9 -8 -7 -6 -5 -4 -3
-10 | 0.5526 0.6401 0.7076 0.6909 0.7013 0.6901 0.7502 0.7306 0.7189 0.6826 0.6755
-8 0.6227 0.6671 0.6865 0.6634 0.7387 0.7374 0.7435 0.7387 0.8436 0.8709 0.8506
-6 0.5987 0.7224 0.7011 0.7786 0.8613 0.8735 0.9115 0.9308 0.9498 0.9318 0.8799
-4 0.7015 0.8093 0.9057 0.9439 0.9528 = 0.9676 0.9773 0.9677 0.9645 0.9361 0.8745
-2 0.9969 0.9968 0.9965 0.9965 0.9965 0.9951 0.9912 0.9846 0.9677 0.9366 0.8748
0 0.9967 0.9957 0.9914 0.9846 0.9684 0.9368 0.8748
2 0.9969 0.9960 0.9922 0.9844 0.9688 0.9386 0.8753
4 0.9972 0.9960 0.9925 0.9839 0.9684 0.9378 0.8737
6 0.9961 0.9925 0.9840 0.9681 0.9367 0.8751
8 0.9954 0.9925 0.9837 0.9681 0.9370 0.8746
10 0.9964 0.9939 0.9782 0.9634 0.9322 0.8759

(b) Malicious Accuracy

-10 -9

0.9909  0.9909

0 | 09235 09235 09235 0.9235

2 | 09144 09099 0.9144 0.9099

4 | 09054 0.9099 0.9054 0.9009

6 | 0.9054 0.9054 0.9054 0.9009

8 | 09411 08418 0.8416 0.9054

10 (1100001 0.9327 0.8691 0.8381

(¢) Total Accuracy

n\m| -13 12 -11 -10 9 -8 7 6 5 4 -3
210 | 0.5660 0.6508 0.7163 0.7001 0.7102 0.6994 0.7577 0.7387 0.7273 0.6921 0.6852
8 | 06339 0.6770 0.6959 0.6735 0.7465 0.7453 0.7512 0.7465 0.8483 0.8747 0.8550
6 | 0.6107 0.7307 0.7100 0.7852 0.8654 0.8773 0.9141 0.9329 0.9513 0.9339 0.8835
4 | 07104 0.8149 0.9085 0.9456 0.9542 0.9685 0.9780 0.9687 0.9656 0.9380 0.8782
2 | 0.9968 0.9966 0.9964 0.9964 0.9964 0.9953 0.9915 0.9850 0.9687 0.9384 0.8785
0 | 0.9951 0.9950 0.9954 0.9954 0.9965 0.9958 0.9916 0.9850 0.9694 0.9387 0.8785
2 | 09962 0.9960 0.9962 0.9958 0.9970 0.9961 0.9924 0.9849 0.9698 0.9405 0.8791
4 | 09964 0.9964 0.9964 0.9957 0.9961 0.9927 0.9843 0.9694 0.9397 0.8774
6 | 0.9964 0.9964 0.9962 0.9961 0.9962 0.9927 0.9845 0.9691 0.9386 0.8788
8 | 0.9965 0.9935 0.9941 0.9962 0.9955 0.9927 0.9842 0.9691 0.9389 0.8784
10 | 0.1490 0.9493 0.9865 0.9945 0.9970 0.9965 0.9941 0.9788 0.9645 0.9343 0.8796
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04 D00D0O0O0O0OOOOODODOO Accuracy OO
(a) Benign Accuracy

n\m| -13 12 11 -10 9 8 7 6 5 4 -3
10 [ 02602 0.3872 05182 0.5617 0.5880 0.6190 0.6731 0.6656 0.6812 0.6957 0.7171
8 | 05531 06880 07781 0.7491 0.8105 0.8542 0.9009 0.9135 0.9168 0.9096 0.8604
6 | 09500 09624 09729 09733 09779 09812 09805 09765 0.9626 0.9345 0.8705
4 | 09922 09936 09921 0.9936 0.9935 0.9922 0.9901 0.9830 0.9679 0.9361 0.8744
0.9955 0.9915 0.9841 0.9684 0.9366 0.8752
0.9955 0.9922 0.9843 0.9684 0.9371 0.8745
0.9955 0.9918 0.9839 0.9687 0.9379 0.8738
0.9960 0.9921 0.9841 0.9683 0.9382 0.8737
0.9960 0.9922 0.9839 0.9681 09374 0.8744

0.9958 0.9921 0.9840 0.9690 0.9375 0.8742
10 0.0008 0.7553 0.8147 = 0.9739 0.9407 = 0.9962 0.9853 0.9790 0.9669 0.9340 0.8724

(b) Malicious Accuracy

-13 -12 -11 -10 -9 -8 -7 -6 -5 -4 -3

0.9910 0.9910 0.9910 0.9910
0.9864 0.9864 0.9864 0.9910 0.9910 0.9910 0.9910 0.9910 0.9910 0.9910
0.9864 0.9864 0.9864 0.9910 0.9910 0.9910 0.9910 0.9910 0.9910 0.9910
0.9864 0.9864 0.9864 0.9910 0.9910 0.9910 0.9910 0.9910 0.9910 0.9910 0.9955
0.9637 0.9864 0.9910 0.9910 0.9910 0.9910 0.9910 0.9910 0.9910 0.9955
0.9598- 0.9864 0.9910 0.9910 0.9910 0.9910 0.9910 0.9910 0.9955

(¢) Total Accuracy

n\m| -13 12 11 -10 9 8 7 6 5 4 3
210 | 02822 0.4055 0.5325 0.5748 0.6003 0.6304 0.6829 0.6756 0.6907 0.7048 0.7256
8 | 05664 0.6974 0.7847 0.7566 0.8161 0.8585 0.9039 0.9160 0.9193 0.9123 0.8646
6 | 09515 09636 09737 09741 0.9785 0.9818 0.9811 09772 0.9637 0.9364 0.8743
4| 09924 09938 0.9923 09938 0.9937 0.9924 0.9904 0.9835 0.9688 0.9380 0.8781
0.9957 0.9918 0.9846 0.9694 0.9384 0.8789
0.9954 0.9922 0.9845 0.9691 0.9389 0.8782
0.9954 0.9918 0.9841 0.9694 0.9395 0.8776
0.9958 0.9920 0.9843 0.9690 0.9398 0.8774
0.9958 0.9922 0.9841 0.9688 0.9390 0.8780

0.9937 0.9957 0.9920 0.9842 0.9696 0.9391 0.8778
10 | 0.0306 0.7614 0.8202 = 0.9742 0.9422 0.9961 0.9854 0.9794 0.9676 0.9357 0.8761

05 0000000D00O00D0DO0O0O Accuracy 000

Benign (7189) Malicious (221) Total Accuracy
Method True False Error | True False Error | exclude error all
PDFMS 6817 4 368 | 207 2 12 0.9991 0.9479
Previous (¢ =280v =279) | 7172 15 2 221 0 0 0.9980 0.9977
Propsed (c=2'0v=2711)| 7182 5 2 218 3 0 0.9989 0.9987
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(© 2017 Information Processing Society of Japan 7



gogoooooood
IPSJ SIG Technical Report

O One-Class SVM OO OOOOOOO-10000000
cooobooooooooooooooboooooooo
O0o000ooooo ooooo8ooooooo
cooobooooboooooboooobon 1200
coobooooboooooobooooooooobooooo

OO000OD0O00000000000 Accuracy JOOODO
Total Accuracy 0000000 ¢c=2*0v=2"1000

OOOOO PDF 718900 71820000000 PDF 221
oo280000000000000000000000
coboooooooooobooooooOooooooo
cobooboooooocoobooOooooboOooooooo
cobooboooooobocoooooooooOooooooo
coooooooooobocoobooooono

oooo

(1]

2]

4]

(6]

(7]

(1]

Adobe Systems Incorporated: Document manage-
ment - Portable document format - Part 1:PDF 1.7,
Adobe System Incorporated (online), available from
(http://www.adobe.com/content/dam/Adobe/en/
devnet/acrobat/pdfs/PDF32000_2008.pdf) (accessed
2017-11-05).

Schoélkopf, B., Williamson, R. C., Smola, A. J., Shawe-
Taylor, J. and Platt, J. C.: Support Vector Method
for Novelty Detection, Advances in Neural Information
Processing Systems 12 (Solla, S. A., Leen, T. K. and
Miiller, K., eds.), MIT Press, pp. 582-588 (2000).
Selvaraj, K. and Gutierrez, N. F.: The Rise of
PDF Malware, Symantec Corporation (online), avail-
able from (https://www.symantec.com/content/
en/us/enterprise/media/security_response/
whitepapers/the_rise_of_pdf_malware.pdf) (ac-
cessed 2017-11-05).

Raynal, F., Delugr, G. and Aumaitre, D.: Malicious
origami in PDF.; Journal in Computer Virology, Vol. 6,
No. 4, pp. 289-315 (2010).

Blonce, A., Filiol, E. and Frayssignes, L.: Portable
document format (pdf) security analysis and malware
threats, Presentations of Furope BlackHat 2008 Con-
ference (2008).

Laskov, P. and Srndié, N.: Static Detection of Malicious
JavaScript-bearing PDF Documents, Proceedings of the
27th Annual Computer Security Applications Confer-
ence, ACSAC ’11, New York, NY, USA, ACM, pp. 373~
382 (2011).

Maiorca, D., Giacinto, G. and Corona, I.: A Pattern
Recognition System for Malicious PDF' Files Detection,
pp. 510-524, Springer Berlin Heidelberg (2012).
Pattern Recognition and Applications Lab:
https://pralab.diee.unica.it/en/Slayer.
Srndic, N. and Laskov, P.: Detection of Malicious PDF
Files Based on Hierarchical Document Structure., NDSS,
The Internet Society (2013).

Smutz, C. and Stavrou, A.: Malicious PDF Detection
Using Metadata and Structural Features, Proceedings of
the 28th Annual Computer Security Applications Con-
ference, ACSAC ’12, New York, NY, USA, ACM, pp.
239-248 (2012).

Iwamoto, M., Oshima, S. and Nakashima, T.: A Malware
Detechtion Method Based on One-Class SVM Focusing
on Features of PDF Files, ICIC EXPRESS LETTERS,

Slayer,

(© 2017 Information Processing Society of Japan

[12]

[13]

[14]

[16]

Vol.2017-CSEC-79 No.8
2017/12/5

Vol. 11, pp. 1611-1618 (2017).

Cristianini, N. and Shawe-Taylor, J.: An Introduction
to Support Vector Machines: And Other Kernel-based
Learning Methods, Cambridge University Press, New
York, NY, USA (2000).

Clyph & Cog, LLC.: Xpdf, Clyph & Cog, LLC. (online),
available from (http://www.foolabs.com/xpdf/home.
html) (accessed 2017-11-05).

VirusTotal: ~ VirusTotal, VirusTotal (online), avail-
able from (https://www.virustotal.com/ja/) (ac-
cessed 2017-11-05).
0000000o0o00ooooooooooooooooo
00oo0o0o0o0o0oOoooooooooooooooo
MWS Datasets 20150 00000 60000000000
00000000000 O0,00000000000NTT
0000000000ooo0o0oO,0ooooooooo
goboog,000b FFRL,OOOODOOOOOOO
00000000000,000000000 (2015).
Chang, C.-C. and Lin, C.-J.: LIBSVM — A Library for
Support Vector Machines, National Taiwan University
(online), available from (https://www.csie.ntu.edu.
tw/~cjlin/libsvm/) (accessed 2017-11-05).



