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A Survey of Difficulty Control Methods on
Computationally Hard Problems in Blockchain

HIROAKI ANADAL:®)

KOUICHI SAKURAI

2,b)

Abstract: The blockchain technology for decentralized ledgers is gathering attention recently. One of the
processes in the blockchain technology is to search a solution of a given instance of some computationally dif-
ficult problem, and to show an evidence of the found solution as a “proof”. The search is executed by miners
and the searching time depends on the hardness of the instance. In some cryptocurrencies which employ the
blockchain technology, the average searching time is dynamically controlled, which is called difficulty control.
In this paper, we report a memo on the survey of the difficulty control.
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PO T T~ =V BB fTbhTnad. 7y ZHER
ORHMEREIE, M=V 7P HhES>THLOKRTTEETD
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— BRIz, IROERDDH 5.
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(2) 1&, BERHEZ2ELTA2IL2BVWE. 207D, B
K (1)(2) OWSLICBL, Fuy s Frz—vFr/av—
EHEALZEOPOREEE 70 N a)vTiX, BREREO
HIFHED BT S T 5. HERIER O BIRHE D B
R PAENI R X OflM (difficulty control) & FFIXIL T\
%, il z1E Bitcoin Tl&, ¥4 = v J IR DEEH) 12
deind &S, FEEERED A VA X ZDOWE S M
JffichTnsd, 22T, AHEREMNEE tFa) T4
NRIA=RZNTHNIRANTA RS NNy v 2HBOME
7, MSB 25 HEkGEL T 0 H d @SN & 5 A% KD
LEETHE. A VARV AE, Bi7ay 70Ny Y afl
KOWEEREDOEE D LB L Ty ¥ 2B SHA-256
(A =256) OffEiAY, MSB Sl LT ‘00 A% d 3 &
57 AN (“nonce” LIEIENDG) ZRDBMETHS. 7«
B, WX ORIHOWZEIE, 1992 0D Dwork-Naor D3
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2.1 Bitcoin (Ev ka1 )
Bitcoin [22] D 70 v 7 F = — 2B % G R E
1%, Proof of Work IZ3:20<, X aVF 4 /XF A=K\ T
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MSB 75 LT ‘0 A d f@diSN & 57 AS (“nonce” &
EIEND) 2RDBMEETH 5.
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Bitcoin Cash [5] ® 7'H v 7 F = — > & Proof of Work
(HED <L EHEREEREI Bitcoin AL TH 5.

2.4 Ripple () v 7))

Ripple [21] ® 78 v 7 F = — & Proof of Consensus (Z
oL T, 80%LA EDEGRE AR & HE U HE]
DHEBRMRIZEHET S, ZOMMAIZED, BRUNE W
2 IEHITENRIT, ROBEHOHEDS %% UICHG] 2%
RTDIENAREL > T WD, AKREDY A ME UNL
(Unique Node List) & FEIEH, UNL OFKARE LB H W
EARRFELLUTCHANTEIETRY VY =2 %KL T
W5,

728, Ripple D54, FEARMKIZIL Ripple £ (Ripple Labs,
Inc.) PMEET 5 UNL AEIENTHE Y. Zhu & b
PHEINTVWE., BHEPI VRSB TERY N T =72
BRI S N5 D TRERTREEIN S AT LEIEEX
W, DFED, FEMIZIX Ripple B EH EARE 25 v
AT L >TWVW5.

2.5 Litecoin (T4 341 )
Litecoin [14] ® 70 v & F = — > & Proof of Work (25
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R1 7uvrFz—ilB 5 AERNSREORE. R4 EAL 20 M OKAEEE (website
[6], 2017 4E 11 H 6 HEFR). BFRIIIRD E B 0. PoW & Proof of Work, PoS i Proof
of Stake, DPoS I& Delegaed Proof of Stake, Pol I& Proof of Importance, PoCons
% Proof of Consensus, PoRes (& Proof of Researves, dBFT I3 delegated Byzantine

Fault Tolerance alternative. ‘-’ I&ZHIH#IZ % /R7 .
Rank Name Proof of ‘X’ | Algorithm Mining Time

1 Bitcoin PoW Hash (SHA-256) 10 min
2 Ethereum (PoW,) PoS | Hash (Ethash) 15 seconds
3 Bitcoin Cash PoW Hash (SHA-256) 10 min

4 Ripple PoCons majority more than 80% | -
5 Litecoin PoW Hash (Scrypt) 2.5 min
6 Dash PoW Hash (X11) 5 seconds
7 NEM Pol Hash (SHA-256) 1 min
8 NEO dBFT - 20 seconds
9 | Ethereum Classic | PoW Hash (Ethash) 15 seconds

10 Monero PoW CryptoNight -

11 I0TA “Tangle” DAG -

12 Qtum PoS - -

13 OmiseGO PoS - -

14 BitConnect PoW, PoS - -

15 Zcash PoW Hash (Equihash) 2.5 min

16 ADA PoS OUROBOROS -

17 Lisk DPoS - -

18 Tether PoRes - -

19 EOS DPoS - -

20 Stellar PoCons majority more than 80% | -

2017/12/4

DK . BIEREMEE, FHAWIZ Bitcoin LRIUTH 5.
272U, Ny ¥ aBIY SHA-256 T72 < Scrypt TH 5 i
NELD.

2.6 Dash (¥v > 2) (IH Darkcoin)

Dash [25] 1%, v T —22ED»5 TV XL THER
DIAR—/)—F (REDEHRAN) 2F#HL, YAX—IT
AKBEEE —ETH I TRERADEZMREIITS G
BE) EizHALTW5.

2.7 NEM (RL4)

NEM [16] ® 70y 7 F = — 2B % 3R EIL,
Proof of Importance 1232 <. FEMILEIEZT 5.
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2.8 NEO (&%) (IH AntShare)

NEO [17] ® 70y 7 F = — VT B ) 5 G+ H R
I%, delegated Byzantine Fault Tolerance alternative (23
oL, HAIEIET 5.

2.9 Ethereum Classic (1 —H% U7 L0772 v )

Ethereum Classic [10] %, Ethereum 2*573# L 7-D &
2016 4 7 H 20 H'T, 2017 4 9 AT B\ Ti& Ethereum,
Ethereum Classic & $IZHF—L AT v K&\ 5 BT
THH, BMICIERERBEWVITAR W, 7272 L, Proof of
Stake ~DBAT D FE VN D M Ethereum & DENT
H5.
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2.10 Monero (ExA)

Monero 1% [15], Bitcoin @Y — A3 —FZiZLTH
573, CryptoNote 718 h NI A =T VYV —AD
Proof of Work 2L T\ 5.

2.11 IOTA (74 #*—%)

IOTA X [11]) @7 By 7 F = — 2B 5t ERHERME
I%, Proof of Importance 22 < . FEMlITHET 525, F
MFERKE 275 7 (directed acyclic graph, DAG) DR
BHTH5.

2.12 Qtum (7 7V% L)

Qtum [20] D 7T v 7 F = — & Proof of Stake (23D
. Qtum iZ¥y haA YO NI avETIVICHE
D, (R~ VY TAY— IV NI M ENETEZ L
WTE5.

2.13 OmiseGO (#3Xt3—)
OmiseGO & [18] @71 v 7 F = — d Proof of Stake
ZHEHO<.

2.14 BitConnect (Ev hdx 7 k)
BitConnect 1& [2] D 70w 7 F = — & Proof of Work
B OF Proof of Stake DM 52 FIHT 5.

2.15 Zcash (X4 —Fvva)

Zcash [26] D 78 v 7 F £ — V% Proof of Work (23D
. FIER#EMEL, HEARMIZ Bitcoin LA UTHSE. 7z
72U, N T a BB SHA-256 T < Equihash T % s
WL D, 7P, Zecash id, Y OHEGFHIZ L WELMED
HRe 2 OEEBETH 5.

2.16 ADA (T1%)

ADA [4] @78 v 7 F = — i Cardano & IEEH, Proof
of Stake (23D <. Z ® Proof of Stake I& OUROBOROS
(7], [12] EFEEN, BESFIICESHEEENTWS.

2.17 Lisk (J27)

Lisk [13] ® 71 v 7 F = — % Delegaed Proof of Stake
ICEO . FEIIEEIZ T 5. Lisk QAR IEHT D 10
BiErcHs.

2.18 Tether (74%—)
Tether [24] D 70 v 7 F = — V& Proof of Researves (2

O, FEIEEET 5.

2.19 EOS (A #2X)
EOS [3] @71 v 7 F = — Vi Delegaed Proof of Stake
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CEOL. FEIEIE T S,
2.20 Stellar (27 7)

Stellar [23] ® 70 v 2 F = — V% Proof of Consensus
ZEOL. FEEIE T S,

3. REt=%zHEHTZAR

AEITE, AEHiOAERVRLD ICHEDE, WS 2
WA EEET 5.

3.1 Proof of Work (F)V—7 - 7 - 7—7)

Proof of Work I, % 1 #i Cfit 7z {1#ATH 5. Proof of
Work 1% Bitcoin [22], Bitcoin Cash [5], Litecoin [14], Dash
[25], Ethereum Classic [10], Monero [15], BitConnect [2],
Zcash [26) THWSHNT WS, FHEULIE, fi7my 20
Ny Y afiz B, XA F—0HDIALANE R TOHEJEE
DT =% T, FHENEMEO KNS DOHIEODIZED
ON/fEE D &35 E, MFDOZEMAR (1) 2if/zd A MY
VI THB nonce XA F—IRERT L. (AN VT a
VDR o b FT.)

H(B || T || nonce) < D. (1)

3.2 Proof of Stake (FIL—7 - A7 - ZF417)

Proof of Stake &, Ethereum [9], Qtum [20], OmiseGO
[18], BitConnect [2], ADA (Cardano) [4] THWS N TW
5. fR&EHl& U T Ethereum OHE, fi7oy 7Dy
Y afliz B, MHEATE X 2R % time(sec), 2—FD7T
FL 2% address, /L T\% UTXO % balance, #%H
WEEFTE O N X OHIE D 7= dICED SN/ fliz D & §
5L, UFROEHER (2) DBNIABNLTY A =V 7 Dl
REDEE 5.

H(B || time(sec) || address) < (2* - balance)/D. (2)

3.3 ZDfttd Proof of ‘X’

Z DD Proof of ‘X’ & LTI, Lisk [13], “EOS” [3] T
W 5 TW S Delegaed Proof of Stake (DPoS), NEM
[16] THW SN TW5 Proof of Importance (Pol), Ripple
[21], “Stellar” [23] THW S TW 3 Proof of Consensus
(PoCons), Tether [24] THW S 3T 5 Proof of Researves
(PoRes), NEO [17] THW SN TW5% delegated Byzantine
Fault Tolerance alternative (ABFT), 7 &A% 5. 70 v
7 F x— V3D EHEREREIZ O W TS & S %
5.
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7-HDTY.

SE X

(1]

(2]

(6]

(7]

(8]

(9]

(10]

(1]

(12]

M. Abadi, M. Burrows, and T. Wobber.

Moderately hard, memory-bound functions.

In Proceedings of the Network and Distributed System
Security Symposium, NDSS 2003, San Diego, Califor-
nia, USA, 2003.

BITCONNECT.COM.

BitConnect, 2017.

https://bitconnect.co/, accessed 6 Nov, 2017.
block.one.

EOS, 2017.

https://eos.io/, accessed 6 Nov, 2017.

CARDANO FOUNDATION.

ADA, 2017.

https://wuw.cardanohub.org/en/home/, https:
//whycardano.com/, accessed 6 Nov, 2017.

B. Cash.

Bitcoin Cash, 2017.

https://wuw.bitcoincash.org/, accessed 6 Nov, 2017.
CoinMarketCap.

Cryptocurrency Market Capitalizations, 2017.
https://coinmarketcap.com/, accessed 6 Nov, 2017.
B. M. David, P. Gazi, A. Kiayias, and A. Russell.
Ouroboros  praos: An adaptively-secure,
synchronous proof-of-stake protocol.

TACR Cryptology ePrint Archive, 2017:573, 2017.
C. Dwork and M. Naor.

Pricing via processing or combatting junk mail.
In Advances in Cryptology - CRYPTO ’92, 12th An-
nual International Cryptology Conference, Santa Bar-
bara, California, USA, August 16-20, 1992, Proceed-
ings, pages 139-147, 1992.

Ethereum Foundation.

Ethereum, 2017.

https://wuw.ethereum.org/, accessed 6 Nov, 2017.
Ethereum Foundation.

Ethereum classic, 2017.
https://ethereumclassic.github.io/,
Nov, 2017.

I. Foundation.

I0TA, 2017.
https://iota.org/,http://iotatoken.com/I0TA_
Whitepaper.pdf, accessed 6 Nov, 2017.

A. Kiayias, A. Russell, B. David, and R. Oliynykov.
Ouroboros: A provably secure proof-of-stake blockchain
protocol.

In Advances in Cryptology - CRYPTO 2017 - 37th An-
nual International Cryptology Conference, Santa Bar-
bara, CA, USA, August 20-24, 2017, Proceedings, Part
1, pages 357388, 2017.

semi-

accessed 6

(© 2017 Information Processing Society of Japan

23]

[24]

Vol.2017-CSEC-79 No.5
2017/12/4

Lisk Foundation.

Lisk, 2016.

https://lisk.io/, accessed 6 Nov, 2017.
Litecoin.org.

Litecoin, 2011.

https://litecoin.org/, accessed 6 Nov, 2017.
Monero.org.

Monero, 2015.

http://monero.org/, accessed 6 Nov, 2017.
NEM.io.

NEM, 2015.
https://nem.io/,https://blog.nem.io/
nem-technical-report/, accessed 6 Nov, 2017.
NEO.org.

NEO , 2016.
https://neo.org/#,http://docs.neo.org/en-us/,
accessed 6 Nov, 2017.

Onmnise.

Omisego, 2017.
https://omisego.network/,https://cdn.omise.co/
omg/whitepaper.pdf, accessed 6 Nov, 2017.
Peercoin.net.

Peercoin, 2012.

https://peercoin.net/, accessed 6 Nov, 2017.

Q. Project.

Qtum, 2017.
https://qtum.org/en/,https://qtum.org/en/
white-papers, accessed 6 Nov, 2017.

Ripple.com.

Ripple, 2012.

https://ripple.com/, accessed 6 Nov, 2017.
Satoshi Nakamoto.

Bitcoin: A peer-to-peer electronic cash system, 2008.
http://bitcoin.org/bitcoin.pdf, accessed 6 Nov,
2017.

Stellar Development Foundation.

Stellar, 2014.

https://wuw.stellar.org/, accessed 6 Nov, 2017.
Tether Limited.

Tether, 2014.

https://tether.to/, accessed 6 Nov, 2017.

The Dash Network.

Dash, 2017.

https://www.dash.org/, accessed 6 Nov, 2017.
ZEROCOIN ELECTRIC COIN COMPANY.

Zcash, 2016.
https://z.cash/,https://z.cash/technology/
zksnarks.html,https://www.zcashcommunity.com/
mining/, accessed 6 Nov, 2017.



