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A Study on Secure Elements and TEE as Security Measures
for Financial Services with Mobile Devices
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Abstract: In order to provide with secure financial services through mobile devices such as smartphones and tablets, it is crucial
to successfully carry out user and transaction authentication. Various types of malware targeting mobile devices have been
recently reported. Those malware may cause security risks such as eavesdropping and manipulation of data or results related to
authentication. In this paper, we will focus on secure elements and TEE, i.e., Trusted Execution Environment, as
countermeasures against these risks and discuss how to adopt these technologies appropriately in financial services. We will also
show future research topics regarding secure elements and TEE.
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