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A Study regarding Discipline on Acquiring Information by a Robot
Having a Familiar Appearance

YOICHIRO ITAKURA® MAYU TERADAZ

Regarding the utilization of camera images, studies are progressing both at home and abroad, but in Japan, there is a tendency to
permit acquisition of information relatively easily for the robots with familiar appearance in particular. In this paper, we will
examine whether a different discipline is necessary for acquiring information about robots with familiar appearance from the one

to the ordinary 10T equipment etc. Then, how it should be different, and what kind of norm is needed will be considered.
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Bundesnetzagentur removes children's doll *'Cayla™ from
the market
Jochen Homann: "It is particularly important to protect
children's privacy"

The Bundesnetzagentur has taken action against unauthorised
wireless transmitting equipment in a children's toy and has
already removed products from the market.

"Items that conceal cameras or microphones and that are capable
of transmitting a signal, and therefore can transmit data without
detection, compromise people's privacy. This applies in
particular to children's toys.

The Cayla doll has been banned in Germany," says Jochen
Homann, Bundesnetzagentur President. "This is also to protect
the most vulnerable in our society.”

Concealed surveillance device
Any toy that is capable of transmitting signals and that can be
used to record images or sound without detection is banned in

[a] BMFERDO T =7 A Mol S /=231 (Telecommunications Act
(TKG)*of 22 June 2004) |2 & % <‘: [Fl¥4 90 45 1 TEAE I, It shall be prohibited
to own, manufacture, market, import or otherwise introduce in the area of
application of this Act transmitting equipment which, by its form, purports to be
another object or is disguised under an object of daily use and, due to such
circumstances, is particularly suitable for intercepting the non-publicly spoken
words of another person without his detection or for taking pictures of another
person without his detection. The prohibition on owning such transmitting
equipment does not apply to any person obtaining or acquiring actual control of
transmitting equipment” & X T 5.
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Germany. The first toys of this type have already been taken off
the German market at the instigation of the Bundesnetzagentur
and in cooperation with distributors.

There is a particular danger in toys being used as surveillance
devices: Anything the child says or other people's conversations
can be recorded and transmitted without the parents' knowledge.
A company could also use the toy to advertise directly to the
child or the parents. Moreover, if the manufacturer has not
adequately protected the wireless connection (such as
Bluetooth), the toy can be used by anyone in the vicinity to
listen in on conversations undetected.
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[b] F#:D =744 K Ti%, "Q: Does iRobot Sell Customer Data or the
information gathered by your products?” ”A: iRobot will not sell customer data.
We hope the information gathered by Roomba will provide value to devices in the
smart home, and nothing will be shared without the permission of our customers.”
7R D QA BABETNTVS.
https://homesupport.irobot.com/app/answers/detail/a_id/964/~/irobot-roomba-priv
acy-and-data-sharing
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