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Latent Privacy Risk in Heart Rate Big Data
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Abstract: With the rapid progress of wearable sensors, continuous monitoring of biological signal in daily life has become
widespread. Particularly, for heart / pulse rate signals that can be monitored relatively easily, enormous continuous signals are
accumulated and big data are being formed. However, given the healthcare information that can be extracted from continuous
heart / pulse rate signals, our perceptions of the potential information security risks of their big data may be inadequate. In this
study, we analyzed 24-hr heart rate data obtained in Allostatic State Mapping by Ambulatory ECG Repository (ALLSTAR)
project. By the analysis of data in 247,712 subjects, we were able to find 164 (0.066%) subjects who showed episodes of
ventricular tachycardia sustained for >30 sec that can lead sudden syncope or death. We also detected the typical heart rate
pattern of severe sleep apnea with apnea-hypopnea index >30/h that can cause strong daytime sleepiness and increased health
risk in 7.2% of males and 2.6% of females among 196,091 subjects. If such information leaks along with the subject or group
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identity information, it could be a major privacy risk for individuals and related groups.
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