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Aerie: Fully Distributed Anonymizing Proxy for WWW

HIROTAKE ABE' and KAZUHIKO KATO®

In this paper, we propose a fully distributed system called Aerie. It prevents privacy vi-
olation which may occur when browsing WWW. Each Aerie node cooperate each other to
hide their identity from WWW servers, assuming others’ HT'TP requests. With Peer-to-Peer

technology, Aerie doesn’t require any centralized servers.

Aerie uses a distributed lookup

protocol called Chord for fast inter-node communication. We solve an anonymity problem

which occurs when using Chord in Aerie.
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Fig.2 Behavior of Aerie system.
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n.forward_request(id, request) =

if (id is nil)

id = n.get_random_number();
n’ = n.search_next_node(id);
if (n’ is nil)

1return submit_request_to_server(request);

else

return n’.forward_request(id, request);

n.search_next_node(id) =
if (id € (n, n.successor))
return nil;
else
return n.closest_preceding_finger(id);

03 O0O0O0O0Oo0oO0oOoooooooo

Fig.3 The pseudocode of inter-node communication.

000000000 Chord DODOOOOOODOOO
ChordJ00OO0ODDOODOOODODOOOOOOOO 2
000000000000 ™0 Aerie 00000
000000000000000000000o0og
OO0O000 closest preceding finger 0000000
O0Osuccessornode 000 0OO0O0OOO0O0O0O0DODOO
000o0o0o0ooooooooooooooo

Chord OO OJOO0OOOODODOOOOOODOO suc-
cessor node 00000000000 Chord OO0
O0OO0OD0DO successornode DO OOOOOOCOOOO
00000 predecessor node 0 0000 O Aerie OO
successor node 0 0 0 0 00O O O predecessor node
00000b0O0b0bOO00bo0oOoDbObOOsuccessor
node 0 000 predecessor node 1000000000

0000000o00oooooooooooooo
0000 20000000000 30000000
o0000oooooooon0OO0OOoooooood
o0o0o0OO0oo0odoooooooooooooood
“n.some_procedure()” DO OO0 nO0O0OOOOO
some_procedure 00000000 OODOOOOO
O0(z,y) 00DO0D0O0D0O0OO0O 300000000
0000000000 000oooooooooood
submit_request_to_server 0 0 0 0 0 OO request O
0000000000000000000ooooog
00 get_randomnumber 000000000000
00000000000 closest_preceding_finger 0 O
finger table 0 0 O O closest preceding finger 0 0 O O

000 forward_request 0O Aerie 0000000
O000O00o0oU0ooooOoooooooooood
0000oOooO0o0ooOooooooooooooog
000000000 00oooooooooooood
000000 request 000000000 OOOOO
000000 id0O0 il 0000000000000
00000000000000000000000d



Vol. 46 No. SIG 3(ACS 8)

00 Aerie: WWW OOODOOODOOOODOO 55

Node O never exists
in these ranges.

l
'possible
! path

(a) not problematic case

limpossible
i path

Sae)
o!
D \j actual path

(b) problematic case

04 00O
Fig.4 The problem.

ooooogogd

000 forwardrequest 0000000 id0 nil O
O0000000nlOO00ODODO getrandom_number
O00oouooooooouoooooooogidd
O00o000oooooooooooooooood
000000000 searchnextnode DO O OO0
00000000000 ODOdsearchnextnode O
0000000000000 00000000O0
0000000000 000o0ooooooog sub-
mit_request_toserver 000000000 0ODO0O
gooQoooooopl000ooooooooog
O0o0o0O0o0ooooooooooooooooood
forward_request 0 00 000

000 searchnext node DO OO0 nOOOOO
O0000o0ooooooooidooooooood
O00o000ooooooooooooooood
000000000000id € (n, n.successor] O
OO0OO0O0O00OnO id O predecessor node 00 00O
00000000n00000000000O00O0O0
gooooooqnl000ooooooogoooood
O closest_preceding_finger 00 00000

3. OO0O0OO0oOoOObOOoOoooonDo

3.1 0 0O 0O

Aerie 00 0000DODOOOODOOOODOOOOO
pPpOOOOOOD DOOOOODODOCOPOODOO
oooooooopOOOoOoooooooPpPOOO
goooboooooboooo bbooooboooon

0000000ooooooo0oO0DooOChordOO
goooooobDoOoboobooobooooboo pO
JooodbO0o0oDOO0OOo bobooooooboobOOoO
OO0OooOoDbO PO mOOO fingerODODOOO D
O P+2""! mod 2™ O successor node 000 O
goooopPpoOWWWOOOOODOOOOOOO
000000000 fingertable 0O00OOOOODOO
00000000 O00obOOo0obOOoOoobOoobooo
0o0o0O0oOoOoo 2™ 'ooooooooooooog
P +2™" 1 mod 2™ O successor node 000 D OO
000ooooooooooo ooo pOOOO D
gobooooboooboobooboboobooo
000o0o0ooooooo Aloooooo
goboo0o0obo0oooboooboo 40000
Jo0oooOooboo0oboobooooooboooo
J0oo00o0obo0oboooboo0oboooobooooo
J0000bO0obO0obOOobOOobOobDOobOooooooo
DOPO mOOD finger 00O0O0OOPO DOO
00 2™ '00 —O000000 180° 00 — OO
000000oooooooobpPO DOODODOOO O
OpPpO0O0OO0ODOOODOODOOOOODODOO
00 OO0 DOOOODODOoOoOoOOoOooOo POOO
oooUoUoUOoUoo4(bmoooooprPOO
DOOOOOOOO0ODOOOODOOPOOOOODO
Jo0oo0DoOo0ooOoooooooooobooooo
00180° 000000 O0O0oOo0oOUoOoooooog
00000 PpOD0DOOOODOOOOODOOOO
00000 mOO0O finger 0OO0O0OOOOOO



56 gooooooooooooooooboooooo

n.forward_request(id, request) =
if (id is nil or get_random_double() <
pr)
id = n.get_random_id();
n’ = n.search_next_node(id);
if (n’ is nil)
return submit_request_to_server(request);
else
return n’. forward_request(id, request);

05 0D0000O0OO0O000OO forward_request 000000
Fig.5 Randomized behavior.
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Fig.6 The modified pseudocode with randomness.
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