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Fast and Compact NFA Pattern Matching Circuit Using FPGAs

TOSHIHIRO KATASHITA," ATSUSHI MAEDA," MASATO ONO,t
KENJI ToDAH and YOSHINORI YAMAGUCHIY

Due to rising network traffic in recent years, improving processing throughput of the pat-
tern matching is important in NIDS. In this paper, we propose a fast and compact NFA
based pattern matching circuit which processes 4 bytes data at each clock cycle. This circuit
is about triple faster than the former one which processes 1byte data at each clock cycle,
but it is about twice larger. On Xilinx xc2vpl100-6, the throughput of this NFA circuit is
6.2 Gbps (192.78 MHz). And the area usage is 21,218 Slices, 29,211 FFs, and 40,960 LUTs
for 30,675 patterns. We also evaluated our circuit in case of multiple bytes processing, and
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found processing eight bytes at each clock cycle with our circuit is most efficient.
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Fig.3 State reduction on Single-NFA.
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Table 1 State reduction on Single-NFA.
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Table 2 State reduction on Quad-NFA.
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Fig.8 Example of 4 input AND gate reduction.
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Table 4 Resource usage.
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gooo | ooo Single-NFA Quad-NFAQ 40 Quad-NFAQO 80
Slice FF LUT Slice FF LUT |000O0%0O | Slice FF LUT |0000%0O
128 1,427 736 1,317 | 1,400 | 1,673 | 1,771 | 3,216 227 3,060 | 2,467 | 5,904 416
256 2,630 | 1,369 | 2,477 | 2,457 | 3,088 | 3,400 | 5,935 226 5,665 | 4,706 940 414
512 6,223 | 2,659 | 4,924 | 4,794 | 5,702 | 6,687 | 10,959 214 9,596 | 8,901 | 18,238 361
1,024 | 14,953 | 6,103 | 11,381 | 11,271 | 11,460 | 14,713 | 22,057 188 19,542 | 19,139 | 37,159 320
2,028 | 30,675 | 12,250 | 22,791 | 22,606 | 21,218 | 29,211 | 40,960 173 37,910 | 38,101 | 72,661 309
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Table 5 Resource usage.
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06 ODO00O0O0OOODOODOOOO
Table 6 Throughput.

oooo ooo Single-NFA Quad-NFAQO 40 Quad-NFAQO 80
frequency | throughput frequency | throughput ooo frequency | throughput ooo
0 MHz0O 0 MbpsQ 0 MHz0O 0 MbpsQ 0 %0 0 MHzO 0 MbpsQd 0 %0
128 1,427 261.5 2092.1 205.7 6582.3 315 204.7 13102.7 626
256 2,630 259.2 2073.4 204.7 6551.3 316 196.4 12570.0 606
512 6,223 250.2 2001.8 196.0 6270.8 313 182.8 11700.2 584
1,024 14,953 248.8 1990.3 193.8 6201.0 312 166.9 10682.7 537
2,028 30,675 246.0 1967.8 193.8 6201.0 315 192.5 12319.6 626
07 0000OO0OOO0OO0OODODOOOO
Table 7 Throughput.
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Table 8 Comparison of pattern matching circuits.
device input bit frequency throughput #char LE LEchar performance
0 MHzO 0 MbpsQd 0O MB/0Os0OLEM

Single-NFA xc2vp-100 8 245 1,960 30,675 | 24,500 0.80 2,454
Quad-NFA xc2vp-100 32 193 6,176 30,675 | 42,436 1.38 4,464
xc2vp-100 64 192 12,288 30,675 | 75,820 2.47 4,971
xc2vp-100 128 159 20,352 14,953 | 79,522 5.32 3,827
xc2vp-100 256 159 40,704 6,223 78,026 12.54 3,246
xc2vp-100 512 159 81,408 1,427 47,920 33.58 2,424

Decoder NFA ©) xcv-1000e 8 100 800 17,537 | 19,698 1.12 712
xc2v-8000 8 253 2,024 17,537 | 29,281 1.67 1,212
xc2v-8000 32 218 6,976 17,537 | 54,890 3.13 2,229
xc2v-8000 64 114 7,296 17,537 | 93,180 5.31 1,373
xc2vp-125 128 129 16,512 7,996 93,180 11.65 1,417
xc2vp-125 256 141 36,096 2,001 63,012 31.49 1,146

xc2vp-125 512 195 99,840 250 47,748 190.99 523

DFA ) xcv-2000e 32 37 1,184 420 8,134 19.37 61
cAM 2 xc2v-6000 32 303 9,696 18,032 | 64,268 3.56 2,720
xc3s-5000 32 154 4,928 18,032 | 66,556 3.69 1,335
xc2v-3000 8 335 2,680 18,032 17,538 0.97 2,755

KMP 13) xc2vp-4 8 221 1,768 32 102 3.19 555
xc2vp-4 8 285 2,280 32 65 2.03 1,122
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