[EERUIBF S

A=A EE
BT

Vol.58 No.9 1513-1522 (Sep. 2017)

MEME 2B L 7zl & RISt 2 A9 %

E&E}[‘U;ﬂﬁ

HiHh Sfet2)

N — VAT A4 Rl R OHE

fifde o)

ZfTH 2016511824 H, #%$%H 2017F6R6H

BE . T4 N F 27D Web =Y 2I2BWTC, BFEE 7/ YA T — K& w8 A GREE T h
ZLFFENRTVES, LA L, ISR, A0 E RRLlEROEIEIZ &L Y /X2 T — FIEHH

W AfekEtEdrid 5. WE I 2 AT 5BAEOHTAE LT, LTFOHRl

o EIORL, FH

EWETERICATA FEED I ECTHIALRIT) HAPREEN TV L. %%%i%@ﬁfiﬁﬁféu

LCREWEN ST RNY -V AT 4 FiE

145 %
B 70 ) BRI 5%

¥—7—F:

BAE TR EREL T 575,
TBY, FfEMEIZOWTORE RS Twi

PRI S S I

KL TIEE RNy — A5 4 FEIFHRL ﬂtf,
SR RLE oD, TOMEEYUR LB AR RET 5. SHICIE RIS 2 Latef
PEEFHI L, FIEMEICOWCERIFERE /T 2 & C, RETFHOMEETFMZ1T .

INAT — NREEE, WS, BB 0 BB, FMENE, 772N TS S

Proposal of Improved Background Pattern Slide Authentication
against Shoulder Surfing in Consideration of Convenience

MoTol TANAKA®:®)

HIROYUKI INABAZ:P)

Received: November 24, 2016, Accepted: June 6, 2017

Abstract: A personal authentication system using PIN or password is widely used in Web services such as
online banking. However these authentication system has a weakness of password leakage by shoulder surfing
in inputs or eavesdropping. As an existing system against shoulder surfing, it is known that the authentica-
tion method in which users slide background color array displayed behind characters. Although the authors
have proposed the improved version of the background pattern slide authentication in safeness, its operation
procedure seems more complicated. In this report, we proposed a new method to improve usability while
maintaining equivalent security. Furthermore, we evaluate the safety against shoulder surfing and brute
force attacks and evaluate the performance of the proposed method by conducting evaluation experiments

on convenience.
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Fig. 1 Input scene in CTG method (quoted from Ref. [5]).
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matrix (quoted from Ref. [7]).
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tion (quoted from Ref. [10]).
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K1 NIA—IOREFBIUBRL ) ELIPE RIS

xR A

Table 1 Example of parameter settings and its safety.

FREVMOKES  FRomol RAEFOKRES RoofEl ~S2A7—-FE | 8470 JORE S it
Ny b N. r A Ip (bit) I (bit)
40 5 30 10 9 18.58 35.23
40 8 32 8 7 18.00 24.25
40 10 30 10 9 26.58 26.23
44 11 33 11 10 31.13 28.50
48 8 32 18.00 26.09
48 12 36 25.09 24.34

DELFD S, WAITHRE G 1 22T 20T, REF
EO 1RO S I3 52L& S &, RIIEEHOKRE
3% N, BREVIORESZ N, £T5L,

A
S =7 x Ng x (?) (12)

b, 7ol i, r=8 N, =32, N, =40, b =8, A =T,
f=10&E, 1RHEREINZHONNAT — FOBEHK
Sy ZIEHE Is (bit) TET L, Ig =24.25(bit) L% 5. F
72, LRSI A=Y 2B HHAFEL LT, 23 HiOHEH
fey OB = % V7255 [7]) Tld Is = 19.25 (bit), 2.4
DEFINY — AT 4 FRBFEH[10] Tl Is = 24.25 (bit)
&b, ZOXHIL, REFHEGFERED/NT A -5 T
B s L, BREGOBEEEHWAREARNLD b
RIS T AWML E <, »o, WRAY— 2 251 Fili
FREFAGFEOWRE AT DML FFOZ L2505 h 5

4.3 IXT A —ZDOER

%%%&"Té%”?ﬂ—&@“ﬁ’owf%ié.
BTREFNOKE S N 1, BHTE2XFORCELL, —
Melc¥er, wT, Re a2 LAVHE éhé.ﬁv%%
RTIELBIRETHHDS, LFEHTHEMIHEZ 5L
HEOY A A% EET HULENH L. F72, qwerty BLHIZ
IVRETALIEEEZLE, Ny IF—DHTH5H 40~
ASTREEDE T L\,

BFroGobid, TREICHOEREERRT L7290
;J%%ﬁ@@h%%f%%ﬁ%ﬁ%% F72, & (11),
(12) & b, #4720 R &l & B I R ook
WKEoThL=FFT7OBMRICAZ > TS, £D0, K&
BN 72 ) WA A LA S, TEL2TlRER
MBS CRETHI LD, —fRIC, #4720 SR
PEIZDWT, 447D PIN I — FAMFOMY 72 O B¢
»HAHP=10"" 2RI (Ip > 13.29 (bit)) & 352 &
VAE 2NN
RHIMFIOK E S N 1E, THECHE R, £ H
BFRT L7012, FROBOBKTEWINLLEDN D D.
F72, N, BREFNHITRE VT EREMITE T 5 H5FfE
P % 5.
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W NI OHIBI D720 (A $ 2505 OfE S r (&, R51
BHNC BT 2 FBFERT 572012, N, #E0)0n s
ThLULENSHD. 72, ridRETFITKEVITERE
PEEmESL. LAL, 1HOFEIEIZBWT, RAIEN D%

WX LT, $RTORGVREFRESN LTI RS
Wi, NAT = FORSICOEET L, XA T—FOD
BN, BANERE fLT5L,

A=fxr—f (13)

iz, NAT—FREEoNTLE ). —f&iZ, H
CNZAT = FRIZBWT, BANKEZHERT L) 5D
R Z B L7213 ) 2% att, FEEE B ICRVWo T,
UTTIMBANE f=18LTwA, —fHMIZ/SAT—F
Bl 8~16 LFMRETH 5720, r IZFNITEDETHE
THI LI A,
HL@%T:%dw , JSAT — FE D8 LFHIHD
BEDOENT A=Y OREB L, KREMIZBIT HH%7
b&%m@a1@®ﬁéﬁ&ﬁ¢%m@%§1K%T.

5. REFEOFEMEETE

5.1 XEHE
RETFEOFELEIZ OV T O 24T ) 72012, 2.4 i
THRR7ZGRAT OB FEL 3 BCTHRRZREF L
Android ¥ RIZFEH L, FHEFEREIT - 72, EBROWERE
20 A0 23 OFER L 14 N (BN, &5 A)
ThHhb. T2, MBEISATZADPLAY— 7+ ¥ %2FH
L, 9FRA V7 72— AFMWENRTWA, EERICH
JAL720A1E, AndroidOS 5.1 C, WY A X1 5.0 1 ~
FTH5D. ERLEERLmADOFFH FHIIZFFICHIBRE 2 521 %
Motz AT —RE L THATE 2 (FsBcho
RKES N, 3ETF, BRLT, it 4HOEFH40ETH
L. Fh, BEOGOKDbIE M, RVEFOKE X N,
332~vA, HHTE 2R TOMEE K r (X85, XAT—
FEXNZT, AN fIZ1HE L 2B, EBRTIET
RTOHERHZ Ob\f/\ﬁwz\"z‘7~ N “AK65%TZ” &

Az, 27— FOENIZ L 2B TR S, iR
%SEKQOwﬁﬁwiﬁm%iﬁtt

SEMIRE & Lo, I, =7 — @, FBiE

1519



BRIEF=EmEE Vol.58 No.9 1513-1522 (Sep. 2017)

@3@5?%%.%@%W I, 1 BIOFERE 22 % P B by
Wel, =7 =l BREICKIIT 2 F CORFEICIM
L7z Lz, F7o, e e = —mE 1 Ad7:
D 3EDOBEIEDTH % & > Twb, FEIEHMIL, HIFFEER
W7 = bRATw, BREOLLTE, ATVOLRT &,
BEOENSLT S, LLOLRTE, FEORED 5IHH
IZOWVWTHK AL 5EBCTIHELTH S o7z,

5.2 EERiER

BEAFFik L RFETF D, PRI & R A,
I T — [ & EEREER 2 1RT. SEYERERMIL, &7
ETFETEIHABEL o TWD, FHERIERRIC L
T, thE (B 13, FEAKES%) &2ito7-L 25,
T=2304 k%), HELENPHRSN, T2, FHT
F—m¥TIE, BETFECE IS 0T —mEKH
031 HTHBDI L, IEEFHETIF 012 M & o T
B, PHIS —EHICBWT SRR ¢ g (Bl © 13,

HAKHEB%) #4To728 A, T=2280 &%, FHT
T —HBICBWTHEELEDIHER SN, Lzdo T
PRERER, — 9 — IS BV TIIIRETEDIE ) BMENRT
WwWhkwnwz b,

K2, EEFET 27— P OFERICOWTIENRD, KIH
Hix, 5 BRGEFC 1 29 DEL, 5% d BWiHlicHh
b, R 3 ICHIEE OFH L HEINIC Z OFERER 2 % R
. ZLO LR T EOHEE TIHREFEEIO T A
P o TWAED, TNERE s 2 LicX > THBA
TINEO Y MIe b &L -2 il beEZ5NE.
L2L, O LTS, ADWDLRTE, #E0oENST
&, REOREOKHHAT, REFEOFHEIEL ko
T3 2 ehb, EBEHETHIREFEDII D 25E Vi
FETVLLEHRTE D,

ARINELFNDOFEFE~ A DI OWT, JCHk [11] T, K

R 2 CPIERIERE &P T —mE

Table 2 Average operation time and number of errors.

BEFFETFE RETIL
SERERERERT (s) 41.82 37.45
TEHER 7 (s) 10.18 8.99
X7 — g () 0.31 0.12
TR (o)) 0.19 0.20

R 3 EBFMEE

Table 3 Subjective assessment.

FEmEE (1Ew--Bvs) | BFETRE RET®
RO LTS 2.43(0.90)  3.36(1.04)
AL & 2.71(0.96)  3.36(0.72)

PEOEN T & 3.21(0.67)  3.57(0.90)
TLDOLRT S 4.71(0.45)  4.50(0.50)
TREOILSE 2.57(0.98)  3.21(0.94)
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5.3 E=R

RETHL, BAATHEL ) PRI IE oz k
Bz, A7— N7 4200y ZERSCHEHICHET

REWEEZOND, LA L, HIFFEBRTHELZS
AT = RNIEELSPHELZDDTH L0, LFEET
BICFREZET LI DD, S77AM> TVBENTN
AT = FCIE LD FRREREHIAE L 2 % L HERTE S,

1 BT WIERERE N & OB AT . SCHk [8] @
JiRIE, M7 BRI & RIS E AT RET, 4 O
%% NEFN & TEINT 2 DI2HhH B IE 30 Bk & F
b, Lo L, ERICHT2LEeREEZ ST
Bo¥, EFHOLPLEEEETE . WELICOWMHEL
F#2 SWIPASS [9] Ti&, #IR (R 74 7) §5M1EH 3
LNz lb Y, BAEKFHIEISHMEETH L. L
L, B& B3 2Lt RV & v ) REDSDH 5
720, F—S&fE T L v,

DbEnz & xy, REFHRIIRD SN ZEITE D
FRBEESZNEES L RVIRE, 72821814 0N
VX VTEOEE Y — EAOBETIETOICERHWTH

31| 0| 0| 0|0 |24|24|14

0 (24| 0| 0|0 |24)|24|24

O[O0 |0|24/0|0)| 0O

21| O 0 0 |24| 0 [24] 12

7 A THEOMAER (%)

Fig. 7 Usage rate of sequence array for existing method.

24| 0 0 |24 0 |24 0 (4.8

48|24 0 |24 0|0 24| 0

4.8 |24 24171 24 |24 0 (4.8

9|0 241 0 0|0 24|48

8 RETHEOMHER (%)

Fig. 8 Usage rate of sequence array for proposed method.
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Fig. 9 Simulation of appearance for each color vision type.
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