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A Study of Electromagnetic Analysis for a Secure PUF

YUSUKE NOZAKI'! MASAYA YOSHIKAWAT!

Abstract: The risk of counterfeit semiconductors is pointed out. The counterfeit semiconductors may occur the accident not
only consumer electronics but also the infrastructure. Therefore, to prevent the counterfeit semiconductors, physical unclonable
functions (PUFs) have been attracted attention. On the other hand, the threat of machine-learning attacks for PUFs was reported,
and then secure PUFs, such as an XOR arbiter PUF or a lightweight PUF, have been proposed. However, a new machine-learning
attack using side-channel information such as the power consumption for these PUFs was reported. Also, to obtain the security of
PUFs, it is very important that a detailed tamper resistance verification of PUFs. Therefore, this study proposes a new
electromagnetic analysis for the XOR arbiter PUF. The validity of the proposed method and the tamper resistance of the XOR
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arbiter PUF against electromagnetic analysis are verified by several experiments.

Keywords: Hardware security, Physical Unclonable Function, Electromagnetic analysis, Tamper resistance
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Figure 2 XOR arbiter PUF.
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Figure 3  Outline of the proposed method.
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Figure 4 The implemented XOR arbiter PUF.
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Figure 5 Floorplan of the implemented XOR arbiter PUF.
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Figure 6 Experimental environment.
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Figure 7 Enlarged view of the location for the measurement of
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Table 2 Analytical condition.
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Figure 8 Experimental results.
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Figure 9 Results of machine-learning attack for each arbiter
PUF.
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