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An Evaluation of FPGA Dynamic Reconfiguration by

n-gram Forecasting the Packet Stream of Encryption Communication

YUHEI N1wA,t ATUSI MAEDAt and YOSHINORI YAMAGUCHIY

In this paper, we propose the reconfigurable system model which use FPGA to encrypt the
data in the server-client encryption communication. In such a system, raising the availabil-
ity of FPGA improves the performance. Therefore, it is important that the development of
the prediction method to reducing useless reconfiguration of FPGA effectively. We propose
the method of predicting the encryption algorithm used in the near future requests based on
history of requests received so far to improve the efficiency of encryption. We employ the gen-
eralized n-gram model for that prediction, and verify its characteristics. In the result, when
the overhead of the reconfiguration of FPGA grows, in order to raise the FPGA availability
that shows the success rate of the forecast, it is necessary to enlarge the number of block
components, too. Moreover, when general purpose FPGA is used and this prediction method
is used, it is FPGA availability of about 70% compared with an ideal case predictable in all
the futures; this is a theoretical upper bound of the FPGA availability.
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Fig.1 Encryption communication model.
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Table 1 Evaluation parameter of the model.
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Table 2 Pseude server log.
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Fig.2 Cumulative distribution of continuous frequency.
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Fig.3 Cumulative distribution of arrival time difference.
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Fig.4 Generation result of continuous frequency.
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Fig.5 Generation result of arrival time difference.
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Table 3 Use rate of each encryptions.

oooo A B C D

F G H I J

500 19.4 19.6 20.1 19.3
1000 9.66 9.73 9.68 9.76

21.6 X X X X X
11.2 11.7 7.70 10.8  7.57 12.3
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Table 4 An example of how to make block.
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Fig.6 Process determination algorithm.
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Table 6 Number of block components in which the maximum FPGA availability

is shown at overhead 0.01s.

2-gram 3-gram  4-gram 5-gram  6-gram 7-gram
C(5,2) 200 100 100 100 100 10
C(5,3) 50 50 50 50 50 50
C(574) 50 20 50 50 50 50
C(10,2) 10 5 100 50 50 20
C(10,3) 20 20 20 20 20 20
C(10,4) 1000 1000 500 2000 100 100
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Fig.9 Block components median which show the best
FPGA availability.
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Table 7 Maximum FPGA availability table in number of each combination in 2-gram predict.

0.0001  0.001 0.01

0.05 0.1 0.5 1.0 5.0

C(5,2) | 0.536 0.534 0.531
C(5,3) | 0.680 0.672 0.639
C(5,4) | 0.621 0.615 0.603
C(10,2) | 0.58  0.459 0.413
C(10,3) | 0.675  0.665 0.621
C(10,4) | 0.685 0.666 0.631

0.517  0.510 0.477 0.465 0.436
0.572  0.530 0.419 0.399 0.379
0.601  0.597 0.578 0.564  0.527
0.351 0.331  0.296 0.282  0.251
0.531  0.470 0.329 0.312  0.293
0.572 0.530 0.456 0.450 0.428

08 U0O0OO0O0ODOUDO 0.0500000 FPGAOOOUO
Table 8 Maximum FPGA availability of each combination at reconfiguration overhead 0.05s.

2-gram 3-gram  4-gram 5-gram  6-gram 7-gram

C(5,2) | 0517 0.518
C(5,3) | 0.572 0.300
C(5,4) | 0.601 0.718
C(10,2) | 0.351 0.372
C(10,3) | 0.531 0.538
C(10,4) | 0.572 0.574

0.523
0.613
0.718
0.460
0.542
0.594

0.528 0.541 0.551
0.621 0.624 0.625
0.719 0.720 0.725
0.505 0.520 0.523
0.543 0.544 0.544
0.594 0.595 0.595
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Fig. 10 FPGA availability median by changing of n-gram.
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reconfiguraton overhead 0.05s.

FPGAOOOOODOOO 0.0 00O0O0ODOOOO
ngram 00000000 FPGAOOOOOOO
O00000000o0ooO00O FPGAODOOOOOO
O00ngramO0O00000000O0O0C0OOODOOC
OO0Ongram 00 10000000 FPGAODOODO
ooooooooooooo

1 1 1000 10000
—+—0.0001

—=—0.00
—a— 0.01
—— 005
——01
——05

——1

0.01 —5
O 0 ERERSUED

012 00000000
Fig.12 An example of processing evaluation rate.

5.2 0OOO0O0OO

oboooooooooooboobocooooooo
ooo0oooooos%uooooooooon
O000000o0ooOoOooooa%uoooon
O00000090%000090percentiled 000000
0000000000000 O0O0O0U 1W0%0000
gooooooooooooooooboboooooo
gooooboooooooboooooobo o000
goooboooooooooobooooooooo
oooboooooooooooooooooboon
oooooooo

012000000000 100FPGADODOOOO
od 300000000 5.004-gramtddoonooOn
O0O0FPGAOODOOOOOOOOOOOOOOOO
oooooboooooobooobooooooooon
ooboooooooooooooooobooobobooo
000 FPGAOOOUOODOOODOOODOOO 120
O00000O0O0O0O000005100000 FPGA



40 gooooooooooooooooboooooo Feb. 2007

0.002
£ L
H:E: 00013
i
- +
EH 0.001 . Yree, ., P
-IE:;J . R R +
= * 8 * + * .
= . sr e et
o 00005 | LR SR *
*

0

013 2gram00000000000OOO
Fig.13 Predicting overhead at 2-gram.

coooOooooooOOO000O00o0ooboobO0oo0o
oo0o0oo0ooooOoobO0O000o0ooooooood
ocoooOOoooooOoOOO000o0booooboDoO0o
ooo0O0O00000000000000000000
OOOFPGAOODOOOOOOOOOODODODOO
ooo0OOoO0oOoooooooooooooooood
oooooo

000000000 00000000000FPGA
coooooooooboOooooooobboOoooo
ooooboo

53 000000

011300000000o000 102-gramO0000O
ooo0o01000000000000000000
0000000000 000000000 FPGAD
ooooOoOoOoooooOOoOoOoOooooooood
gobooooooooooooooobooooobo
coooO0o0o0o010000 2gram 0000000
coobooooooooboobooooooooooooo
2-gram[ 3-gram0 - - -07-gram 00 0 n-gram 000
gobooobooo im2o0000000000000A0
ooo00O00000140000000000000O0
O000000000o0o0o0ooo0O0O000 n-gram
ooo0oooooooOoOO0o0oo0ooooOoD0O0o0O
oo0o0ooooooooOooooooooooood
OmsecO00 ngram 000000000 14000
oo gram000000D0DODODOOOO
ocooooooooobOOoooooooobooooo
oooooooo

ooooooooooooooooooooooo
O*On-gram0d — 10000000000000C0OO
O000000000000000 n-gramOO0000O
O0000000000ngramOOO0OOOCOOOO
ooo0O0o0o0oooooODOO0o0o0ooooobOO000O
goboooobooooboooboboobobooooDog2n
Jododod0Ongram 00 BOOOODODODODOODO

014

o1z

o

O2gram
W 3gratm
O4gratm
O5gram
W Ggram
O 7gram

=)
3

=
5

—— g

TR ERIRR b

— n o o o
— w Irs)

€ § 8 8 B
FOyORRERRIE ‘“

014 0O0O00OO0ODOODOOOOOOO
Fig.14 Predicting overhead median.

gooodoobooooOogooooooogoooo
gd00o0oO0ooOooooOoooboogooooo

goboo0oooobooooooobboooo 10.00
000000000 0.0001000000 285msec/bit
goobOOo0obO0o0obDbO0o0b00 1400 7-gram
ooooobooogo 20000000 0.12msec0 0
goooooooooooooooobooooooo
0000000 1/iop0000000000000O
goooboooooOooOoOooooboooooooobo
ooboooooooobooooo

54 0O000O0O0OODOODOO

54.1 0000 queueD OO

52000000000FPGADOOOODOOODOO
0000000000000 00DO0oooooon
O00000O00Db00b0bOo0oooon queue d
goooobooooooooboooooooooo
goooooooooooOooooobooooooo
oooobooobooOooOoOoOoooboooooooobo
O0quewe 00000000 OOODOOOOODO
ooooooooooboooo

OO0 quene00000000O0OOOOOOOOOO
000000000000 queneOOOoOoOOOOO
gooooob 100000 100000000
100FPGAODOOOOOO 300000000 5.00
4-eram 00 00000000OFPGAOOOOOOOO
O000ddquene0O00O00OO0OOOOODDDDOO
O000D00O000000OO softdd queued OO
gooobooboooOoOooopoooooOooooo
OO0 quene 0000000 FPGAOOOOOOOO
O0D00O0000o0oOFPGAOOOOODOOOO 0.5s
0000000000 COsoft000O0DoOoOoooon
oobooOoobooooo

0100000000 quened00OO0ooooOoOg
00000oooooo00ooooooooooooo



Vol. 48 No. SIG 3(ACS 17) ngram 00000 FPGAODOOODOOOOOOOO 41
1300 - 10000
3 4
1100 [@] 8000 —— (.00
™ —+— 0.0001 = —=— 000
500 1 e 0001 [a] 8000 —— 001
E —+— 001 ”CZJOOO . ——005
370 —— 005 £ ——01
——01 £2000 —-08
500 =t N =
30 ' : ' 1 10 100 1000 10006——=oft
! 10 10 1000 1e000 J Oy EmRERNIE
O R E S ED

015 00000 queue OO0
Fig. 15 Maximum queue size.

gooobooooooooooooodbqueweOO
gooobobooooooooooooooooooon
ooo

O 15000FPGAOOODOODOOOODOOOOO
00000000 queue0O00O0OO0OO0OOOOOO
oo0 122000 U0Ub0000000O00O00DOCOO
goooooi1zoo0o0o0000000 1500000

gooooooooooobooooboooogoa

FPGAUOOODOUOOODOOOOOOOOOOODO
goo0ooooooboooooooobooooooobo
go00o0o0obooOoooooooogoooo

5.4.2 queue00OO

541 000000FPGATDOOOOOOOOOO

gooooooooobObODOObOO000000000o

0o0o00Do000O0o0bOoobOooboboooooo
gobobooobobbobooboobobooo
gooboobooboooo

O0O00Oqueue 00000 LinuxO OSOOOOO
godobO 128000000000 quened OO
gobooooboboboboobooboboooo
000000000000 0Oquened 0000000
gooooDo00obooobooboooooobooo
00o00D0o0bOO0o0bOOobOOooboooooooo
ooo

queue D0 00000O00Oquened0O0O0O0OOO

ooboooobodd quewed0040ooooood

goooobooooooooooooooooooon
goooboobooooooooobooooooooo
oobooooboocoobobooboileboOoOod

0Ol6 00000000 100FPGADOODOOOO
0300000000 5.004-gram 00000000
OOqueve D00 0O00O00O0O0O0O0COOOOODOOO
O00000DO00000 queueDOOOO0OOO
FPGAOOOOOODOOOOOOOOOOODO

0 16 queue 000 128000000 queue 0000

Fig. 16 Queue overflow times at queue size 128.

000000000 0Ooooog seftdoon
0le0000dbOOO00ODOoOobOOOoOoDoOnon
gooogooooooo0bnODO queneOOODOOO
00000000000000000000000d
O6000000000000 1.5%00000000
0o0oo0ooooooooooooooo
ngram J 00000 FPGADOOODOOOODOO
goo0oOoOoooooOoOooogoooooooood
OO00O0O000OOOoOobooogo,noodnOOd queue
gooooboooogioo0o0bDOOOOOOODDO
ooooooogd
00000000 FPGAODODOOOODOOOOO
O000D0000000o0oooooooooooood
0000000000000 00g0ooooooog
ooooO
OO0oooooooooooooolooono
oooooooooooogooloooooood
0000000 1,371 packets/s0d 4.5 Mbps 00O 0 O
410000000 s000000000DODDOCOO
00o00O0o0oodbooooooooooooooodg
000000000 0o0oooooooooooood
0000d00oooooooooooooooog 16
0000000 quene00000000DODODDOOO
00000oooooooooooog
00o00o0o0ooOoooOoO0oooooooooooo
ooo0o0oOo0odoooooooOooooooood
ooo0o0oooooooboOoooooooooood
0000000000000 0000000OOn-gram
O0o0O00oUoooooooooooooooooog
000000o0oU0oooooooooooooo
0oooooOoooooOoooOoooooooon
000000000 00o0oooooooooood
000000000000000000000oog
00000000000000ooooooooog



42 gooooooooooooooooboooooo

ooboooobooooo
6. DOOooOo

00000000000000000000000
0000000000 FPGAODOO 90%0000
0000000000000 ngramO000000D0
O0D0000O0OFPGADODODOOODODDOOD
000 8%00 FPGAODODOODOOODOOOOO
0000000000 00FPGADDOOD 40%0 O
00000000000000 50%00000000
0000000000ngram00000000D0O
0000000000000 000000000000
000000000000000000000000
000000000000000000000000
000000D000000O000n
00000000000 000000000000
000000000000000000000000
000000000 AES-CBCOODOOOOOOO
00000 100000000000000CBCOO
000000 100000000000000000
000000000000000 AES-CBCOOO
00000 10000000000000000100
000 100000000000000000000
00000000D000000D000 1000000
000000000000000000000000
000000000000000000000000
0000000000000 000000000000
O0OOFPGAOODOODD 100000000
0000000000000000000000000
0000000000 10000 xilinxk 0 xc2vpl00
000500000 xe2v8000 0000000000
00oooo®o00000000000000000
0000000000000000000000000
0000000000000D0000000000
0000000000 00000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000 00D000000000000
000000000000000D00D0000000
0000000000D00000000000000
oDoooOg
00000000000000000000000
000000000000000000000000
0000000000000 00D000000000

Feb. 2007

gbooobooooooobooooboooboOoooo
gboboooooooooooobooouooooooo
goboooooooobooooocoooooooboooo
gooooOooooooooooooooobooooo
gobooOoooooooboooooooooooboooo
goooobooooboooooooooo

gooooboooooooooooboooooooo
gbooooooooon

7. 0000

00000000000 FPGAODOODOOOOOO
000000000000000000000000
00000000 DO000oDoo

BellowsOOOOOO¥ O FPGAOOOOODOO
00000000000 Chodowiec DO OO OO
0000000000 FPGAD AESODOOOOD
3DESO0DO00DO0O0O0DOO0NONO0NDONONDDOO
00000000 00000000

0000000 o0o00000000000 w
00000000000000000 DRP-1000
000000000000000000000000
000000000000000000000000
000000000000 D000000000000
000000000000000000000000
000000000000000000000000
00000000 0ODOoOooo

ODOoDO0D0Y OO AES-CBCOODO 6000
000000000000000000000000
000000000000000000000000
00D00O0000000000000000'Y 00
000000000000000000000000
000000000000000000 200000
0000D000000000000AES-CBC O slice
000 34%0000001000000000000
00000000000 1.5%000 slice0 D000
OJ000OO0O0OODEC-CBCOOODO 6000000
0000000000000 D0000D0O000

0000000000000000 DRP-1000
1600000000000000000000 50
000000000000000p 00000000
00000000000 000000000o0on
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000 D000D000D000D0000
000000000000 000000000000



Vol. 48 No. SIG 3(ACS 17)

000000000000000000000000
ooo

0000000 FPGADDOOOOODOOOOOO
00000000000 FPGAOOOOOOOOO
0000000000000 FPGADOOOOOO
000000000000000 Tsutsui DO OO0
000000 o0000000000noononon
FPGAOOOOOODOOOOO0OODODOOOO0OO
0OFPGADODOOOODOOOOOODOOOOOOO
000000000000000000000000
000000000000000000000000
000000000000000000000000
oooo

8. 0O 0O O

goobooooobooooooooboooobooDo
oooopooorPGAOOOODOCOOOODODOO
goooboooooooobooboooooooooon
OO0FPGAOOOOOOOOOOOODOODOODOO
OO00ngramO0O000000O0O0O0O0OO0O0OOO
ooooooooooooo
oobboO0ngramO0000O0O0O0CCOOODOO
goooboooooooooobooocoooooooo
gobooooobooooooobooooboocooobooo
OO0O0O0OO0OFPGADOODDOODOOOOOOOO
O0000oracle 0000000000000 90%00
O rFrPGAOOOODOODOOOOOOCOOOOOOO
O0OFPGAOOOOOOODOOOOOOOOOOOO
0O FPGAOOOOOODOOOOODOOOOOOO
OOOFPGAOOOODOODOOOOOOOOO
O0OFPGAOODOOOOOOOOOOOODOODOOO
goooboooooboooboobooobooboooo
O00On-gram 00000000000 FPGADOODO
goooooboooooboooooo
oooooo0ooo0o0oD0000 n-gram OO0
goooooooooooooooboooooooo
ooooooo
OO0 WebOOOOOOOOOOOOOOOOO
goooboboobooooooooooooooooon
goboooobooooboocooooooooooo
gboboooboooooooboooboooon 1enO
O0OO000000000BOID201530001300000
ododoooooooooooooooOoObOOOOoOoo

ngram 0000 FPGAOOOOOOOOOOOO 43

o o o o

1) D00o00oO0oUoo0ooOooooUooooo
000000000 8 (1999)

2y b000o0OoOo0Oo0oDOOOoOoUOooOO
O0o0Do00ooo0oDoo0oooo0O FPGA OO
gooopobOooooooooobooooao
00000000000 D0OD0ODDOOVold4s,
No.SIG12(ACS11), pp.110-119 (2005).

3) http://www.ll.mit.edu/IST /ideval/
index.html

4) Xilinx: Virtex-2 Platform FPGAs: 00000
gd

5) Nechvatal, et al.: Report on the Development
of the Advanced Encryption Standard, Journal
of Research of the National Institute of Stan-
dards and Technology, Vol.106.

6) http://www.nist.org/aes

7) http://www.ipa.go.jp/security/enc/
CRYPTREC/fy15/doc/

8) http://www.gnupg.org/

9) http://www.opencores.org/

10) 0000000000000 0O00 FFODO
0000odoooooooo FPGAOOOOO
J0000DOO0ODOODOO D-10 Vol.J88-D-1.

11) Dandalis, A., et al.: A Comparative Study of
Performance of AES Final Candidates Using
FPGAs, Lecture Notes in Computer Science,
Vol.1965.

12) Elbirt, A., et al.: An FPGA Implementation
and Performance Evaluation of the AES Block
Cipher Candidate Algorithm Finalists, pp.13—
27 (2000).

13) Virtex2-Pro Complete Data Sheet.
http:// direct.xilinx.com/bvdocs /
publications /ds083.pdf

14) Bellows, P., Bhaskaran, V., Flidr, J., Lehman,
T., Schott, B. and Underwood, K.: GRIP:
A Reconfigurable Architecture for Host-Based
Gigabit-Rate Packet Processing, pp.121-130.

15) Chodowiec, P., Gaj, K., Bellows, P. and
Schott, B.: Experimental Testing of the Gigabit
IPSec-Compliant Implementations of Rijndael
and Triple DES Using SLAAC-1V FPGA Ac-
celerator Board, pp.220-234.

16) 0OD00O0O0O00OoU0OoOoOoooOoOoooUoO
00 0O0obOooobobobobooobonbog
go0odoooboboooboooboooooa
0doo0oO0000oOogO SLDM-1190Vol.2005,
No.27, pp.13-18 (2005).

17) O000OO00000oOoooooOoooooooo
goo0oo0o DbOoOOobOooobobooboooooo
O DRP-1000 AES-CBCOOOOO 4000
gbbbobobOoboobobboOobOobOpp.239-



44 gooooooooooooooooboooooo

242 (2004).

18) Tsutsui, A. and Miyazaki, T.. YARDS:
FPGA/MPU Hybrid Architecture for Telecom-
munication Data Processing, pp.93—-110.

(00180 7 0 21000)
(00 180 110 14000)

o0 OooOoooooo

20020 000000000000
oooooooooooooooo
goooooooooooobooo
gooooooooooooooon

‘Ah 00FPGADODDO0DOFPGA

goboooboooo

o0 ooodoooo

1994 000000000000
goooobooooooooooooo
OOoOooOO0moooooo19970m
19970 ooooooooooon
gooooooboobz2ooc000000
gbobOoooobobooz2o040000000000
00o00o0ooO0ooD0oooo0oo0omouo/o0oooo
gooboooooooobobooooooobooooobo
goooooooooooooooboooooboobo
00o00oooooooDACMOOO0O

Feb. 2007

00 OoObooooo
1972 000000000000
! goboobooboooboobooo
| S goboooboobooboobooo
‘ . goobooooooboorgooono
& gdooooobooboboooo
0Mmooooo 199330 mooooooonooono
gOooDo0o0oo0ooOobOoobOoooobooooo
Oo0bOOobOO0o0dbDOoOoDbOOoOooOooooooono
00000000D0O0ODbO0O01991 00000000
000199 000000000000 b00ooDooono
000000 IEEEComputer Societyd ACMO
pooobobooooobooa




