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Abstract: Smartphones are now very popular because users can install applications according to their pref-
erence. However, existence of applications that access personal information and leak them is pointed out.
Generally, in Android, accesses by applications to data is controlled by Android Permission mechanism. In
Android 5.1 or earlier, it requests permissions to a user only once before installation of an application. The
user must decide whether the application is trusted or not at that time. Therefore many users give per-
mission without enough understanding because they want to use the application soon. On the other hand,
in Android 6.0 or later, the mechanism called Runtime Permission was added. It is supposed to solve the
problems of older versions of Android. So we collected applications from an existing and famous application
market. Then we examined how they request permissions to user using Runtime Permission mechanism.
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