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System-on-Chips (SoC) embedded in digital media systems become more complicated and
sophisticated because various functional modules are integrated into them. Safe, secure, and
dependable runtime environment that covers whole SoC is expected to avoid interference
between processes of functional modules. Therefore, we propose an architecture of SoC virtu-
alization that realizes such runtime environment for software and hardware. The architecture
adds platform-independent hardware IPs to SoC. The hardware IPs and hypervisor realize
SoC virtualization by access control for memories and devices, and delivery of interrupts from
devices to an appropriate destination. Feasibility is studied by prototyping with FPGA and

performance measurement.
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Fig.1 Concept of SoC virtualization.
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Fig.2 SoC with hardware IPs for virtualization.
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Fig.3 Protected area in HV mode.
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Fig.4 Mode manager and protected area.
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Fig.5 Memory access controller.
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Fig.6 Device access controller.
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Fig.7 Device interrupt processing.
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