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An Authentication Method That Supports both Anonymity
and Malicious User Identification for P2P Environment

MoToNORI HiraNO, 12 Kazuyukt SHuDO,™ Yosaio TANAKAT
and MITSUHISA SATO'!

In order to establish a secure, and useful P2P environment, we propose an authentication
method called AUBReX (Authentication method Using Buddy-buddy relationship
Represented by Cross certificate), which supports both anonymity and malicious user
identification, for P2P environment. In the AUBReX, a trusted relationship (fellowship, or
buddy-buddy relationship) between two users is represented by issuing X.509 cross certificate
each other. The cross certificate has a secure-hashed CommonName as an end entity, that
can only be revealed between the users. By collecting such anonymous cross certificates via
P2P connection and generating a certificate chain and verifying it, the AUBReX provides an
authentication mechanism between users who don’t have direct trusted relationship. We have
made a sample implementation of the AUBReX and tested basic authentication functional-
ities with the implementation. With results of the test, we conclude that the AUBReX can
be an effective authentication method for our desired P2P environment.
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