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Implementation and Evaluation of Shadow Paging on Gandalf VMM

Mecuwmi ITof! and SHUICHT OtKAWAT!

While the provision of secure and reliable, yet efficient execution environments is a must for
embedded systems, users’ desire for using applications of their own choices is rapidly grow-
ing. In order to deal with both requirements, VMMs will be an answer. By using VMMs in
embedded systems, we can effectively utilize the resources, improve safety and reliability. We
designed and implemented a multi-core processor-oriented lightweight VMM, Gandalf. This
paper focuses on shadow paging, which enables memory protection among guest OSes. A
VMM can monitor the use of memory by guest OSes through shadow paging. We designed
and implemented the two models of shadow paging. The results from benchmark experiments
show that Gandalf performs better than Xen.
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Fig.1 Structure of a Gandalf VMM based system.
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Fig.2 Memory map.
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Fig.4 Overview of shadow paging.
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Fig.5 Structure of Single Shadow Model.
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Fig.6 Structure of Multiple Shadow Model.
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Table 1 Overheads of virtualization and shadow paging.
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