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Cryptographic Communication with Pseudo Plaintext

MASAYOSHI HAvAasHI®  HIROAKI HiGAKI D)

Abstract: One of the fundamental methods for eavesdroppers to achieve a plaintext from a cryptogram is
the round robin attack where available decryption keys are exhaustively applied to the decryption procedure.
Here the reason why the eavesdroppers find the correct decryption key and the achieved decrypted text
is the plaintext is that the decrypted text is contextually valid. This paper proposes a novel cryptgraphy
method where pseudo plaintexts which seem to be contextually valid are mixed into a cryptogram with the
plaintext. If a eavesdropper applies a pseudo decryption key to the decryption procedure, the contextually
valid pseudo plaintext is achieved that the eavesdropper cannot determine whether it is a plaintext or not.
This paper also shows concrete encryption/decryption procedures and an implementation by using Python.
In addition, we show that our proposed method with mixture of pseudo plaintexts requires eavesdroppers for
longer decryption time and the probability for them to achieve the plaintext extremely decreases.

Keywords: Cryptography, Common Key Cryptosystem, Pseudo Plaintext.
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ooooodooooooooooooooooooon 35 secret_key2 = (rand.getrandbits(256))
00000,00000000000000000000 36 if parityOf(secret_key2) == 0:
000,0000000000000000000000. 37 parameter key2 = 0
Ise:
00000,0000000000,0000000000 58 else
39 parameter_key2 = 1
O0o0o0oooooooooooooooooooooo 40
oooooooooo. ooo,0oboo00coooooo 41 while parameter_key2 == parameter_key1:
0000000000000 0O0DOO0ODOOOOoDOOooDOoO 42 secret_key2 = (rand.getrandbits(256))
0000000000000.00,000000000 43 if parityOf(secret key2) == 0:
ooooooooooo. 44 parameter_key2 = 0
45 else:
46 parameter_key2 = 1
oooo 47
[1]  Daemen, J., RijuMen, V., “The Rijndael Block Cipher,” 48 #OUOUOU
AES proposal, First AES Candidate Conference (AES1), 49 print("True Key,is,"+str(secret_keyl))
(1998). 50 print("Pseudo Key,is "+str(secret_key?2))
[2]  Shannon, C.E., “Communication Theory of Secrecy Sys- 51
tems,” IEEE Press, pp. 84-143 (1949). 52 #00000

3] 0,“000000,,000000000000 (2002). 53 secret _keyl = binascii.unhexlify(’%x’> % int(bin(

secret keyl), 2))
] ] 54 secret_key2 = binascii.unhexlify(’%x’> % int(bin(
secret_key2), 2))

Al O0O0OO0OOOOOOOOO 55
56 #
. 57
1 # —x— coding: utf—8 —x—
2 from Crypto.Cipher import AES 58 #AESOODDDODOO
3 import Crypto.Random.random as rand 59 c.ryptol = AES.new(secret keyl)
4 import binascii 60 cipher_datal = cryptol.encrypt(messagel)
. 61
5 1mport sys
6 62
7 # 63 #AESOOUOOOOOOOO
8 #00 64 crypto2 = AES.new(secret_key2)
9 messagel = ’This_is true message not pseudo.’ 65 cipher.data2 = crypto2.encrypt(message2)
10 66
11 #0000 67
12 message2 = ’Sorry, this is a pseudo message.’ 68 #0OOODO
13 69 if parameter_keyl == 0:
14 70 last_cipher = cipher_datal+cipher_data2
15 # 71 else:
16 #00000000 72 last_cipher = cipher_data2+cipher_datal
17 def parityOf(int_type): s
18 parity = 0 ™
19 while (int_type): (& #D b0 D Joooo D )
20 parity = ~parity 76 print("Cipher Text.is"-+repr(last_cipher))
21 int_type = int_type & (int_type — 1) 77
. 78 #
22 return(parity)
23 79 #OOOD 200
01 # 80 subcipherl = last_cipher[0:len(last_cipher)/2]
o5 #00000000000 81 subcipher?_ = last_cipher[len(last_cipher) /2:len(
26 #00 256bit last_cipher)]
27 secret _keyl = (rand.getrandbits(256)) 82
f Dar 0 83 #0000
28 if parityOf(secret keyl) == 0: .
29 parameter_keyl — 0 84 print(u’Enter Key’)
30 else: 85 ) )
a1 parameter_keyl = 1 86 key = sys.stdin.readline()
19 87 key = long(key)
33 000000000000 88
34 #00 256bit 89 #O0UDOOODOOODOOO
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90 if parityOf(key) == 0:

91 parameter_key = 0

92 else:

93 parameter_key = 1

94

95 #O0OOOO

96 key = binascii.unhexlify(’%x’> % int(bin(key), 2))
97

98 #OOOOUODOODODOOO
99 if parameter_key ==
100 DEC = AES.new(key)

101 original_messagel = DEC.decrypt(subcipherl)
102 else:

103 DEC = AES.new(key)

104 original_messagel = DEC.decrypt(subcipher2)
105

106 #000000
107 print(original messagel)
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