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SWIFT: String-wise Information Flow Tracking

SaTosHI KATSUNUMA, ! RyoTA SHIOYA,T!
HipDETSUGU IRIE, 12 MASAHIRO GOSHIMAT!
and SHUICHI SAKATI!

High-level injection attacks, such as SQL injection and cross-site scripting,
have a significant effect on computer security. Dynamic Information Flow
Tracking (DIFT) methods, which have been proposed nowadays, detect a wide
range of these attacks. Hardware-based DIFT works with most programs. How-
ever, hardware-based DIFT produces the false-positives and false-negatives.
In this paper, we propose a new hardware-based DIFT which is referred to
as String-Wise Information Flow Tracking (SWIFT). This technique does not
propagate tags by instructions, but by string operations, which leads to high
propagation accuracy. We implemented SWIFT on a Pentium-based Bochs em-
ulator and investigated its propagation capability. As the result, it is shown
that SWIFT is more accurate than existing hardware-based DIFT.
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Fig.1 Vulnerabilities of applications in CVE.
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Fig.2 Vulnerable server application.
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2.2 SQLOOOOOOOO
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000000 SQLOO0OoO00oOo0ooo0oooooooooooUoooooooDoO
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$cmd = "SELECT price FROM products
WHERE name ‘".$name."’"

o000 pHPOOODOOODODOOOOODOOODOOOOOOOOOOODODOOO
000000 name0000000O0COO0O0DODOCOO0OO0O0OO0OO0 emdOOOOOODO

0000000 emdO SQLOOOOOOOOOOOOOOOOOOOOOOO
tmp’ ;UPDATE products SET price = 0
WHERE = ’house

0000 SQLoboboboooooooooodg
SELECT ... WHERE name = ’
tmp’ ;UPDATE ...

0000 SQLOO0O0O0O0O0O0OO0ooOo0ooo0o0oooooooooooooooo
gooooobooooboooo
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http://market/search.php?goods=house
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<HTML>
goods does not exist: house

’house’

</HTML>
0000 WebOUOGOOOOOOODOOOODODOODODOODDODOODOODODDOOOOOO
0000 goodsOOOO0O0ODODOOOOOODOOUOODODODOO WebOOooooOoOoo
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</HTML>
gdoo WebOOOOOGOODODOOODOODODDOODOOODOOODODDOODODOOODOO
gdo
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3.2 0O a
DIFTOOCOOOOOOOO0O0OCOOOOOOCOOOODOOOOOOOOOO0O0O000O0
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gooboooboooooooobooooooobooooobobOobboOoooobobooooo
gboooooooooooboooboobooooboobooobooooOoobooobooooDo
gobooooooooooooobooooooboooooooooooooboooooboo
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Table 1 Checkings in DIFT.

ooo oo ooooooooooD oooooooo
pooooo goooooo Cross-site scripting

oooooo SQLOOO0OO SQL injection
oooo ooooooooooD PHP remote file inc.
gooooooo Directory traversal
oo openld execve 000 Symbolic link follow.
oo Command injection
ooo o oooo Command injection

gobooooboooobooobooo
gboooooooooon

dest = translation_table[index];
0//index 00 dest 00O

gooobooooooooobooooooobooboOoboo0oooooOoboobooooooDoon
oooobooooooobooobooooooboboooobobooOoooooboooooDooo
uoboodoooboooooboooboooobooobboobobbooOoooobobOoobooooo
oobooooboooboooboooobooooon

gobooooooooo

if(cond == ’+’)
dest =’ ’; // cond00 dest 000
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goooboooobooobooooooooooobooboOooooooboobobooobooDoOo
gooobooooooodoboooooooboOooooboboOooooobooOobOooobooDoDn
OO0 DIFTOO0O0O0ODOODODOOO

3.3 0 O0O0O

000 DIFT0000O0000000000000000O0DODOOOODODOOOOLDO
gobooooboooooooooooobooooooooboooooboboooobooooboooo
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$str =" s/(["\w 1)
/’%’ .unpack (’H2’, $1)/eg;
$str =" tr/ /+/;
03 PerlOO0O URLDOOODOO
Fig.3 URL Encode in Perl.
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y = trans[x]; // x00 y0OOO
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00D00000000000000000

y = *(trans + x);
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Fig.4 Memory tag.

00000000000 000000000000000000000o000o0onoooon
000XuDODOOOOO0OO0000000000000000000000000o0oono
000000000000000000000000000000000 80%00' 00
ooo

3.3.3 DOOOODOOO

000000000000000000D00000 40100000000000000
00000000000000000000000000000000000000000
Raksha® 000000000000 0OODOOODOOOOOOODOOOOOOODO
Raksha 000 40000000000000000000000000O0O0O0OOOO0
00000000000000000000000000000000000000000
000000000000000000000SO00000000000000000000
000000000oOoOoooo
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0 2 DIFT
Table 2 DIFT.
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Table 3 Memory access pattern.

0000 |(1d 1d 1d st st 1d st 1d st 1d st st st st
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ooog 4 1141111414411
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|
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St : (emd?,
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Store String Table (SST)
addr | size | D [ ID:0 D1 | D32 | ID43
sis | cls [ ess | pd | b badk taint
Wl ol vl
o c4 cs c6 c7| |c8| |co
>
Bl or
Load String Table (LST) TAMEEER
address (addr) : JEITA—FEhE-XFHEROTFLR
size : BEICA—FEN-XFINERDOT—4H (X
direct (D) : XFHDT 7 ERDLF (FIBE=IZREIE)
ID: XFIDHFIF
sum size (ss) : XFHDA—FEN-ERDAFHI (X
taint : BEO—FENI-XFIER (4/310) OT 1 MEHR
Store String Table (SST)
address (addr) : BEICARFENXFIBROTRLR
size : REICAPFENFXFIBERDT—EH (X
direct (D) : XFHNDT I EADHT (RIEEF LR IE)
sum_load size (sls) : EICAR7ENIHD, DISHIET X FHNOEEHA—FH (X
curr_load size (cls) : BEDRETT—XIZHITS, DISHGT EXFIOEROA—FHAX
curr store size (css) : REDREII—XIZH1TD, XFIERDRLTHAX

prev_size ok (ps) : —DHIDRETI—XTXFHNEROA—FRURNT YA X EHEBLTLDH
back (b) : RoTIRIESEANEN
back taint (b taint) : RO TEESE BT 1V MERE

05 SWIFTOOOOOOOOO
Fig.5 Hardware structure of SWIFT.
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000000000000 0OU0o0O0OoUOOoOoosSSTOOOUOOU 5(C4H)mooo
SSTODODOOODOOOO addressO directU size 00 000000000000 addressd
directd size 000000000000 seaddr 0000000 s_size 00O
(1) direct = +,0 A s_addr = address + size
(2) direct = —,0 A s_addr + s_size = address
00000000000 000000000D0000000DOo0000ooooooog
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command Id Id Id st st Id st Id st Id st st st st

address 40 32 33 14 64 20 65 34 52 35 76 34 66 67
size 41 14111141 4411

taint o1 1--0-1- 1 - -- -
(a) *EYT IR 18—

addr [ size | D addr [ size | D addr | size | D addr | size

2| 4 |o 2| 4

(b) PRLRBARRTEE () PRLRG5RRFE  (d) PRLRB6RNTE  (e) PRLRETARTEE
06 OOoOOooo
Fig.6 String identification.
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5.3.2 SSTOOO
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curr_store_size prev_size_ok 0 0O 0O 00O O 5(C5)0(C7)0(C9)OD0 curr_load_sizel
curr_store stize 1 0000000 0D0O0OOOOODO0OO0OOODOOOOOOOOOOO
OOprevsizeok 001 000000000000000O000OO0OOOOODODOOOOO
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00000 sum-load_size OO0 IDOOO0O0O LSTO sum_size 000000000000
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(a) 2BYT R 1E—

command Id Id Id st st Id st Id st Id st st st st
address 40 32 33 14 64 20 65 34 52 35 76 34 66 67
size 41 1411 1141 4411
taint o1 1--0-1-1
(b1) 7RL R330—FEFDLST (b2) 7L R33A—REFDSST
addr [ ID |ss | taint addr | ID: 1
sls [cls [css [ps | b|b_taint
82 |0 |40 [1[{1]0]0]
33 |1 |2 111
(c1) ZRLRBSALFEFDLST (c2) 7RLR65RFFEEDSST
addr | ID |ss | taint addr [ ID: 1
sls [cls [css [ps | b| b_taint
82 |0 |40 [1[1]0]0] 14 [2 |2 |4 [0 |1]0[0[1]1
33 |1 |2 11 65 |2 |2 [2 |0 [1[0[O[1]1
(d1) 7RLR350—FEFDLST (d2) 7L RA35O0—REFDSST
addr [ ID |ss | taint addr | ID: 1
sls | cls [css | ps | b| b_taint
82 (o [40/[1]|1/0]0 14 |2 (2 |4 [0 [1]0[0]1]1
35 |1 |4 [11]1]1 65 |2 |2 [2 [0 |1[0[O[1)1
(e1) 7RLR66 R FEFDLST (e2) 7RL R66 AR FEFDSST
addr [ ID |ss | taint addr | ID: 1
sls [cls [ess [ ps | b| b_taint
82 |0 |40 [1[1]0]0] 14 (2 |2 [4 [0 |1]1][1]0]0
35 |1 |4 [11]1]1 66 |4 [2 [1 |1 [0[0[0O]0]

07 ODOoOoooooo
Fig.7 String operation identification.
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Fig.8 Taint propagation.
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Table 4 LST.
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Table 6 Evaluations by string operation functions.
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00 base64_decode PHP base64 dec.
OkO O3 Perl URL encode
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Table 7 Results of evaluations by string operation functions.
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Table 8 Results of evaluations by string operation functions in detail.
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Table 10 Results of evaluations by network applications.
CVE Program Attack type Raksha_n Raksha_a SWIFT
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Table 11 Results of evaluations by network applications in detail.
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