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Linux.OSF.8759
Linux.Trojan.Mumblehard.E
Generic.Malware.IFg.4D3F0FFA
Linux.Cornel GEN.1473
Backdoor.Linux.Fpath.A
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Domain Transition Domain Policy (#5F%)

Linux.OSF.8759 file execute /usr/bin/newgrp
/usr/bin/newgrp file execute /usr/bin/passwd
/bin/bash file ioctl socket : 0x5412
Linux.OSF.8759 file read /bin/bash
/usr/bin/passwd file read /bin/su
/bin/sh file read /tmp/.X0-lock

file read /tmp/ Linux.OSF.8759

file read proc:/uptime

file write /bin/bash

file write /bin/su

file write /tmp/.X0-lock

file write /tmp/ Linux.OSF.8759

network inet dgram bind 0.0.0.0 3049

file execute /usr/bin/perl

file ioctl socket : 0x541B

file read /etc/host.conf

file read /etc/hosts

file read /etc/nsswitch.conf

file read /etc/resolv.conf

file read /usr/lib/locale/locale-archive

file read /usr/lib/perlS/CORE/libperl.so

file read /usr/share/perl5/AutoLoader.pm
file write /dev/null

network inet dgram recv 192.168.146.2 53
network inet dgram recv 216.239.32.10 53
network inet dgram send 192.168.146.2 53
network inet dgram send 216.239.32.10 53
network inet stream connect 74.125.25.26 25
network unix stream connect /var/run/nscd/socket
file create /etc/rc.d/init.d/raidcontrol 0666

Linux.Trojan.Mumblehard.E
/usr/bin/perl

Generic.Malware.IFg.4D3FOFF

A file create /tmp/.z 0666
/bin/sh file execute /bin/sh
/bin/chmod file ioctl socket : 0x5421
/bin/rm file ioctl socket : 0x541B
/bin/touch file read /etc/host.conf
/usr/bin/chattr file read /etc/hosts

file read /etc/nsswitch.conf

file read /etc/resolv.conf

file write /etc/rc.d/init.d/raidcontrol

file write /tmp/.z

network inet dgram recv 192.168.146.2 53
network inet dgram send 192.168.146.2 53
network inet stream connect 195.229.253.82 25
network unix stream connect /var/run/nscd/socket

Linux.CornelGEN.1473 file create /tmp/.sendmail 0666

/bin/sh file execute /bin/sh
/bin/chmod file read /dev/null

/bin/cp file read /etc/rc.d/init.d/sshd
/bin/mv file read /tmp/.sendmail

file unlink /etc/rc.d/init.d/sshd

file unlink /lib/.zaxxlog

file unlink /tmp/.sendmail

file write /dev/null

file write /tmp/.sendmail

network inet dgram recv 8.8.8.8 53

network inet dgram send 8.8.8.8 53

network inet stream connect 174.139.105.186 81

Backdoor.Linux.Fpath.A file append /dev/null
/bin/sh file append /tmp/mama
/tmp/* file create /tmp/mama 0666
/bin/sh file execute /bin/cat
=><kernel>/usr/sbin/sshd file execute /bin/mail
/bin/cat file execute /bin/mkdir
/bin/mail file execute /bin/rm
/usr/sbin/sendmail file execute /bin/sleep
/usr/sbin/postdrop file execute /bin/uname
/bin/mkdir file execute /sbin/ifconfig
/bin/rm file execute /usr/bin/clear
/bin/sleep file execute /usr/bin/id
/bin/uname file execute /usr/bin/passwd
/sbin/ifconfig file execute /usr/sbin/adduser
/usr/bin/clear file execute /usr/sbin/sshd
/usr/bin/id file read /dev/tty
/usr/bin/passwd file read /usr/lib/locale/locale-archive
/usr/sbin/adduser file write /dev/tty
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