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Power Analysis Method for an Authenticated Cipher MORUS

YUSUKE NOZAKI'! MASAYA YOSHIKAWA !

Abstract. The illegal attacks for the various devices include consumer products have been recently reported. Therefore,
authenticated ciphers have been attracted attention as countermeasures. MORUS is one of the most popular authenticated
ciphers, and it passed the second round of CAESAR. On the other hand, the risk of side-channel attacks for a cryptographic
circuit has been pointed out. However, side-channel attacks for MORUS have not been reported. Therefore, this study proposes a
new power analysis method for an authenticated cipher MORUS. The proposed method performs the power analysis for the
initialization. In addition, the proposed method analyzes the multiple rounds to improve the attack accuracy. To our knowledge,
this is the first attack for MORUS. Experiments using a field programmable gate array show the validity of the proposed method.
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Figure 1 Outline of the StateUpdate function.
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Table 1 Constant value w.
w fix
Wo 32
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W, 96
w3 64
Wy 32
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Table 2 Constant value b.
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Figure 2 Rotl 128 32 function.
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Figure 3 Initialization.

ﬂul*ﬂ,ﬂ;ﬁftﬂﬂ@ﬁ%ﬂi”Db\fgﬁﬁﬂ@'é WML A
3ITRY. KW 3 ITRT R DI, WIHHEAE TITA State
LYRE (So0, So1> So25 So3s S0,4) IZHITHIME & LT, #IH
7 MV IV, RS K, 2T 1 OEIE 1'%, EHAE const,,
TEHAE const, # ANJ19%.F LT, m=0 & LT, StateUpdate
BB DA 2@ 3 5 . FIHMEALEE T, StateUpdate BA%X

(© 2017 Information Processing Society of Japan

Vo0l.2017-UBI-54 No.17

Vol.2017-CDS-19 No.17

2017/5/26

EAFIClomEEMTS. $4bb, G T16[EIxS T

;=80 T ROWEAZITH. F/=, KT T FTHD
80 7 7> KB OMME T, K (OWIRTUMEAELTH .

§, =5, @K (6)

2.2 EAHRH

BARNTIL, BB — R U = 7 AL OV # B ) 2 8L
L, B L7 WHEENERCBEROFI, W5 &R
% Z & T DO RLE SO 24T 5 . REW e BIEHTIZ
%, 7531 HT (Differential Power Analysis: DPA [8]) =
FHBEE I ENT (Correlation Power Analysis: CPA [9]) 72 £ 23
b%. CPAIIMEN— R =T NEOT—% LY XL O
T2 BB L HEES L ORITAE T 2 FHBIBR A AT IR
A3 5. BEMICIE, BEEOY (K530 L5448z
T8O TFRELFIAT 224 T, LYRAZBOT—
AEBEHET LS. T2bL, LYRXBEONI T
(Hamming Distance: HD) % #tH 4 %.

ZLTC, fHALIZHD EHBE) w LOET Y OB
Bl &, RAMEAWCHEIT S, 20L&, hiI Iy
JURRE h OFIIEE, w (ZHEES w O L, D IR
BricER LicT — % 0%, ¢ IR LcEEEEEO
e[l ooV T fEER LT D.

>l < -7)

= 0

"Rl S

WA%IZ, CPA TIXET Y U OFBEGRE p 2l K & D8k
DOTHMEZ IEfffE L L CTHET 5.

3. BEF&
3.1 R—RBHEF

RETFIETIL, MORUS DHIHILALER % %} 512 B ki
AT METFIEOMEZX 418 T. K4 1273791
WHUELEED 1 7 7 FHZXIGUI CPAZX—RA L L&
Tt 247 5 . BARRYIZIE, 1 & H O State LY A X DI
8 Soo BERMOEIINZ bvIv) &1 70 REKRTHD
il S0 CRAODME) & DI vV HREEZEITICHVS SO
ET5.

TOEE, MBRLTHHHIE S %, K1)k X (@®)TE
By2Z Nk, 22T, #I~s bv IV & EKE
128, consty IZEEADIE TH 5%, BEHE K IIRMOETH
L. FOYD, BEHEKOTIELHEICHNS., Zo7F



T ML T2
IPSJ SIG Technical Report
BEEN DAL
1w K

159 FE WERKD T RIE
SO,() M

eéﬁ S()AI SO.Z 1128 Eﬁ{-ﬁ
\ [1=1
EH Sz const
AN
| Rotl_128 32 5,0, ) | [ "3 888 |
.1/
/4 SWEE SRR )
F: ey
i
Wi {‘ EfO
3o, =, -5)
e v a—
W, — W, \h, —h N 7
L P TT Y ) FERX

B 4 ~N—2FE AT OB
Figure 4 Outline of the based power analysis.
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Figure 5 Hamming distance for multiple rounds aware

power analysis.
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Figure 6 Peaks in multiple rounds.
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Figure 7 Evaluation system.
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Table 3 Experimental environment.
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PC HP ProBook 6570b

(0N Windows7 Professional
AEY 8.00 GB
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Figure 8 Example of power consumption waveform.
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Figure 9 Experimental results.
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Figure 11  Correlation coefficient with 3rd round.
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