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Server Anomaly Detection by Sparse Structure Learning

Korzumi SELTH®  MASAKI SAMEJIMA!  YUSUKE SUGANO!  YASUYUKI MATSUSHITA®

Abstract: This paper addresses automatic anomaly detection on servers in a data center based on resource
usages. On top of conventional methods based on Principal Component Analysis (PCA) or Probabilis-
tic Principal Component Analysis (PPCA), we exploit correlation between resource usages of servers for
improving the anomaly detection. The correlation between resource usages is modelled as a conditional
probability distribution, and parameters of the distribution are learnt with observed resource usages. We use
sparse structure learning to disregard weak correlation that leaves anomalies undetected. In the evaluation
experiment, we apply the proposed method to CPU usage and packet amount data that include simulated
anomalies. The proposed method based on sparse structure learning can detect anomalies more accurately
than the conventional methods.
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