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Abstract: Man-in-the-Browser (MITB) attacks are caused by malware that infects a web browser; hence,
conventional secure communication channels between a machine (web browser) and a machine (bank server) such
as SSL cannot prevent the attacks. In CSEC69, the authors proposed a challenge and response protocol that
achieves secure communication channels between a machine (bank server) and a human (end user).The authors
also showed that the protocol is feasible by applying CAPTCHA technology. In this paper, we formulate MITB
attacks and CAPTCHA and provide the security proof of the protocol. We define the security for CAPTCHA based
on the security for tag-based-encryption and provide the proof that the protocol is safe against information
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falsification MITB attack if the CAPTCHA has (1,N)-OW-CAPTCHA-CCA security.
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