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Improving Security Indicator toward Mitigation of
Spear-Phishing E-mail Threats

ITO SHUN’ICHIROY'® KOBAYASHI KAZUMASA! KADOBAYASHI YOUKI*

Abstract: The threat of cyber attack using spear-phishing e-mail is expanding. In the existing countermea-
sures, a security indicator that notifies the e-mail recipient of the authentication result of the e-mail sender
is displayed on the e-mail. However, its effectiveness has not been fully discussed. In this work, we propose a
security indicator using images and evaluate the security indicator of proposed method and existing method
by using a Web questionnaire. The analysis of the questionnaire showed that the proposed method is superior
in terms of visibility, a user who feels stressful when checking the e-mails tend to prefer security indicators
with less cognitive load.
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