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Abstract: To prevent various disasters such as large-scale natural disaster and cyberattacks, incident response capability becomes
more and more important. ISO 22320 is the most useful international standard of incident response. To evaluate the incident
response capability of organization and improve resilience, we established the self-assessment summary checklist of ISO 22320.
We adopted the checklist to various organizations and visualized their incident response capability as radar charts. The result shows
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the current trend of resilience in organization.
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Table 1 Classification of requirements.

= Hi | %ZH | HEEE | Rulel | Rule2 | Rule3 | A&
4.1 2 2 0 0 0 2
4.2.1 6 0 2 1 1 2
422 3 0 3 0 0 0
423 1 0 0 0 0 1
424 1 0 1 0 0 0
4.2.5 3 2 0 2 0 1
4.2.6 0 2 0 0 0 0
4.2.7 1 0 0 0 0 1
4.3 8 1 0 2 2 4
5.1 0 0 0 0 0 0
5.2.1 1 0 1 0 0 0
522 2 0 0 1 0 1
523 1 0 0 0 0 1
5.2.4 1 0 0 0 0 1
5.2.5 2 0 0 1 0 1
5.2.6 1 1 0 0 0 1
5.2.7 1 1 0 0 0 1
53 1 0 1 0 0 0
B.1 0 0 0 0 0 0
B.2 2 1 0 1 0 1
B.3 0 0 0 0 0 0
B.4 2 1 0 1 0 1
B.5 1 0 0 0 0 1
B.6 0 0 0 0 0 0
B.7 0 1 0 0 0 0
B.8 1 0 0 0 0 1
B.9 0 1 0 0 0 0
B.10 0 1 0 0 0 0
B.11 0 1 0 0 0 0
6.1 1 1 0 0 0 1
6.2 1 0 0 0 0 1
6.3.1 3 2 0 1 0 2
6.3.2 11 0 0 6 1 4
6.3.3 3 0 0 1 0 2
6.4 2 0 0 0 0 2
6.5 1 0 0 1 0 0
it 63 18 8 18 4 33
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Implementation of the checklist.
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Table 3 Target incidents.
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Figure 4 Average score.
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Figure 5 Comparison with organization scale.
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Table 4 Questionnaire results about checklist usability.
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Table 2 Comparison with significant differences.
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