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Improvement of an immunity-enhancing module for server
applications against cyber attacks
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Abstract: This study focuses on an artificial immune security module for high-availability servers against cyber attacks on the
Internet. The security module improves its detection accuracy against cyber attacks by adaptively acquiring immunity against the
attacks. Our previous paper showed that the overhead of the security module with the random forest classifier was approximately
54%, because the module depended on a Python script to classify and learn a data. To reduce the overhead, we implemented a new
security module using ranger, which is a fast implementation of random forest classifiers. The module has a new function to learn
some of DoS attacks. This paper reports the detection accuracy of the new security module and its overhead. In addition, we showed
a suitable size of learning data stored in memory for long-term operation.
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#2012, 7 MEA T VAT A EHEAL VWAV =T
P—RT7F V=g tTru b E ATV ATAERBAL
o2 T —R_T T Y r— a0 RITIZOWT, EHE
LR RT. B, i, 1,000 FIOFHITHE LT
BTHDb. R2hD, 7o N EATEVa— VDA —/—
~y Fid 10% TH-72. ZHE TOMFERORER L AR D
FERZ AT, RTT 28 2%k Lz, < o HRI,
DoS BUEBEFEREDBIMZ LV ¥ 2 — /L OMBEN I X 72729
LEZLND.

# 2 RTT OFHIFERT (7))

Ia A TEY 22— Fa A TEa—)L
S 1 H
T GaN-1 By SRR
0.0039887 0.0000002 0.0043869 0.00000004

43 FET S DEE

FURHNTFVANIF U TAUEETE RN, &
NETEE LT ¥ 2EMTHALERDHD. TNETIC
FRL T —H I bEE T 5T — 2 2T CRET
DL, HBEAEY EFFFMEBRIED. FRC, %
BRI OBKRIE, FHOEE T — 4 BOEERICK S S
FCTORMEHASEL7-0, REBELZ T 2ER L 72
5. EHET L, FEAERT Y OREEHIBELTY,
BHEHEL TF2ERERD. 22T, PBAERT—4
DOREERBBEOBFREZRANS. Zhiid, FEF—%
OREEBRAT-LE, FROT—ZE2HETHD, BEOT
— R EBTCHNERDLLENDH S, BIEE, Filcke
EHETERWILEEWRT S, WRENREEZBAT-Z
LEMOLDOFETHRTEZE X, WEE IR —ORE
EROVIELIT) ZEIZLD, ¥Y—A"T TV r—2 a3 OF
EEIZRY RSB T —EAREBICMEND Z LR TE 5.
— i, BEIX, T2 ARNETET X R RBRENRE
T2 ENELTIE W=, BiEO LD RRETREZY
W<V, ZOZEND, FET—F OEEICII%E 2 BRA
L7z, ZFEHT—XYORENBIZHEE, EET—¥ &%

(© 2017 Information Processing Society of Japan

Vol.2017-DPS-170 No.25

Vo0l.2017-CSEC-76 No.25

2017/3/3

WHLONBHIBRT S, 2%V, FET—FOT—FEEIT
Xa—Cb.

T —2 T A NTF =241 ETHERA LT —4 &
A UAERk (G5 1801 ) TH 5. K 512 10 BIOKMEITIZ &
> T 5472 TNR & TPR, £ £ Y Accuracy DA L% 7”7,
Y, F2—0ESTHS. 2B, EFV /ALK
BY 72 A MOFBEIRIFRITILICT X LITEET S
K 55, TNRIE, Fa—2RNELRHICONT, S
ML, F=2—23901 <HWMS, fafnL7z. —F, TPRIZ,
BT LT, F2—2901 <HLWME, BORKD
S, Fa—RENW0IDLE, Fa—IlEENDIEFT—
KL T 729 fl, BRET — X I EH T2l TH o7,
SFD, TERFa LN ERDb0D.
oL X, FEICELRKEEIL, 0125 Th oz Z
OB, V=T 7V r—v g OMRICERE S
FIFT AR/ NS W EE X 6D, £, F2—FE2 901
DL EORIRER, Fa2—RITHIRSZR2 & & OR R
JE (41 HioRER) S3E—H LD, LD, RITFEK
D EBRIZ 901 AL TWD.

100

95
90

S
[<P]
= 80
75
70 e TNR e TPR Accuracy

&”&‘@‘&‘®”®”§>§9@9$9
Length of learning queue
5 TNR & TPR, XU Accuracy
T X ORBENE X 5120 T, TPR AN 5 &
TR U722y, FHFERIE, T & RHRGIC TPR (38 L7z
72, ZORKIZHOWTERT S, ZHLETOHIT, K
BT —INEA T AEHAT CO2FHEOLA (Fa—F
IRIEHIROEA) , k872 TPRIE 85.2% Td - 1272 9H[10],
AAT B ELEAT D DOKEN TPR b S E-HETH
LEEBZDLND. I T, 4T B XA T DOKET—
& L IEH T — 4% OFELIE % SSDEEP Tili7=. ZDfEHE,
AT DORET—X LIEFET—XOEPEIZ0T, ¥4
TBORET — X L EHT — X OELEIL62.14 Th o7
INHDRERNS, ¥4 7 BOWER, EFT—4& LT
PV SH, TPROBZBA LIZEEZONRD.

5. X

Huang & i3, #0858 10t 2 W %, W L 5502,
X2 U7 4 BE, FREORBIEICESWTHEE L[]
X2 )T BECE, B, A, I —0
RENDD.
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WF—Z L LTHEESES. 3 oA1E, HxRhKkBs—x
BRI LEY BT C, FET X ERNIEHZ LTk
D, E¥T—HXEWEIE, TRXTERET X275
BThd. FET—FICEET—ZNEENRNE &5
I HWD Y 7 A NEWBIZGET S, ZOMEEF
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