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Proposal on Speeding-up
Automated Protocol Format Inference

Keisuke Kito" Takumi Yamamoto’ Hiroki Nishikawa' Kiyoto Kawauchi'

Abstract: Protocol Format Inferring requires input as unknown packet dataset and output inferred protocol formats. Statistical
processing such as frequency analysis is dominant work in Protocol Format Inferring. In case of complicated protocols such as
transferred in binary formats, it spend more amount of time in statistical works than simple protocols. In this paper, we propose
speed-up method for Protocol Format Inferring that classifying packet cyclic time using frequency analysis technique before format
inferring process.
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