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Easy to use method for cloud services through IoT devices using
smartphone authentication
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Abstract: In the IoT era, various devices are surrounding our daily lives, therefore conventional Password method would be
obsoleted because of the horrible user experiences that would be needed to dealing with many Password that does not user could
handle. Then in this paper, we propose new user authentication method for cloud services through IoT devices that take
advantage of smartphone authentication. This solve the usability of the IoT device use however, it remains security consideration
for IoT devices that would connect to server through the Internet may attacked then the IoT device would manipulated
fraudulently and affect around it and data leakage from the IoT device might happen. To overcome the security issues we will
introduce FIDO protocol which can provide high security tolerance and user verification capability and show the possibility of
the prevention from the manipulation or spoofing.
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Figure 1 Conceptual diagram of proposed method

(@ =YV ORIHME
llax@grbfméio

FIREREEFMAL T

(© 2017 Information Processing Society of Japan

Vol.2017-DPS-170 No.5
Vol.2017-CSEC-76 No.5
2017/3/2
DA ROAERREHAE R ToT #es ORI HEZ R HV S
Z & T, ToT HEZR~DAEMRGERRERERE DAL AIA L & AT L9
D &Iz, FIRAZED loT #as Z & OGN OEWITED
SINDZERLFBIENTZD L HICTD.
(b) H—EAEOMG M

1 DOITRLTWD L 91T, ARREEIC & 2 R ARG
FERE A HROPCRARETIEZ AW B4 ICERT D4
BRI EFFOZ & T, ToT H#E L OV — 2 AlTBWT
AREREW DS LENRRL 20 ARERICHHT2EH = A
MREIZT 5.

(c) LoT HZRATDA AR :

B 1 OEIZRLTWAEICT—EANLARANIZES
FCOBEBHICE LT, BhiR A > hd b A BIEK OB
FMTE25EHRE LCH—E 2 AR FF. SHrRe

LMAEHEF O L CRIEE(LEZBAMT S, ik
IoT HEERATNC VD AT HRIRNDBINS DT 7 & A &R T
5.

2.3.1 &%

BEDRTRE LT, RA~RDOREBEN AR 8%
—BERIZEHELTNDHD LTS,

232 Bk

RETFIEIC L 2 ToT BaRF AR ORGEENMEIILL T L 5
W27 5.

AR E ToT #E O, — R 2B 2 £ T 5.

AR ENZBEEREAWT, —ERANE A~ RA~F

FERREE R N AR

xvffiwmﬁ%k R, BEERABNLET
BL4. VP—ERIEOELHT — XD loT H#a

%KM527$&w5ﬁ%k\%@xv$L®KA%

MFET 5.

233 R

REFEICID, ToT HBER0— BRG] 2 B e
T2 LR FIHENEEFAT L A~ RERNT, Hx
72 ToT B33 % — e Rl CRIAT D Z L RN AHEL 72 D
FTo, WIEOBRIZ IoT BERATIZWVWA Z L BHIEL TS T
D, loT HaENERN O RIEICEIEIN D Z DRV ELDL
REBBRE T —FIL loT R ZFIHT 5 Z & A ATREIC A
5.

234 31— —2R

WEFEOZ—Ar—221%, WEMZe v 7 245 A
BEEFHS, Vo7 — K —EATORAREZE LS.
MBEEICIX, FERPT, M - FEY—E X, X
2T 4 N—E~DAEREZOLND. AVHEH#HIZT S
TET, SEIERBOMEENTED., ik, v=
T—RKh—, BAREDY = RIZBWT, WENRED
ZUHELETHLENRL D,

Fla—VRIBEO T TEADFE L —ERANDBITH Z
AR/ DT, =T —RI—Dh—FERay 7y




TE LB 2 T
IPSJ SIG Technical Report

Mo EDONR=YF T4 X, EEBEREIZIG U RROTEHE 2
E~DOREBALTES. 20X 91T, IoT HarOF HERE
MDUE L R BFx R —ERZHONWT, FAEBEAD A<
FERNDZEICLY, BLRERFABERENEH TE
HEOITD.

3. RE¥

RETIHEOFEERERIZ, A~ HEREO OS HHEE & EE
— Ko =7, ToT B&HRICBWTHEENREFE N N—FT =
TEVT RN T DRATERET LI ETEB X M ER/h
WCHZTEFER L~V OFRELBER L.

I g E 5 U DUV TIX NFC, Bluetooth % VY, FREEIC
DNTIE, EEEELRIEATH D FIDO 774 7 AL &
STREINTWDHEEELZFIH L7z, LT TIiE, Z® FIDO
DFFEIZHOWTEE DD EE BT, TOMELZFIA LR
RBTFEOFEREZONTIRRS.

3.1 FIDO

FIDO 7T A 7 > AF/N AT — RREDOA T A VG
Hotli & &+ 2 HA T, Google, DoCoMo, VISA, ARM, Bank
of America 72 £ 250 % #8 2 2 M2 LT 5. FIDO 2%
TED BALERICIL, UAF, U2F 238 5. UAF X, [Universal
Authentication Framework] DM T, AARIEH 5D EF
SERe— IV E Y —EANLFIHT 72007 a K
2 )L C&H 5. U2F 1L, [Universal Second Factor] DT, &
\ZID/RAT — R EWVWo725 1 OFRFECMA T, F2 O
FEN—2 VEFIFEEL TV AN E S —EANOHBRET A7
D7 harvcthsb.

UAF TliE, A<FDEFx 2 72 TEERBIEEZITY, £

DFRRERE T2 ANPGRS 5 RO L T — B R AT
5. ARAENPDIFARBTFEICL2BATETINEMNIND
7o, P—EZANIAREETE T2 XL, ko ko
ARG - X2 T — R EOEAGEREE SR O FH N A
7o T 5.

UAF ZLL T4 2DEY 2 — A bR SN, FIHT 5L
L UAF 29— E R ITBEBICFIHTRE L 2 5.

Authenticator(F8iE#s) : FERGRRE/: £ = —F 2 FHFET 5
FRBIHESHLTWS., Z0FY 2 —LiFa—H 0
FRERER D 720, xvf@t%;7ﬁwﬁfﬁw
L. iR BAICART 2% &M . ZoxY
;~WﬂA%mm%®@U&LUFt#%%O
ASM (Authenticator Specific Module): & & = 7 72 Z2[#]1Z
SEIE X 72 Authenticator 27 7V r— 3 BRI
AR T 272007 v UREE R L, TV —
¥ = )5 Authenticator & FEONH T 72O DABRA >
— 7z —AEERHELTND.
FIDO Client : UAF THIEZ N TW5H 7 1 k 2/L(UAF
2y MEFRFR L, Authenticator ZF|H L L5 &35
77V r—3 3 2 Authenticator % 5 =D

(© 2017 Information Processing Society of Japan

Vol.2017-DPS-170 No.5
Vol.2017-CSEC-76 No.5
2017/3/2
UAF ~7 v MMERZ BT 5% EIZ2#H 5. SDK & LTT
TV r—varyOFIZEENDIEHEE D HIX, MY
U =T ELTHET D REERRELHD.
FIDO Server : UAF X7 v N &R L, BT —F O
AEE . FORRNPG—F ID IZEHR L —E R
g & E A1 S .
3.1.1 B8k
UAF ZHRIA9 28541213, UAF 2MERR L= ABR#EE ) —
ERCBERT D MNEND D, ZOAREICIE, W RREN
VRN DBADIDBIRFENTNDOT, Y—ERFZEN
ZRAE L CRIBER TR T — X R— R IR ET 5. Rl
Wi, = OAREEE AW CRGERE R 2R L, RAMEE
WD ENTES.
3.1.2 Bk
BERLIT, UAF ZFIHAIEE & 70D, X 2103, F—E R
DA rTL5LEOEUEEZRLIZLDTHS.

(1) Request =
— Application | ¥—ER |
T =3 (2) chall
- FIDO Server
Glient L/'F (6) Sign »

acetlD

(377
DRE

plication ID(DEHj
y g;

ASM I/F | f\u.thent:catordjﬁm
At I () WU LT
— Client IDF IDIZ & %R

|

""""""" N ﬁ oo

[ 2 FIDO UAF & |k =t /L O MLER
Figure 2 Operation Flow of FIDO UAF protocol.

(1) BEHEET 7V r—vay): AR EDOT Y
—varn—rAn A LvERES—E R IKL
THRITT 5.

(2) FRFEKFE(FIDO Server) : H— B A (X FIDO Server & it
e L CHIHEREDO 7w ha x5+ 5. FIDO
Server 7> 5 X FIDO alliance T8 H L7z UAF /37 v
FRFITEND . =B A0 5 UAF N7 v b &3 ITH
5 &, 7TV — 3 3T OER{KIE % FIDO Client
[R5 12/ = R A

(3) FRFFMKHE(FIDO Client) : JLBKEEZ 321 5 &, HFEH T
TV r— g VERIE LT facetiD[4] % i H L, UAF
2y MZBIN. E D, UAF X7 v MIGE#EH I T
W5 Policy[S]& R LY —E XN HfF3 5 ASM,
Authenticator % E&4R L CAUEL 2 {KfEHT 5.

(4) FRIEKHEASM) @ KIHAZ ST 72 ASM 1%, MEOMH Lot

Authenticator&i

b) TORMEHPIHANTED LS IRESNTNDD, ZTONRTA =S %
AT Z O FihE §(Attestation Key & FEEN D) TEL LIZH O



TE LB 2 T
IPSJ SIG Technical Report

Client ID[c]DHEZFT 5. Z O Client ID & UAF /34
vy hORNFELEIC, X 2T EMITH D
Authenticator % @) L CALBEYKFHEZIT 5 .

(5) RRE(Authenticator): JLEE{KHH % 5 1T 7= Authenticator I,
2—VEMERL, ARBFECL>TELT —F 24
L. fERAZRT .

(6) FRIEMEFA(FIDO server) : FIDO Server (%, B4 T — X
WZEEND KeylD [d]D2 6, T —F N— 2RI LT
WONHEEE r— R L TEA 2R, BAT —XI0E
ENDHHERPO—FORAMNEZHRL, V—ERD
R Z AT 5.

3.13FIDODtEx2l) T4

UAF 37y M, U 7 b A B Z B T D3 AGA
FhTWB. ZO1ONETY a—/LE@iBT 57y
MZENEBMENTWEETH B, KL FIDO Server
DREETDHFT X LT —HF[6]. &5 client 2MHIE L7=
FacetlD, SSL & v ¥ a UER(F—/NGEBE, REZl7e &)
% L C Authenticator BT 5 {=—HF OMRFE R, B &
VDA ET 57200 {8 1D}, % L T{NONCE! & &
N T3, NONCE /& Authenticator 231 . % #L#% T, FIDO
Server & Authenticator i 5 C UAF /X4 > MIZELEE AND
LT, VA BEMMEZE LTS,

Fm. FNFROED 22— ARNBM LI ERITIEL T —
HDOHIZAD | FIDO Server THRAINS. Ty L oT—
ZEDHENPGTF—EAREH L TWDL EDEYy v a iT
KA Do b ONERFET 2 Z & 23 TE | FacetlD 2> 5 1
RERT TV r— 3 VICLDBAEER TR & 2R
THIENTED.

Client 3 ClE, & BT FacetlD IC L 57 7 ¥ AHIR HIT -
TW5b., 778 RAAEOE#HIL UAF /X7 v FNOD ApplD
IRNTA=HIZA-TEY, ZOFEH% Client SRAFRERR LT
T+ D, ZOHMAT, BEEHLT TV r—a RN
FIDO Client £ C ASM & Authenticator |27 7 A L, =
—PREART—ERAEZRFE L TNDIONE LN D
T DD T T AN —RHERE > TND.

32 REAXDEE

Z 2Tk Bk FIDO #_—21Z2, 2.3 HiDRRFE@)
2—FOFENE, (b) —EAEEOMLHE, () ToT His
ATOAR ANMERM:, 2o BARR 7 323E Hikiz o0 TR
N5, FRBEEBIUOEBECOWTHEIRT 5.

(@) =—VOFEME

FIDO ¥§RE A > X~ a5 & ToT #sa 2 e L. 1oT ke
FIRFEFRAE % FIDO e CRATHZ LT, = —Pid iR

¢) Client ID I%, Android FEEEIZBNWTIZY 7 MU =7 B4

FONREEID BHNSA TN,

d
https://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208/fido-uaf-protocol-v1.0-ps
-20141208.html#keyid-typedef

(© 2017 Information Processing Society of Japan

Vol.2017-DPS-170 No.5
Vol.2017-CSEC-76 No.5
2017/3/2
U— R EEEHTEMEN LD, 2Tk D ToT #
MERIT D & 2 OFIEEMENEREINSE. ZO—FT
IoT %R/ 5H A~ HRIC A>TV 5D FIDO HEREAFFONH 972
DR T AMERH Y, TOFHB—YF OFEM
ZEILTCWD. £ T, JIRLIEL S ITh—E R
1 [EEETNE, &EFToBEINHFEREERD IoT
RN DIERD X529 57200 AR E BT U v
TV A B A LT, THEFBEET D01, BElR A v
k& LT IoT Bgmizid [EEE]. AvAicix [ZEH] &
FELTWD.
[BEEE] 1%, ToT ZFkAI7 2 ID(7= & 21 URL) % %15
L. [ZEE) 1%, 2D ID OIELES&MEEL T, loT K
26 OYEFE % FIDO HEREIC k3 2 B8l 2 Hf .

B

S0

i

Firthware

7 Firmjware Firnware

FIDO Glient fr r fr
- EfZER E{EED

+

FIDO ’ ;
Authenticator |

a—HREE

3 BREFIEOHEK
Figure 3 System configuration of proposed method
(b) T —EREEDH G

FIDO #Re> [RALEREBL T — Z AW D E57
(Authenticator )% X 1 1ZH D THEEHIE L LTEDE
FHHT2ZE T —EARBEOMHEILEEBLL T D.
(c) loT BEHRATOAR \FEFRME -

FIDO #8E T 5 [Client ID IZEE-SWCTREOH LT &
R 53551 (ASM #)EEDE EFIH L, Client #Hi> 7
TV r—va rERET S8 1T LT, ZORIEX
Gh T 7V r—a TR ToT B2 T L [ZEE]
ELTHIHLTWS.

ZAZERN D ToT Héan & Dkt 2 IE T HHERE ITBTIIZ 5
BT 0ERH L. FIMENRETH D loT HanddE Uk
RPNZIE 7229 Client FIANEEE L TV 5 K 5 7 OS Hee
ZAWEFETME 220, 207D [ZEE] & 1oT s
BHEPBBEEREL, ZOMET—X % 5EFHRE LT
P—bERCHEL, BAETHZ L CHREROEL X% ME
TELHEoICLTnD. BiEmicix, [EEHE] [E5]
MDA E ToT Has OB 2 H Y L, WBEMLICHWE
H(NFC % v F L7~ BLE @1EHFD MAC 7 FL X, &
va v IDBER EYEBRRBIE L, #E - ZEWB TRV

BTERWEREAWV, TOE#RE Ny v 2k L TEE




TE LB 2 T
IPSJ SIG Technical Report

BIDELTWS.
3.2.1 &%
B2 GFX%E, FIDO A AWTHELI-ZONRK 4 TH 5.

l_l_l

FIDO Client MBEATULYT
[ {®#] emremanees JAFASMUF [,'gf!m

LQ" - [\ 10T URL \(f
(3) | Jt/szﬂ |
& | v — &
X \|E
e | e L 2l L=
] \: .
SL, ] @ E- _____

FIDO
Authenticator’

X4 BHET U2 X D FIDO MEED RO L
Figure 4 FIDO function using pairing free method

EOAvRE oT WasZ BENT U 7 F500%, T8
B OV CTIRE LT 5. BRI, A~ RBUTHEC
iofMT%ﬁ%@ﬂfé&_%mgibié.xv$
WTHERIEZ VT IoT 75 URL # B L. ZDIEL &%V
—EZNBHE L7Z URL OFEHE(0T Cert)) A ~ THE
L. HBEST U o Z A8 ToT BERENE 5 M A&l L T
5. R OREHI 2T XA AINFC TH DM, /hE7R
IoT #25 CTIE NFC Z##i L TW ARV D b2 v, %
SV A BEE L, NFC LISMZ BLE E— R CTOU#
BmbE®EL TS, BLEE— RTOHBNT Y /70
—ZRLTEONRK 5 ThHD.

T

Connect

O’»,Access Key

TPME
1—FIENEER
S, +mw
OneTime UUIDZEE B
~ —
)
4_7;?:“1 >l < Gannect. >
=
= e FIDO protocol{Transaction
E message, SRAL)

X 5 BLE SR TOHEH<T V7

Figure 5
BLE Ti%, AT IRV 72T R E—a V&3
T 5. ZD7-% FIDO Bt Rt 5 A~— b7 4
NE—A U ERITTINERDD. LNPLENTIEA~Y—
F7 42Oy T VEEDPRKENTZD, 0L oT Hisn
E—arm2FETL, ZOEHE LNV TAY— M7 3 Bk
BACH D IoT #2785 L. By v a v # (Access Key)
B LIS, TNEROEET— N &S L C—Rs

Pairing free using BLE method

(© 2017 Information Processing Society of Japan

Vol.2017-DPS-170 No.5
Vol.2017-CSEC-76 No.5
2017/3/2

BEaAT 9 BEZLIT-o TV D, ThbbinHER MR

%%ﬁNU7:7w\ﬂ%ﬁ_in~b7¢/ﬂ~U7

TR DEIRETH LT, Ny T VIEEEIAT

AV

E72 [ZEH] X, AEXT Y o TSN EE AR %

RIZLTC0D. UL 7 7V r—va R —Ev R

Bk LT REESS 7. B ToT #E80 LRI 5 7= 0 otk

RETHD. BEARMIZIX., A< M5 Authenticator % F|

#ék%inAﬁyb%%@ii%%mmnmme

IoT B%E8/ DERGEER N & 7= L &%, #YI72 Authenticator

ICHEE T D& EIZ 4 5. ZHIZ XY Authenticator 2> 5 74T

WL ID 282V 7 by =7 RFEIERICT 7 EA LTS

Ll BHEHOT TV =y a b ORGESRA N

AREE 72D

3.2.2 BfE

RREFIEOBEIILITICR S, EIZ FIDO & OEWEH

MNZEEDD.

) MHME(L Wy FHT D L &L, AvAFRE T 1%%

WEESE 5. 2oEmEZE LT loT Has
lmL%mﬁbfﬁﬁfé.%@%5@&7Uy7ﬁﬁ
i, W72 Authenticator & FEONH 720D API 2N F
72D,

(2) FREHAEI0T Firmware) :
UK A Rk T 5.

(3) FRALECZAZHED) @ Client #24. UAF /X5 > RO Policy
ZEIR L, #Y)72 Authenticator |[ZALEE A {KIET 5 & &
BT, BEMBAE LIERE Ty MSBEMT 5.

(4) FBFE(ASM & Authenticator) : ZZ#H 72 L

(5) FRFEAE R 2{E (10T Firmware) : ToT {E ERSHIE L 7= 8%
BAEHRABML T, = ERIUREZIRT.

(6) FRALHESE(FIDO server) : B4 7 —# WA LT [loT £
FRATOAR NHERRPE] A MRk

4. FHE

PUTFCIE, BEFEOHGRTAN & BEFHL 21T - 72/ R
ZoRd. BRRRREAL TR %Ltn‘xﬁkf%uiﬁﬂﬁi% Nl g BVAY T}
PE b o> TNDNERDT-OIC, BRI 2 WA G
L. ZOiitEEMiEd 5. @Jﬁgaﬂﬂﬁf X, 7 wmy 7 &l
LU CEAREMZRIC L 0 B2 L TWD 2 & 23

‘1“6.

4.1 EEREE(E

I T, BREFEOBBINIC X 2RI AT O .

WREHREFE LD LONRK 6 THY, ZNENOXIERA

BrIVANT v 7 LicOnRE 1 ThDH. WREHNL, ¥—

B R & IoT #e5(@), IoT ##s Lo~ v =7 (@), IoT

Wil A~ AH@®@), A~EA L~y =7 (@), loT #isD

BEONWIHFETE 5.

A< AANZ UAF 2~y Rl



TE LB 2 T
IPSJ SIG Technical Report

i)
..........................................
. —
u loTSEERZ
E o

6 BURIZBIT D MRET

Figure 6  Attack point in this System
£ 1 BEHER
Table 1 Countermeasure analysis for attack
Yo | AR it
& it
@® B #E | T B RO ToT fEE TR
Yo
@) RIET | IoT MEHE~DOT 78X ZW#Y) /Y 7 b
7RA | VT ORICFFAT D L9 ToT #ids 2 1#
Bd % (IoT b S0 a# 12 TPM[7]) 2 I )
@ | A ARDEED ToT AFAE TR
Y
@ ANIET | 77V ID Zilnl L, REEsm~D 7 7 & X
JEA | ETuv
® T4y | BEEND oT #ER e, A~Al S D
o7 | BERREED - AREG THIT

DT, ToT KEZAMEH LTV % WAN B IC A L, 815
NEDHIAEITI) DO THS. 1oT Haehh— B R|THE
T BRI, BEVWOFEHEL LM Lt v g RZ AT
THEEILNATD., TO= loT MW EIRB 572 &
f—tvREEyarERVET A I VTN bDNS.
ZD—J7 T ToT s & X’?‘J‘F"ﬁ@*ﬁﬁ%ﬁ’]fi&ﬁ IIIUN
T 5. ZOERL, 2—FRANEDAT-CICEYEIR

LOTHASINDZA I 71308 %%b\. VWA RAY S
3. BOFEREL R L THIFEICNAT 2720, #EFH K

fi,cloﬂ%té DFEEZ P —E A L AR TRHD, ToT H#
FREMERAERT DL EIT, ZOERAFELRL LELYE
HZ&T, W ’ﬂ@‘éﬁ'ﬁﬂi%%tﬁf“é
—J7. Firmware Update X°, — |2 X 2 7EH/E T loT %

BRIAZRIC~VIN T = T INAD T &%ﬁ%ﬁéhé NN
@DTHA. IoT RIZ AT LT T E, —ERX - 2

THRNORET 7 BABTHIZENEZLNDEN, Tk
AT HITIIMERIZ LD BALBLERTZD, 1oT HasOFR,
BRA~OT 78 AE T 0y 7 THZ LT, RIET 7 A~
DBEMMMEZ - TS, AvR oLy =7 ICEL

(© 2017 Information Processing Society of Japan

Vol.2017-DPS-170 No.5

Vol.2017-CSEC-76 No.5

2017/3/2

Tt, FIDO HEWOFEFEERNT 7B ALTL D~y =7

FRELT 7 8A%ZT7 0y 7 LTEY, ZOWEEZZOE
FRA L THBIZHT HMEE 72T 5.

F7-Ol%., o loTH#HmEZ I 2l —Y g La—¥%
FEETFIET, loT HasalORANFERMELZKEL TS
DTHDH RMETIEIIHD LA ERDLOHFHERGE
BERFORZ], — 72 BE CHEALTWD MAC 7 FLR)
&L ToT BEERD D D EAS A Ll L1AKE IoT Ik 5=
2al—=varDFALT T WET RLADOR—EhkH—
EATHRIH L7 0y 73252 & T, WRICHT Dt % FF
o G AT
4.2 Bh{EER(E

Froy 727 M LT RBEFEER 70X 51

RELIMET D Z & 2B LTz,

o

-
n
n
n
u
n
n
n
n
n

piit2 7 S :
@

NFC Reader

FIRAEREE

BLE dongle nodedS

7 FHMBRBE
Figure 7 System configuration for evaluation .
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