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L=y a vy TREITAIENRHY, X)) 71 EHD
[BNVEHERP A F VOBWVEHREIZ L > TEHINTWS
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3. V-Met
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THEEULY AT LOEHEITEFE LR, ZOBEHEX
ALY AT DNDANA X=X FREH IV R—3 > b
ICHHEIZT 72 AT 5HERZF->TWBEH, NSO
iR nwZ e 28ET 5.

V-Met 12 57 RiZB1F % IDS 4 71— K DR % fifk
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HHENZTOIMUTENEL TWDB IDS Z2HET 5 DIFHEL
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OTHS. HiFHEDA VR T 2 —RABMFEEN—F T =7 AD
A VRTz—ATHY, BEOEEEERI VX Tz —A
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DEMEITFH T DA REL 5.
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BT BH, ="~y REHIKT 572D 10kkx =
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2 V-Met O AT LKL

I EIEEIENTES. BE, 2 AU
N—=Ryz7HR—-bBEMEINTVWS. FlZiX, VMCS
Shadowing[5] i VMCS IZ7 27 £ 2§ 5D VM Exit % Hll
WeTBZehTESL. 22— VM OFEHREITOAWEIXB
1ABAL (9] 12 & D 2 A b U7 ARARIL D A — N~ K % Bl
THRILENTELHRENEH .

3.2 1—% VM DER

V-Met TiX, #7u0—KU7ZIDSIZZ 77 K VM D A
TEVOHPSI—-F VM OT—X &2 BOIFCTEHRZITS.
777K VM DAEY EIZIZERDOI—F VM DA EY
MEENTVED, BHANEOI-HF VM DAEY %
KEL, oiZofzb b HNOT — X2 RET 308
Wb, TD=HIZ, V-Met TIE 3RO T N L AL HE1T
5. ¥9, 2—-F VM ADR=IF—TNLE2HANT, H4E
T—XDORET7 RV A2 21— VM OYHE T R L AIZE
e 5., Wiz, =% VM HOWER—Y 7 —7 )% AW
T, 797 K VM OWHY KL BT 5, ®EIZ, 7
77 K VM HOHERR =Y F— TNV &2 HWTHA 2D
VIR 7 N L RIZEHT 5.

V-Met (&2 —% VM BEZELZRxy VT =277y
F22Z5T R VM OERE 22— VM OBEFRO T
WET5. 277 K VM OBRTEREZTI>ZLi1tkD,
IRAE(L Y AT LTI X N2 B ORET v bRy
AT LTI NEFIOZENRT Y NEIEFT S Z LN T
5. ZHIZEY, - VM PEBIIMNR LT EE%E
FARBZENTED., —FH, 22—V VM OBRTER%
T2 ik, REMS 2T AT I NARTOR(E N
Ty bR AT AT I NEBDZENSTY &
HETHIENTESL. ZhiZkD, 22— VM BEBIC
EZEUENATY FZDEDEFARSLZENTE, 2—V
VM BEOARERBEERMTEZNTES. £/, Zh
SOBER SR AbEE I Ik, FREMLY AT A
NOEHEIZ L 2R BEMETEZLETE 3.

A=Y VM OIRET 1+ A2 %y NI =T A L — Ik
TR NTWBEES, V-Met 13T 1+ 22 % IDS &
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b3y Y= HETHZZECEMT S, - VM AT
A7V —=varvInsdGgs, xv NI —2ANL—U%MH
WEDR—RTH D780, kO F7 7 NEFEUY AT
LRI B, —H, 757 K VM OF OIS AT L
W28 =RV T « A7 BEINTWEEE, 757

R VM ORI T « A7 D7 7 A IVY AT LEMEHITL, 32—
Y VM OIRIET 4 A2 2 B2 T7 27224522 TIDS
PO DEMELITD.

I—% VM O ID 3Ly AT LN TEHI N T WD
720, HIBILY AT LD S5 LIz —Y VM % §4
ETHILFTERN. TITV-Met TlE, 2—% VM
DHENRSETN T A=)V EFANTT T RAALNR=N1H
WCHEE, VM 2#3572002 728835, L3
I—iFa—% VM BMEREL S A T L2 REETICED
MDD 2 57 RANA R=NA F P T 2DDOHEETH
5. 0D, RKEUEY AT LIZHIONE Z 2L, 75
T RN NR=NAPFLEREDPDEDTEIENTES.
I-WPEFRTEEELTIDS 2EIT3528T, HED
2P VM OERZZ2ITI LN TES.

V-Met LT Transcall [16] Z2EfEixE25 Z & T, BEFED
IDS #4780 —RUTHEFTTBEIENTES. Transcall ik
BAFEDIDS 24 70— K3 5700 EFEBRELIRIT 5
ATFALTH5. Transcall TP AFLI—)L - ZIal—&
Y Shadow 7 7 1 WV AT LTINS, VAT LI—
NV ZTIalb—&RIZEoTIDS BFEITTEHVATLI—
NETZIalb—bL, 2= VM OH— 3 UIEREIKRT.
Shadow 7 7 1 VY AF AlFa—4 VM TEbhTW5 E
DEFRMUT77ANVY AT LEEMRT S, KT, FEn7 7
AV AT & LT Shadow proc 7 7 1 V¥ AT L % Hefit
9 5. Shadow proc 7 7 A VY AT LiZa—H VM DA —
FIVOARFEXR FATH D 70 & AR ¥ TR T h 5.

4. %

297 R VM BLUTZ—F VM IZE¥H 5% Intel VI-x
FHWTRZ2REETEEI T2 Z 2 ELTWVWS

4.1 X EER
77 RNEHE VM PRS2 VMDAEY EOF—X&
W7 7R AT HH1T, V-Met IZM3 D& 3123 EDT R
AEWETS. £T, -V VMADR—-YF—T L%
%m1ﬁ%?—&@&ﬁ7FVX%J—WVM@%@TF
ANEWT 5, 2= VM ADR—=YTF =TV EHANS
72DIZR=Y T4 LI M)DT RUVRAZIETEHERD
5. R=YT 1 LI MIDT NV AFEECPU D CR3 v
VAR ENTWED, ZOL I ARy AT
LHADNAIN=NAPFREH LTS, LML, (EETE
RN NR=NAFRSEF U2 EREMET 5 L 22
HREITDY ZIXTER.
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J5FVM 5 FEEVM
N=2
VM Exit 77V [l ps
a—HVM

ININ—IN(H

CR3
BRI 134 \

y

4 2—% VM ® CR3 QOHS

Z ZT, V-Met TIXX 4 D X DIZNA X=N1 FITHAF
BFTIZCRIVIARDEEIRETS. ZD7HIZ, 21—
PVMABCRIVIAZRDEEZEFEL LS & LRI T 5
7 RANA N —= N FIZH U T VM Exit 2FEXE5. 7€
ik, CR3 VI AXRANDEZAAITHONTE VM Exit
BHRELRDP o, FZT, A ha—LLIRARDE:
EETVMExit ¥FETBEDIZ, 77T KANAL=1
A HFIZBWVWTZ 57 K VM ORAE CPU NIZH b VMCS
O VM EFHME T « =V NIZEERTI LDz 75
T RNALNR=NALHFTIEZCRIVIARIZNT 2EEAA
MEIPEHEL, T2 THNIETESAATLOLIVAXD
EEEIET 5. 757 REHE VM LD IDS 138 7212800
U7zNANR=T =)L EHWNTZ 7 KANAR—=N1 TR
FEINTVWAERHD CR3 VY AZDEEZIEL, =
F=T N8> TT RLUALEHEFTS.

Wz, 22— VM AOHE—Y 5 —7) (EPT) %#H
W, J—WVM®%@7FVZ%75WFVM®%@7
RUZIZEWRT 5. 2001, FEEY AT LD NAT
RNR=NAFWEHLLTWB EPT DT FLAZHST 5 i
EhdH D, V-Met TI, RI5DLSL, T—FVMIZLD
CR3 VYVARXRANDEEAARIZE 5T VM Exit BFEAEL -
Rz, 22— VM O CPU WiZdH 5 VMCS 225 EPT
D7 RUVRAZEET S, IDS BNAN—=2 =)L ZIFH L
72RZ, NANX—=a—=DVHNTZIDEPT Z2HWVWTT KL A
BELTS.
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9579 KVM IS5 REEVM
a1—4%VM
VM Exit |
M%‘
EPT /\f/8—/\(H
A—HVMD| | H5HRVMOD
MEBTELR HE7RELR
A,
{ DSGRNA =1 A \
B 5 EPT Z2MH\W=7 KL AL
H5RVM b HSYREEVM
i
RykT— DS
1—HVM || 2—HVM 22 '
*
|
ebtables tap0
¢ ‘|i
vif tap1
!

M6 277K VMOBERTORY M7 — G

937FVM I3V EEVM

IDS

netfront N ybF v T F v tap0

A

ILkSa—)L NAR—=a—)L

ITIRINA 18— A4

B7 2—% VM OERTORY M7 — 2B

FRETERWMEEILY AT A ETEET 22— VM N
DAR—=YF—7)E, CloudVisor [15] D A €V frsfH Al %
HAWTH#ET 5. CloudVisor (XKL AT LH 56 32—
PVMDAEVADT 7 AZHIRT B8, NA 8=
AHYPPEE VMBI —F VM OR—IF—T V2RI A
TEHZLIFTERW. HERZ, NAS—NA FHD EPT
% CloudVisor D A €V it # B &2 W TR 5.
CloudVisor {2 —% VM D X € ) /21) % EPT 2 &&k T fiE
ELTWBED, NANR=NA PR EPT ZHHIZWE A
THDIFHL .

Bf&IZ, 779 K VM HD EPT 2HW\WT, 277 K VM
OYELT LU ZAZFRA P REDOIY Y VT U AL
5. ZOEPT X2 77 RANANR=NATFHNIZHY, 77
TRVMODAERYR=URITY TTENA == )LEE
192827 RUVAZEBMAPHBMIZITHONS.
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2377FVM
IDS TARY | " RIS RTL |
TARY : !
A A= |
|
NFS ~/’/’#;i>¥ 2|
FARY| [ M
A A= L 777777 |

8 T RIER

4.2 Ry MNT7—UER

A—HF VM DBEZEFELZRxY VIR Ty v 2T 5
7 K VM OEFR THF S 2554, IDS 122 77 NEH VM
WZESNT-27 57 K VM AR NIC (vif) 12727 & &
T5. ZORENIC 225127 77 K VM D%EZET ST
RTONT Y NBEEINS 720, 757 K VM NTEIE
LTWBTARTOI—HF VM D87 v b DBRIEL TN,
FZA—HF VM Oy b2 fflIICEETE2 L5129 57
®HIZ, V-Met TlE ebtables @ ulog BgE%Z AW 5. ulog I
ebtables 233215 L 7237w b % netlink ¥ 7 v b EFHWT
A=Y S5 RDTOT T LIIEDBERETH D, ebtables 7
5287y N EZITE - 72 V-Met 1%, IDS PEHRTE S &
21287y M & tap TN ZUZEBERAE. tap TN AU
A= VM OZNEND MAC 7 K L AR U T—D4R,
T5.

% LT, ebtables 2* SHUE U 7236555 & 58D T /N1 A
IHHRERAL T, BEETLT /N ADMEIE NIC DIFEIZ Ik
ZIED, 58T N1 ZADMRA NIC DFEIZTIZSELD MAC
7 KL ZIZRIET 2 tap T8N 2287w h 2 EELD.
7z, 5D FFFF.FF.FF.FFFF D 70— RK¥ vy A L7
RV ZDEGER, 01:00:5E ¥ 33:33 THE AT ILFF v A
N7 RV RADGZEIZIE, TRTOD tap TN A7 w b
EEZRAD.

—J, X7y b EI-F VM OERTIET 54
X, 2= VM OTFANOSHDOAY hT—=F RIFA4N
(netfront) TNRT v b E2REZEFETHEIZVILVEFTa— L%
FETL, FITRNANR—NAIFIIRTY VDT —LR %
#5. YNV FTA-NTEHT—ZBPRMEINTNDE 21—
FVMDOAEY OYELT NVABEIND 2D, 7T
RANANR=NAHFNT2—% VM HD EPT 2H\WTZ 5
U R VM OYELT R L AL T 5. ZLT, A7y b
DF—=REIAC—=LUTIZTT RNAN=NAFHAIRET
5. V-Met &7 U FEH VM TEMMIZN A R—a—)1
PIRCHLUCTHREINTVWE Yy hOTF— X 2HSFL,
A=Y VM ZEIER I N7z tap 7381 AZEZ AL,

4.3 T4 RUER
A—F VM DT A AT A A=IhRy bT =2 XL —
f/(:%f)’hfh\éiﬁié‘\’ 757 ]\%fi VM 6:]:%0)7‘4 A
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TAA=VUDNEINIZT4 LI NV ENFSY YV ML,
TFTARIAA=TIERNLV=T Ny T -7V T5. TORE
12, IDS 32 —HF VM 2MEHFD 7 7 1 V¥ AT L % i
LWE DI, BARAEHATYY Y T 5. IDSIET «
AL A=INI T NENETA LI N E2BIRT S
ET, A—HFVMDI7ANVATLIT 28 RATEHI &
NTED., KEUEY AT LANTERBRIZNFS Y7 v M %
TFolzT4 VI MN) EDT A RAIA A=V ERANTI—Y
VM Z2EEH L TWE7®, 714 A74A—=V% NFS HtFH
FTEHEZEITHRD.

—%, 277 K VM OEET + A7 HWIZ2—% VM D
FAATARXA=VRBINTVWBIES, $32757 K VM
DFAATA A=V EIT VML, E5IXZFOFDI—Y
VM DFAATZAA=TV%ITI VY ITE. ZhoDIT Y
MIFRARAAEATIT O BENHEH, YUV MFHIZT 7
AW AT LD ANY PR R 3 EBEREL S, Y
AN EFIITIE, —RIZT 4 A7 A4 A=V BEEIAA
IZTABENDHB-HOTHS. ZOMELRFRT S0
IZ, V-Met Tl¥, dm-thin 2/->T2Z 77 K VM OF 1
ADARA=YDAF Y Tay NEEKT B, AFy S
vavw hEFAEEATIYYLNTEILIZLD, FomF
DA—HF VM DT 4 ATA4A=IVDI T2 MERHZY A3
EIFHZEeNTES.

4.4 JINZ3—

IR T aA—=)biF, 22— VM » vmcall @5 % FITT
52z &D, BEZTT RANAR=NAFE2EOHTH
HTH5. vmeall g N1 N — 3= )L 2 IFOH T HRFHIZ
Houoehzd@aThdsd. FA M UREIREIZBEWT
vmeall HEDPEITIND &, 77T RAALNR=N1HFTh
Ty TENTE, BEIZT T TR VM ADNA IS—=NA
WZVXALL I FEN5. V-Met TldL VA XKk AEDS
BEINTVWBIEEIZZI VXA LY v 27T, 7LES
A= e LTI I9 RNANR=NA FHTUHT S,

4.5 1—Y% VM OEE

I—FVMDP52 57T RNANR=NA FIERI R
7%, 22— VM H® EPT &t TEHT 5. EPT
a—9% VM B I ns & SITEKRI N, @FIE VM
OFEFHIZEFREINDE Z 2 FRW. 517, 2—FVMOD
CR3VIVAZRDMEE RIS, CR3ILVIYAZRIE L
AP BEZD-RIZEFEINS. ZTHN5DREDTIE VM
D TIIZHIBRT 2 BEDH DD, VMK TLEZZED
BMHIZSBROBETDH 5.

4.6 Transcall DF#4E

WEA7®D IDS %4 71— K A[HEIZ 9 % Transcall [16] & V-
Met EIZBHEL 72, €D Transcall & VM D {48 CPU
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DIREEEIET AN NN—a— L EEVTHELTCR3 LY
ARXRDEEEFELT Wz, V-Met iI2BWT, 757 NEH
VM 25 2—% VM DO CR3 LY A X DEZIETE 3 &
SNZFB7HIZ, 41HTRRZESIZZ T T RAAINR=N
AP CHEEFEINEZ CRI VI AR DEEEFGT B A 28—
I— NV ERECHTIIIZEF LR, £72, HEOD Transcall
T VM DOR=VF =T Va2 EELEIZ, R=—VUF—7
NIV MV N T R L RAIZHIGT 2 R—V %
Xy 7L TWE, UL, 2= VM OR—=YT—T)LT
IV VM O 7 KL ADEMIhTED,
750 NEM VM CEEYY T2 ETERWV. 20
72, NAN=T—=)LEFCHLTZ 77 F VM Oy
RUAIZEBLTHONINTAR—VEYY TT5L51C
AT,

5. EBR

V-Met ZfWTA 78— K U7z IDS O ERRMRER S 2
TLWRICG A DR EBERARD-ODERET- 7. 5
ER1Z 1%, Intel Xeon E3-1270v3 ® CPU, 16GB ® DDR3
SDRAM (1600MHz), 2TB ® SATA HDD, ¥4 VY v b
A —Y2v b RBRLEZTYVEHWL. 2O VTR,
V-Met #5E2U 7~ Xen 4.4 28X, 777 FEH VM
Tl¥ Linux 3.13.0 Z2EfEx /. 757 F VM IZiX 2fHD
KA CPU, 3GB DX €Y, 40GB DIRAET 1+ A 27 % &y
WMT7., 777 K VM NTIZEEED Xen 4.4 ZFEX H,
I—H VM 21k 1 DA CPU, 1IGB DA€Y, 8GB ®
RAT 1+ A7 %2E YT, FAMNEE VM BLUFa—
¥ VM Tl Linux 3.13.0 ZB{E X &7z, RO =D, *
A b U7 A8 b2 VIR Wik A5 L & LT, V-Met IZ
BIF22777 F VM NOEEIY AT L L H UM% H
W7z, NFS %— 121, Intel Xeon X5675 @ CPU, 32GB
DAEY, 3.75TB D RAID5 ¥4 A7, ¥HEY b1 —3
2w R EBEHRLEZY VRV RS5OV UIEE N
vy hAAw FTEHEL 7.

5.1 E5tRikee

V-Met 2 fHAWT 2 —4% VM DB %17 5 B EAMK 742
MEEZ FNRT=. V-Met TlEZ 77 REH VM 52 —4
VMIZT7 722322 HIE L. DIz, HEk
VATLIBVWTER VM A5 - VM IZT7 72T
LUMRERIE L. £72, 2 A MUEEELZHWEZY A
TFTLIBWTIZ I K VM NDOT A NEE VM 56 21—
Y VMIZT7 72 AT RS EL 7=,

9, a—FVMDOAEY) EOF—XEHmAAL I &
IZE DAY EREREEFARZ, (K7 LU ARERL T
AEYR=VEIYTL, TOAEVONER2I—F 5
U ZME VIR L TAN—T v b 2JE L7z, ERITERE
9D EDIT%Y, V-Met IZERKI AT LD 1.3H5DAIL—
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V-Met bt 3

B 10 7 KU AZHANA S— 3 — )L OEFFHR

Ty hedotz, ZTHET RUAEHOEEDZEIZLSD
DiZEFEZOND., TANEHE VM TOAL—Ty M,
ABYIY TOF =AY RARE Y KEL Ko7 DKIE
IZIEF U7

V-Met TDO AN —="T"v NPHRERKS AT L XD & OHEE
BIFRDL 72012, V-Met IZBWTT KL AZBED7ZHIZ
BIU7ZNA N — =)V OFETFRFMZRE L. 72, &%
KYAFLIBWTT RLUAZBOBRIZEbAT VSN
ANR=T—=)UZDVWTHHEE L 7=, ZDOREEIZH 10 D &
2127, =% VM H®D EPT #fVwTa2—% VM O
WELY KL A% 2757 R VM OWELY R L AIZE#T %
NANR=T = )VOREOH U 1.3us 23025 Z L2355 D 5
2. —H, =¥ VM ® CR3 LY AXDEZIFT %/
A== )VORETH UIZIX 0.96us Do 7. HEFT A
FALTIEZ—Y VM ® CR3 LY A XDIEZEUET 5 DIZ
15us B> TW7z. TR CPU OREZEET 5
MWHDONA RN=a =V EZHNTWEHTH 5.

RIZ, iozone ZAWT I —4 VM OFMET 1+ A7 DA
AAMEREZE TR, ZOERTIE, Ho51LLUHI—Y VM
T iozone 2T LT IGBD7 7 A VEEKLTHE,
FTNEHARG AN =Ty vE2JELE. 771 VF vy
Y alFEBRIT iV T UTCHIE R T o7z, NFS ¥ — L
WZEPNZ L= VM ORIET « 27 % W72 56DFERK
MR 11 D& D o7z, V-Met DMEEEIRRER Y AT I
CRBEICR . 2, WTNDOBEEIRET 4 2
ZNFSYOUYMLTT2RATEEDTHD. FTAME
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13 Shadow proc 7 7 1 V¥ AT L DRESERGH]

B VM TEITULEZBEIZE, 7779 R VM OA =1~y
RD7=DIZ 9%MREEK R U=, —FH, 277 K VM NI
BEPNTZAEET 0 A 271258 U T iozone % FEA7 U 72 RFDEER
MM 12 DX 51257z, NFS ZHWEEE 2 37 A
D, V-Met DMBEIZMNRS AT L L AT 16%[A LU 7=,
TANEE VM TOMRESFEZ DL, RV AT LTOMN
R 2EWEITTH LD, ZOXIITHRERIZR>T
FEERIZDOWTIEHFTH 5.

5.2 Shadow proc 7 7 1 /LY R T L DEERFE

Transcall @ Shadow proc 7 7 1 V¥ A7 L OREHEIZ H>
P B %JIE U7z, Transcall i1 —% VM AD A EY
"o Tk AeED 0S O % S L T Shadow proc
T7 ANV AT LEHET S, FEREIM 130 X512k,
V-Met (Z&BA =N~y RIZ11%TH B Z B0 h o7z,
V-Met Tl 292 [H4%7% CR3 LY AXDEZIDGT 5
F =N~y RDHIEE D, EPT 2HWAT R L AL
$a3 3,089 [M MBI 577200 TH 5.

5.3 #70— K L7 IDS OtfaE
V-Met ZFHHWTZ 57 R VM 24 71— R L7z IDS
DOMEERRIE Uz, HEEDRDIZ, /EIATLIZBWT
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14 chkrootkit D EFTHH (NFS)

40 r ®V-Met

sk
TANEEVM

BVMA (RRF)

B VMR (FE3)

EATRRP]

B 15 chkrootkit DEFIFE (B —H))

B VM IZA 70— NU7-IDS OMRE, 8L, * AL
AU Z WY AT LIZBWTZ 57 R VM INDT A
MEB VM IZA 70— R U7 IDS OMgEEHIE L. £
7z, FA D UL Z WY AT L e AT LI
BWTC, =¥ VM ATO IDS OHRES JIE L 7=.

9, TORAR T 7 ANBRERZFHRTIL—rF vy b
% MHAI$ 5 IDS TH 5 chkrootkit D EITHEM 2 HlE L 7=,
NFS =N EiZEr N2 —% VM ORIET+ A7 % H
WG EDOEBRERIZIX 14 DX 512572, V-Met IZ8
VB E TR AT A & 0 3%¥EML 7. —F, 32—
P VM OEET « 22 %2257 K VM AIZEW=56
%ﬁ%%ilw®i9h&©,VM%LB?%%ﬁﬁ%
SRR AT L ED 6% 7. VM NTOFETRM &
D RIEIZESINL TWA DL, FUSE THEE X 172 Shadow
proc 77 ANV AT LANDT 72 ANRIEEILLL, D
F =N~y RDEFAL L2720 TH D, YA MNEH VM T
DOFEFRFEPRER S AT L LD VD, ZOREKITFAE
hThb.

WIZ, 77 ANVVAT LOBENZKET 2 IDS TH D
Tripwire D FEITREM %2 JE L7z, NFS ¥ — N EizE»LN
7o —Y VM OEET + A7 2 HWZIGEIER 16 D & 5
2oz, RERVAT L LT BE, V-Met IZ&BA—
W=~y KX 8T%TH o7=. 7 A MNEH VM TODEFTI
MPEWERREIEFHAESTH S, —FH, 22— VM OKH
TAAZ%I T R VMAKEWZBEIZK 1TD LS
720, V-Met (281 B FTREIIRER S AT L &0 13%E
Kotz ZThoHDRER LD, NFS 2HW5IE D D3R
IZ Tripwire DMERENR L <D, 2—HF VM TOMEEDLE
WZ R ahD

B®EIZ, nmap I¥ Y REHVWTZ—HF VM Iz LT
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R— b AF ¥ VEAITV, ZOMEIZHD 2R Z JIE U7z
MHERFEIX, 22— VM IZH LU TR- N A% v v 2FA
LTH 5, Snort XAR— M AF ¥ U 2MRET 5 F TORM
U7, EBREREIN 18D XSZRD, 77T R VMD
BRTATy b EER UGS, RV AT LK DRt
A% 0.36 BIEINL 72, Z #vid ebtables #H THUE L 72 /%
7w b V-Met B2 —H VM Z 212k Y 1) T tap T8
A ALEEZRAD T =N~y NTHB. K AT LTIHK
BNIC o EHEAT Yy MR TE TV, —f, a—%
VM OB TNy N REF U754, MBI 1.06 B
WLz, Zhida—YF VM BZELE=Ty V275D
RANASNR=NRNAPRETIZ 77 REE VM IZESZ &I
B =N~y RTH5B.

54 F—nR~Ny R

V-Met iZEWTZ—H VM 2 CR3 L VA XADEEIA
HEToZBERIZ, VM Exit 2FEIEEZ L1280 Z DA
ERFET DA — "~y Rafix7z. ke LT, CR3 VY
ARNDT 72 AT VM Exit ZREIELRNT 710 b



BRLIEF SRR E
IPSJ SIG Technical Report

1ndygnoayy adig
uogeas) ss3901d

Indysnouy jpax3
sypojgxew

000 32isynq $Z0T Ado) 3|14

syd0jqxew

005 3215§nq 957 Ado 3j14
sypojgxew

0008 32isJnq 9607 Ado) 3|14

PEAYIANO (|2 WalsAS

sajqeLien
43151821 Buisn z auoishiyg
2U01S}aYM UOISIIBIG-2]qnOa
Suiyoams 1XE3U0) paseq-adig
(3a.11n2u03 T) $1d135 [134S
(3ua.1n3u02 8) $1d1I3S [1aYS

19 2—% VM 281} 5% UnixBench DA 37

W V-Met
= ek
"R NEEVM

B V-Met
EETE S
0 ZEEVM

K 21 CPU % (Tripwire E17KE)

250 1

N
o
o

=
v
o

HV-Met
sk

CPUfEFE[%]
5
o

v
o
T

0
22 CPU ffifi®& (757 K VM OBi5 T Snort E17HF)

BETH AL UEELEZ WS Xen THMREZHIEL
7z. 1922 —% VM T UnixBench % 17 U 7z KD
HBERT., ZOHREIEIXen TORITE21ELZEDT
H5B. VM Exit 2 R4 X 7254121 UnixBench D A 3
T Y 29K T 5 Z &30 Tz,

Iz, IDS Ef7HHD CPU fHEZHIE L7z, K20 &K
21 2R T & S51Z, chkrtootkit & & OF Tripwire %547 L T
WA, V-Met @27 57 NEH VM IZB1} 5 CPU =%
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" V-Met
= ek

23 CPU R (2—% VM OBIRIE T Snort EATHE)

100
T 80 -
.§ B HSTHRVMDIER TER
Z 60
1‘—: B 1—HYMOERTER
NEY
-
K 20 SRR

0

24 3y MU —IMHEEAORE

WFRERY AT L OB VM &0 1%7ZHEL o7z, T &
MEHE VM Tl 28% B LU 21%{K N U7z, Snort TEMHHL
D5 iperf 2 FfT U720 CPU AR %X 22 [ 23 12
RY. 777 R VM OEERTE *ﬁbf’i%é\,VMet BT
% CPUHHRIIMER Y AT LD 1515 o=, Fhixt
LC, 21— b‘VMd)i‘*‘“?ﬂr“C *ﬁbf’iﬁAi454ﬁt&Of’

F 72, V-Met iZ 7‘5;ﬁ/l~f7 JEEEN - VM
DAYy T =T HBIZRIETHEIZODWTHRNEZ., 75
7R VM OBEREIZ2—3 VM D5 T Snort % W

ERzfToGa LBz TR o2& L ITD0
T, =Y VM 23T 3 iperf DMEREZ MIE L 7=, SRR
B4 D& >iTkorz. 757 F VM OERTHER
ﬁo#%é,l PFVM DOy b7 — 7 HEHRE i3%ﬁ?b

. —H, =¥ VM OBR CTEREIT - -GS IXIERED
6%@be:.

6. PBEEME

Self-Service Cloud (SSC) [3] 1&, BEHTE /A /3—=N
AHFEHANTZ 7Y FOL—FRIFICHHD VM 2B §
LHERESZ, 777 FOEREP SO THE<. 21—
PRI —EARNXA 2V EIFEN D VM 2L 2IZEH L,
IDS Z@ESETHD VM 28T 5 Z W TE 5. 77
7 FOEBRERT —E A RNAAL Y OHD IDS ZF1LL %
D, WTALEZDTEZZLIETERY. UL, =R
RAAYHDY AT MWESEEDR D - e hd, BEEXZ T
SHREMED D B, FTz, NANRX—NA FRFHT 5 HED
H5.

RemoteTrans [6] (Z2—% VM B EELTWE 2 T R
CEHDOEAMIIDS #2470 — KL, *v b7 —2fH
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TLRIZA—YF VM 2EHTELE5ILTHVATLTH
5. VE—DFHKANEDIDSIMEETE ZNA 8= H
LEEEEEITV, =P VM DAEY PRy hT—=2I 1
v b, T4AZTay 7%EIET 5. Transcall & W\
HZLIZLVBFEOIDS #EfFX 52 HTES. L
U, IDS 2 —H9fICEBT 2 H6ENH Y, IDS ZEEX
HE5HRANDOLENE -V HETE2HENDH 5.

N= Rz TIZKBLEIRETOY R—b2HVWEZ L
W& oT, Z&IZIDS 28fExgE2D, — DI I TR
HHEHIRE Y AT LAREEZERIE LI LAAHET
5. HyperGuard [11] iZ CPU DY AT LI AT AV b
E—F (SMM) TLRIZINAIN—NAFDRAEY F v
%175 . HyperCheck [14] & SMM Z HHWNT A EY R LY
AZXDONEEZVE—FRAMNIEY, ZeEoFzvi%
17 5. HyperSentry [1] & SMM & IPMI ZF]H L T/ A
N=NAPFHNTLZLIZIDS 28EXE 5. LarL, SMM
TIDS ZEFLTWAHIZY AT LADMDIES AL
TLES EWSEDHSB. F£72, SMM TOEFFIIEHE
74728, IDS OMEEIZ K E %% KIFT . Flicker [10] &
Intel TXT % AMD SVM % i\ T% 42 IDS 29479 %
7%, SMM & FRDOMEEEA TV 5.

CloudVisor [15] {&# A b U7k {LZ W TN A 8 —
NAFORNZEFa)T+E=ZREBATEHI LT, FH
TERWVWI I ROPTLZEIZVM 28fESIEE2Z M
TE5., VM IINA =N FLEHR VM SR 3
=%, VM 25 DERIFHZHSZ B TES. Larl,
VM & Z2ITHEAT 28R IR S T v,

7. FED

AfETIiE, 2 A UL ZHWTIDS 28k 2
FLADIMUTEIFT BV AT L V-Met 2% L7, V-Met
ERERDIFIL Y AT L 2k%E 2750 F VM N TEIEX
¥, 799N VMADI—HF VM DOAEY, T4 R,
2y NI =2 0EEMREAEEIZT S, V-Met ZHWSZ &
T, IDS PMRALY AT L DEBEIIKBINEDEES
ZENTES. £, EEHTERVW—RDO Y 5T NEHE
DS D 1ZNA =N F R ED I REL Y AT L4k
DOEMEITS N TES. B4 XFEFED IDS 28EX &
5 Z &% u[BBIZ 9 5 Transcall # V-Met IZBHEL, W< D
MO IDS DA —/"~y RWBHERD IDS 4 71— R &A%
THDHI 2RI,

SHOMEIE, 22— VM D MAC 7 R L AT «
A% —RBIIFRETER L1752 THD. BIIEDE
ETE, ZholddborLdahroT0sIZ L2 KEL
TW3., £/, REILS AT LANDNA /S—N 1 PG
VM 72 ¥, a—HF VMM EEGTE2 L5152 L%
FEL TV,
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