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The function and structure on information security organization that
respond to environmental change
-A study focused on the CSIRT-

KEIKO SOEJIMAT!  YONOSUKE HARADAT!

Abstract: The information security activities of the organization based on ISMS is a top-down approach based on the PDCA
cycle. While cyber attacks such as  APTs (Advanced Persistent Threats) are diversifying and sophisticated, the organization is
required to respond promptly to environmental changes such as information security incidents. On the other hand, CSIRT has
attracted attention, as a specialized unit handling information security incidents.

In this study, focusing on the function of CSIRT, the function and structure on information security organization are examined
to activate the information security activities of the organization.
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