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A Method of Information Retrieval with Credibility Evaluation

using Digital Certificate

SHOKO MIYAGAWA t and YASUSHI KIvoKIt

In this paper we present a method for implementing an information retrieval method with
the mechanism for ensuring data credibility by use of digital certificate. We use digital cer-
tificates distributed on the Internet to identify attributes. This method realizes information
retrieval for ensuring credibility of the data in the environment where general unspecified peo-
ple register their information to the database, as internet auctions or job matching systems.
The feature of this method is to integrate the mechanism for ensuring data credibility with
information retrieval by using a multidatabase system. Due to this integration mechanism,
various kinds of new systems on the Internet can be combined with credibility evaluation
mechanism. We also describe the concrete method of implementation which combines rela-
tional database system and credibility evaluation mechanism on the multidatabase system.
We construct an experimental system accorging to the implementation method, and evaluate
the availability and validity of the method.
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Fig. 3 The structure of a multidatabase system
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i1 EBRTHWAERT-sX—2DF— 5 D—
Table 1 A part of definitions used in the experiment.

name signature pubkey-cert-dn region year-of-birth qualification
cn=personl, o=resident Class I Information-Technology
personl 05fcsf... kanagawa 1969 .
st=kanagawa, c=JP Engineer
cn=person2, o=resident, Test of English Proficiency
person2 eellas... kanagawa 1965
st=kanagawa, ¢c=JP grade pre 1
3 | e58cd cn=person3, o=resident, K 1966 b - N
person e53cd... st=kanagawa, c=JP anagawa pharmacis ]
4 | 32316 cn=person4, o=resident, tok 1968
person e... st=tokyo, c=JP okyo
5 8490 cn=persond, o=resident, tok 1975 h st
person st=tokyo, c=JP okyo 1 pharmacis
g-cert-dn experience exp-cert-dn

serialNumber=1, cn=personl...

database programming

serialNumber=2, cn=personl...

serialNumber=1, cn=person...

serialNumber=2, cn=person2...

a  serialNumber=1, cn=person3...

service in hospital

serialNumber=2, cn=person3, o=resident...

database programming

serialNumber=2, cn=person4...

serialNumber=1,cn=person5...

®2 FHE1OER
Table 2 The result of the experiment 1.
name region
personl kanagawa
person? saitama
personl2 | kanagawa
personl3 tokyo
person22 | kanagawa
person23 chiba

TRIETEE T — S WDAE T ANS VYT §5H. %
D%, ZBHT (name) &FEHIDR (region) * HFHE T
project I & DI LT 5.

KB 1 OBRER2TRT.

6.22 X B 2

Rk DOEEE, B TICRTHELEEZNHRE LT
1o/, BB 2 ORREERI ITRT. T2 TIL,1965
EUBICETNIZAT, F—FR—A70F 53
7 (database programming) D ¥EBREER (experience)
D, £ ORI 5 B E AR §E
7 ANDZET (name), FEEMIR (region), £ N7z
(year—of birth) Z#FHE L T\ 5.

6.2.3 X B 3

FRDER T, B 8ITRTHVEbE RN E LT
1Torlz. EB 2 ORRZEUIRT. & TRk, Mg
FEfE (kanagawa) THAL: (pharmacist) DERZ o
THY, FbE T OEBHEER (searvice in hospital) 75
0, # OB L EBERIINT 2 B E R
BB 72 ADAET (name) & 4 F N724F (year—of_birth) %
BRLTVS.

‘3 EB2 OFR
Table 3 The result of the experiment 2.

name region year-of-birth |

person3 kanagawa, 1969
person7 saltama 1974
person8 chiba 1966
personl3 tokyo 1971
kanagawa 1971

saitama 1970

person22

person26

®e HER3ORR
Table 4 The result of the experiment 3.

name year-of-birth
person3 1966
personlb 1973
person29 1974
person30 1969

6.3 # =

INLORBREFBUC, BELLBRICHT 2 B4
SERHEKGETTRE R D DOAPRE S NDS 2 L 2R
L.

FERLIIBWTL, KRET -y R—2A 05, HED
BRELRD, COREPREFEHEICL > THHATE
LA ERE LTS,

EERR2 IZBWTHE, KRBT — 5 - Ah 5, FED
BB RS, ZORBRIBEIHEICL > TRIETE
SN EREL TS,

FER3 ITBWTE, RBET — Iy N—2A» 5, FED
BRERL, pOREORBRE B ANBO I B, 21
FNOEK - ZRBFBRIEHEICL > TRIETE LA
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issuer: /C=JP/ST=kanagawa/O=attribute_certificate_authority_2/

CN=attribute_certificate_authority_2/
EMAIL=aca2-adm@quattro.sfc.wide.ad. jp

subject: /C=JP/ST=kanagawa/O=resident/CN=person7/

EMAIL=person7@resident.kanagawa. jp
serial: 1
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1 (0x1)

Signature Algorithm: mdSWithRSAEncryption

Issuer: C=JP, ST=tokyo,

0=Japan Information Proceésing Development Center,

CN=Japan Information-Technology Engineers Examination Center,

/Email=email@certification_authority.or. jp

Validity
Not Before: Sat Dec 18 12:03:08 1999
Not After : Sun Dec 17 12:03:09 2000

Subject: C=JP, ST=saitama, O=resident, CN=person7,

/Email=person7@resident.saitama. jp

Subject Public Key Info:
X509v3 extensions:

Attribute Qualification:

Class I Information-Tschnology Engineer

Attribute Experience:
Signature Algorithm: md5WithRSAEncryption

19:47:42:6b:58:24:bd:6¢:23:bf:ad:df:£9:a8:0e:9f:b5:87:
Qa:af:ba:e5:d8:61:7¢:35:49:b0:¢1:70:0d:06:63:07:91:16:

(LUTHE)

e FEBCHOLZBEEREOH

Fig. 4 An sample attribute certificate for the experiment.
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dn: serialNumber=1, cn=personl, o=resident, st=kanagawa, c=JP

serialNumber: 1

cn: attributeCertificate

cn: personi

sn: personi

st: kanagawa

organizationalStatus: resident
mail: personl@resident.kanagawa.jp
userClass: Graduate of A University

objectclass: person

userCertificate;binary:: MIICPzCCAaigAwIBAgIBATANBgkqhkiG9w
OBAQQFADCBQDELMAkGA1UEBhMCS1AxETAPBgNVBAg. . .
(PEM R Ty a—F Shi-BHaEHE)
s SBRICAVAZXS50074L7 )Y Of
Fig. 5 A sample of X.500 directory entry for the experiment.

(project

(credential_selection

(select job_matching qualification=’Class I Information-Technology Engineer’),

signature, pubkey-cert-dn, Ch.cert, (qualificatiomn, q_cert_dn))

name,region)

e HBRI1CHAVLEEDE
Fig. 6 The query of the experiment 1.

(project

(credential_selection

(select job_matching (experience=’database programming’ &% year_of_birth >= 1965),

signature, pubkey-cert-dn, CA.cert, (experience, exp_cert_dn))

name, region, year_of_birth)

7 OEER2 CHWIZEWwEbY
Fig. 7 The query of the experiment 2.

(project
(credential_selection

(select job_matching (qualification=’pharmacist’ && experience=’service in hospital’)),

signature, pubkey-cert-dn, CA.cert, ((qualification, q_cert_dn),

(experience, exp_cert_dn)))

name,year_of_birth)

8 ZEER3ICHWZE EDE
Fig. 8 The query of the experiment 3.
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FERL T, BEFRUICEDSNC, ZBRY 27 2 % i
KL, MEbEERET o7, CORBRICL Y, &K
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