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A Survey on Copyright Protection Technologies for
Network Distribution of Digital Information
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NoBuUroU TANIGUCHIT and KOJI NAMBAT

Recently, more and more information is transferred, distributed, and exchanged through the
Net. It includes privileged materials such as copyrighted creations, privacy information, busi-
ness intelligence, etc. that should be protected from improper use. In this paper, we present
a survey on technologies to protect digital information in network distribution environment.
At first, we classify them in two types: ‘Passive-Safety’ techniques and ‘Active-Safety’ ones.
Active-Safety techniques are subjected to forfend illegal use of information, while Passive-
Safety ones are to detect and attest it. Then we argue over the details of each class, and
give closer analysis of the present research and development efforts. Finally we show some
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prospects about the technologies.
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Fig.2 Insertion and detection of digital watermark.
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Fig.3 Two models of network distribution of digital information.
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Fig.4 Conceptual image of a secure container.
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Fig.5 Three typical methods to bind a content to its terms and conditions.
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