oooooooood

IPSJ SIG Technical Report

Vol.2017-DPS-169 No.2

2017/1/19

Jooodboodboodggootdoodooooogogd

Jooodoodbooggoodoodboonn

oo oota gooogbh

goooooooooobooooooobo,ouoboooboooboobobobooobobo0oobobooobo
gboobooooooooooooobooboooooooooboobOooboobobbobo.oboboobooobooo
gbooooooooooboboboboobobo,0bboobobobobooboobooboboo
gboooooooooo,obooooooobobobobobooobooboobobobOobOoDOo. oo
o,00o0ooooooooo0oOoooooo,bob0b00oboOoOoOobO0ObOOOObCbOOObOODOOOn
oooooooooooooooooooobooboOoooOoboOooooboOoboOoOoboOoboooOobobO.ooOboo
o,00c0oo0bo0ob0oo1i1000000 20000000000000000000000OC0OOODOOG
ooooooooo,boboc0ooo0ooocO0Oobo0U0Oboc0OOObOO0b0OOOb0ObOOOObOOCOODn
ooo.oo,boocooooooco0oooooocOo0oooooOobOoO0,boooooobo0ooOoooOobooo
gbooboooooo,oboooobooocbooboboboobooboobOobOobOobOobOobOobobon
gooooa.

Interference Method for Eavesdropped Data Transmission in Wireless

1.

ggoobboooooo,0ogooobbobooooo

Multihop Networks

Yusuke HARASHIMAY® Hiroakr HIGAKI!P)

Abstract: In wireless multihop networks, data messages are transmitted along a wireless multihop transmis-
sion route consisting of a sequence of intermediate wireless nodes which contain their previous- and next-hop
intermediate wireless nodes within their wireless transmission ranges. Data messages are forwarded by the
intermediate wireless nodes based on broadcast transmissions of wireless signals. Hence, for secure wireless
multihop transmissions of data messages cryptography is mandatory. However, for small and lightweight
wireless nodes in wireless multihop networks, it is not always possible to apply highly developed encryption
algorithms which require high performance calculation. Thus, combination of an appropriate encryption
algorithm, a method for interfering eavesdrop and a method for interfering transmissions of data messages
from a eavesdropper wireless node to a server computer for illegal decryption. This paper proposes a method
for interfering transmissions of eavesdropped data messages by suspension of data messages in 1-hop and
2-hop neighbor wireless nodes of intermediate wireless nodes. Though it does not completely avoid the trans-
mission of data messages from a eavesdropper wireless node to the server computer, an additional method
to interfere a detected transmissions of data messages realizes a tradeoff between performance of the wireless
multihop network and the provided security.
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