1BERAIBFREmEE Vol.57 No.12 2743-2756 (Dec. 2016)

ﬁy#ﬁﬁhﬁﬁ<%%h#lv?4lj/iﬁx
ISMS (25 ) 5 8 XA RIRORERALIZBE 9 5 #iat

KH F—ba) AR FA TR AR KL (R BT ek 38
S11H 2016£3A8H, {#H 2016F9A6H

BEE LR, A vy — Ay MoaikiEe L CEEREDITE R L1200, A N—JUEOBED L DK
ERDBDELSTETVS, ZRIZED W, lﬁh%ﬁml)r4@§-&¥l‘éﬂ> FTEITEHI-oTAE. h
WL, RESZOMMBOtF: ) T AR E LTHEMEZEZ LN TS DOHISMS (Information Security
Management System) Td 4. ISMS Tl ‘%%ﬁ-&#; T AT A ERFIH A ZR T 5 729012, PDCA
ETFNVERHL, BHREEORENE, Tﬂil@t W NT AR CHEFRRL, BRI 2 EGE 24T o Tl
b DTHDLNVZDEH KL Thw, £tg)§lt LT, ISMS ##8A L7722 EICEAESTHLIZ W
1, ISMS IC B A EHIEEMPCIER T A FX¥a XY MPET XL H5ESHITLN TS, FFEOHREIC
L, HHALBIHEAEARRE (IPA) T, Bt F2) 71 23/ I 7 APRBEENTEY, vF 1) 71
XN AT T DI ERBROREERIH O BEEDERH I N TV D, BEOMEICH LT, IoT (Internet of
Things) IZAFESNE LI 12, Ly FEAFIEEHEAC/NELISMZ, KMELbEATETEY, 20
HEHPHIRETE S, AT, Sho0ERDTF, fﬁ‘lﬁ@ ISMS K &2 T 5% i&%lfwbé a A
MR AR E LTS 2I2T 5. E512, ISMS 12812 AMBIER % £ > 30 ,
AL KA FERICOWTHSE 2T 5. I hb _M) ISMS D& RARHEICH S L, & &K eEk
oy b= EAICEST 5.

F—J— R FREF2)TARATAYNVAT L, oY, [BEREF VT T ) IR, B
BIES

Information Security Economics Based on Sensor Utilization:
A Study of Cost Effectiveness Improvement by Sensor Utilization in
Information Security Management System

SuoicHl YONEDAY®  KENICHIROU HATA! MICHIO SHIMOMURA!
SHIGEAKI TaNIMOTO! HIROYUKI SATO? ATSuUsHI KaNar?

Received: March 8, 2016, Accepted: September 6, 2016

Abstract: In recent years, the Internet occupies the important position as infrastructure. On the other hand,
it is thought ISMS (Information Security Management System) that it is effective as a security guideline of
the organization of a company etc. In ISMS, in order to attain the requirements over an information security,
the PDCA model is adopted. Thus, the confidentiality, availability, and integrity in information property
are maintained with sufficient balance, and the continuous improvement is made. However, the spread of
ISMS(s) in the present condition is not sufficient. As this main cause, the point that the ISMS introduc-
tion effect is indefinite, and the point with many ISMS control items are mentioned. Information Security
economics is advocated for the former subject in Information-technology Promotion Agency (IPA). Thus,
the importance about the structure probe of the investing effects of security countermeasures is pointed out.
For the latter subject, utilization of sensor technology is expectable that it is represented by IoT (Internet
of Things). In this paper, the cost structure probe of ISMS is clarified as cost effectiveness under these
backgrounds. Furthermore, it clarifies about the cost reduction result of ISMS by sensor utilization. By the
above-mentioned, it contributes to spreading and promotion of ISMS, and contributes to securer and safer
network operation.

Keywords: information security management system, sensor, information security economics, cost effective-
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Table 3 Viewpoint of dynamic cost derivation with operation.
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Table 4 Cost computed result with operation (cost = WPs).
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Table 6 Cost effectiveness with operation in ISMS.
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Fig. 5 Approximation of each parametric evaluation standard.
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Table 7 Summary of each sensor.
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Table 8 Result of cost effectiveness by sensor utilization.
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Fig. 8 Cost effectiveness with sensor utilization.
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