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Stretchable Image-grid Authentication:
Additional Decoy Images and Conditional Layout of Answer Images
Realize Secure Recognition-based Image Authentication
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Abstract: We propose two ideas to realize better security for a recognition-based image authentication: 1)
adding more decoy images into an answer selection screen, 2) setting a condition for answer images layout.
These ideas realize not only improving a security-level of the authentication scheme but also minimizing an
additional load in a user operation. We implemented a prototype system based on the ideas and evaluated
feasibility and operational load of the proposed system with subjects. From the result of the experiment,
the conditional layout of answer images has an effect to suppress operational burden. Moreover, a user took
sixteen seconds in average to pick up four answer images with an order from one hundred images.
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phone/Apple iPod touch (5th gen.).
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Table 1 System configurations for experiment systems.

Zeft | MIFmGAER  EMmG Arzuo—v mEJE
Pl fEss ik
T1 100 GEEI Uit [ERZA IS
T2 100 [ A 7 R RS
T3 100 oIS éﬁ BRI
T4 100 I —U%Y ZERNE
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R 2 KVATLAFMIB B GEERER

Table 2 Authentication time in four system configurations.

T1 T2 T3 T4
T (sec) | 28.04 14.64 1519  10.44
PEHEMGZE (sec) | 16.62 1044  5.53  3.94
IEAE (sec) | 82.81  62.52 30.77  20.63
)
)

L (sec) | 23.25 11.68 13.64 10.51
IHIME (sec 7.80 512  7.76  3.96

R 3 KFERY AT LK B FEIEHD

Table 3 Subjective evaluation of the operation in four auth.

schemes.
TT T2 T3 T4
PR AR 6.33 3.56 3.89 1.67
PRUEALT 4.67 2.33 4.00 2.33
FRRIEIRE ] 6.33 3.67 4.56 2.11
Frustration | 5.89 3.44 4.78 2.22

x4 AEREFLEL LCOMBEMET v F 07
Table 4 Ranking of alternative authentication schemes instead

of using PIN authentication.

T1T T2 T3 T4
14z 0 1 1 7
2 7 1 3 4 1
RE A 1 5 3 0
4 f7 7 0 1 1
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Fig. 5 Relation between an image grid extraction and answer

image layout.
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x5 S-IGA O%4LHE
Table 5 Security level of S-IGA.
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Table 6 Comparison table of recognition-based image authentications.

n m p [0l 2 o NSATIEES b N Tt ERIERH

W5 (n x p)  HE& (m x p) (sec)

Awase-E (8] 10 1 4 40 4 - 1/9,999 24.6
VIP1(7] 0 1 4 40 4 - 1/10,000 17*2
VIP3[7] 16 4 1 16 4 =L 1/1,820 21*2
Déja Vu [6] 25 5 1 25 5 %L 1/53,130 32
Photographic Authentication [24] 4 1 10 40 10 - 1/1,048,576 16*2
Use Your Illusion [10] 27 3 1 27 3 %L 1/2,925 12.4
Z—FZ v 7S — F[31] 36 4 1 36 4 »HY  1/1,413,720 -
LockTile (HIZEF6 1) [32] 6 4 1 16 4 »H 1/43,680 -
LockTile ([FIZNERFEZ% L) [32] 6 4 1 16 4 %L 1/1,820 -
S-IGA (T3) 100 4 1 100 4 »YH  1/2,441,880 15.19

25 0—)LiRkKE (1) 25 O— LR (2) LHIBIC X DR (E2) OfERLEBEF LTV

6 IR HIEGEIRIC BT B ARENE
Fig. 6 Operability issue in selecting sub region.
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