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Implementation of a Mirroring System
for Initial Sequence of Flow Using OpenFlow

TAKAHIRO SHIMIZUY® NaovAa KITAGAWAZP)  NARIYOSHI YAMAIZ:©)

Abstract: Packet capture is used for traffic inspection and investigation of the failure occurrences. When us-
ing packet capture, an administrator configures a port mirroring by the switch in many cases. Port mirroring
has a characteristic that the bidirectional traffic of all the terminals connected to its switch is concentrated
on the single mirror port. Hence it has a problem that captured packet data become enormous and the huge
amount of traffic exceeds the bandwidth of the mirror port. In this paper, we propose a low load packet
mirroring method that abbreviates the mirroring after detecting the necessary information using “Packet-In”
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mechanism of OpenFlow.
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Time Source Destination Protocol Length Info
101.113309192.168.56.1 192.168.56.11 TCP 66 59299-80 [5YN] Seq=0 wWin=8192 Len=0 M55=1460 W5=256 SACK_PERM=1
101.121697192.168.56.11 192.168.56.1 TCP 66 80-+59299 [5YN, ACK] Seg=0 Ack=1 Win=29200 Len=0 M55=1460 SACK_PERM=1 W5=128
101.122612192.168.56.1 192.168.56.11 TCP 60 59299-80 [Ack] Seg=1 ack=1 win=65536 Len=0
101.126998192.168.56.1 192.168.56.11 HTTP 459 GET /Wireshark-win32-2.0.0.exe HTTP/1.1
101.127037192.168.56.11 192.168.56.1 TCP 60 80-59299 [ACK] Seq=l Ack=406 win=30336 Len=0
101.129145192.168.56.11 192.168.56.1 TCP 14654 [TCP segment of a reassembled pDU]
101.131367192.168.56.1 192.168.56.11 TCP 60 59299-80 [ACK] Seq=406 Ack=1461 Win=65536 Len=0
101.131398192.168.56.1 192.168.56.11 TCP 60 59299-80 [ACK] Seq=406 Ack=2921 wWin=65536 Len=0
101.131409192.168.56.1 192.168.56.11 TCP 60 59299-80 [ACK] Seq=406 Ack=4381 Win=65536 Len=0
101.131430192.168.56.1 192.168.56.11 TCP 60 5929980 [ACK] Seq=406 Ack=5B841 Win=65536 Len=0
101.131447192.168.56.1 192.168.56.11 TCP 60 5929980 [ACK] Seq=406 Ack=7301 Win=65536 Len=0
101.131458192.168.56.1 192.168.56.11 TCP 60 5929980 [ACK] Seq=406 Ack=8761 Win=653536 Len=0
101.131480192.168.56.1 192.168.56.11 TCP 60 59299-80 [ACK] Seq=406 Ack=10221 win=65536 Len=0
101.131452192.168.56.1 192.168.56.11 TCP 60 59299-80 [ACK] Seq=406 Ack=11681 wWin=65536 Len=0
101.132125192.168.56.11 192.168.56.1 TCP 5894 [TCP segment of a reassembled PDU]
101.132334 192.168.56.1 192.168.56.11 TCP 60 59299-80 [ACK] Seq=406 Ack=13141 wWin=65536 Len=0
101.132348192.168.56.1 192.168.56.11 TCP 60 59299-80 [ACK] Seq=406 Ack=14601 wWin=65536 Len=0
101.132358192.168.56.1 192.168.56.11 TCP 60 59299-80 [ACK] Seq=406 Ack=16061 wWin=65536 Len=0
101.132368192.168.56.1 192.168.56.11 TCP 60 59299-80 [ACK] Seq=406 Ack=17521 wWin=65536 Len=0
K11 AREUDOHAED/N Ty hF vy TF v iR (—I)
Time Source Destination Protocol Length Info
0. 00000000192.168. 56.1 192.168.56.11 TCP 66 53523-80 [5YN] Seq=0 win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1
0.068235001092.168. 56.11 192.168.56.1 TCP 66 80-53523 [5YN, ACK] Seq=0 Ack=1 win=29200 Len=0 M55=1460 SACK_PERM=1 wW5=128
0.07718700192.168.56.1 192.168.56.11 TCP 60 53523-80 [Ack] Seg=1 Ack=1 win=65536 Len=0
0.08597200192.168.56.1 192.168.56.11 HTTP 459 GET /wireshark-win32-2.0.0.exe HTTP/1.1
0.32225900192.168.56.11 192.168.56.1 TCP 60 80+53523 [Ack] Seq=1 Ack=406 win=30336 Len=0
0.32258900192.168.56.11 192.168.56.1 TCP 1514 [TcP segment of a reassembled rPDU]
0.32395800192.168.56.11 192.168.56.1 TCP 1514 [TcP segment of a reassembled pPDU]
0.33497200192.168.56.11 192.168.56.1 TCP 1514 [TcP segment of a reassembled rPDU]
0.98072900192.168.56.11 192.168.56.1 segment of a reassembled pDU]

-67795600192.168.
2. 6780030102, 168.

M 12 ZWdHYOBEDNTY hxy TF R (1]
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27 % KIEIZHIIR G 2 ¥ AT A DR S DN TR,
ARG ST ARERSE EDfH S R REIZ DNV TR AR A, E
FABIZ A 72 B8 D IR PR RIZ S5 MG T 2 B B D
5. SHROFEL LT, EHEHRETORIEDIED, SSL
WER EDEGFSAL I NABEICNT D37y hOBW STk
DRI NZ T 5 d. SSL#fEIZ DWW TIE, OpenFlow O
VRNA—=FTSSLA VAR Y aVIZX Y HIGAEETH B
fls, VSN=270* %MW SSL BETIE, ARy b
T—=2IZRUTARY AT LAREHAT 2L, #HHAOKEIZ
HHE T SSL G DML HiEE MR T 2 HENHD.
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