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PASSPIE : Proposal and Evaluation for detection system using data
size of SMTP AUTH password cracking attacks

KOUJI SHIMIZUY® MINORU IKEBE? KAZUYUKI YOSHIDA?

Abstract: SMTP AUTH is an extension of SMTP in order to confirm the validity of an email sender. We
have observed SMTP AUTH password cracking attacks to mail servers in Oita University. If the attacker’s
SMTP password cracking attack is successful, there has a risk that mail server becomes to send spam. In this
paper, we propose a detection system for SMTP AUTH password cracking attacks (PASSIPIE). PASSIPIE
system detect SMTP AUTH password cracking attacks using data size of connection between SMTP client
and server. Firstly, we investigated data size per connection the following cases, (1) Maximum data size of
connection in SMTP AUTH password cracking attacks (2) Minimum data size of connection in successful of
mail sending. As an investigation result, we decided to detection threshold values of less than 1000 bytes per
connection for SMTP AUTH password cracking attacks. Our system detects SMTP client that connect less
than 1000 bytes per connection to SMTP server 10 times continuously to avoid false positives. We evaluated
the usefulness of PASSPIE using captured SMTP packet data to SMTP server. We calculated Precision,
Recall and F-measure: Precision is 0.51, Recall is 0.86, and F-measure is 0.64. As a result, the detection
results of PASSPIE system included some false positives. We investigated false positives. Our SMTP server
rejected the SMTP clients. Therefore, the data size of false positives is less than benign connections. We
confirmed to detect SMTP AUTH password cracking attacks by our PASSIPIE system except for rejected
client by mail server.

Keywords: SMTP, Mail, SMTP Authentication, Anomaly Detection, Password Cracking Attacks
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SMTP IZX T B AT—= KT T v F U TREL L THREIT
EprLEZOND.

5.2.2 ERI—FOIXI2avicsdT7—49H14X
DRE

ERI—PIZ LD AR EHRIRD T — XY 1 XD
IMEZ TS 572012, maillog #H L IT X —IVDEFIT
U3 x0ya vy TkERETHT— 201 A& L
7o, PHEIX 2016 E5 A1 HOKFOS 0255 A 16 H
10443 4 B & TIZBIMI L 72 1,000,000 47D A — ) Vik{E 1T
BIL7-a 2285 LT, HROBIZEITET—XY
A RXEMH U7z, A —)VRERIIOHENTIE, X5 I0mRT
A=BTHDOAvE—VID BEENENE D hE U
U7, F7, T—XY A XL size DEH K OHIH L 7.
MW U8R 2 A2 T — 21 X UTRIEIZY — MU
T7oy bUAMREEZK 6, EHI—VOaxrrvaviz
BII2T 291 A0m/ME - ARMHEER LIRS, K6
ER1IDOA—IVEFITEHEI U TBRO T — & ¥ o1 Xid K
7% 1,000Byte % i L T\ 2. BUMED 271Byte £ 72> T
B0, 1,000,000 664 2B NT T — X P 1 XHBEE
FHDOBRKMETH 5 1,000Byte 2 FlEl> TW7z. 664 11,
DLDTR0.0T%TH IV EMITH D Z s, T 664 4
DAXT Y aVIZDWTHMIZHEL L 25, G
A—=)VT RUADREDEEFETHRAEDF ¥ ) T A -V T
Holz. £oT, HEFF YV TILLDBA—NERFIZBENT
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# 2: PASSPIE I X 2 MUAIHS R

TR B BMMaxrvari
SUCCESS a4 2> ay 139,645
FAIL 232 av 65,563

# 3: HIRIAIZ B1) 5 BRI 5 SEE

HEHEHE A

MATL 7= B HIZ &5 FAIL 2% 27> 3> (A) | 33,649
WEEY ) —fiAMENOREI X 7> a v (B) | 44,564
SMTP AUTH ki (C) 46,909

MRAETL 72 812 B 1 5 IR (D) 40,228

X, T—2&3 41 XA 1,000Byte % Nl B A gEMEnH 5. X
512, A — VEFRIIRHZ T — X ¥ ZHY1,000Byte & T
Blo/zaxryarvzBULEZZOMDA—LT N AIZ
DWTIE, BEMREIPAELHTHY, BZHLA—NVERF
RBELUTARAIXDIR WA=V EEEU=DIZTF—XY 1
AWINE K Teo b ZE 2 o0, KEDOAHEM I & Hk
L7-.

5.3 T—9YA4 XL BZRAFEDRE

52 HiDFATE LD, BEY AT LOFMBRMRAIFIEL

BRELT.

e 1 I3 7Y avTEZET ST —XYA XD 1,000 /N
A hREODIAZXR IV arvEREDIX Y 3y (FAIL
axrvayv) 235

o EMAIBG LD =%, FAIL 3427 ¥ 3 v % 10 [k T
BHIL 725 Fn 2 BH & U THREIT S

o HMAIGIEDZD, REVATFLATIRESFY YT
A=) X BBEEREFITLIP 7 R VAT & b HEBR

6. PASSPIE > X5 LD

BEV AT LAOERAMIZ D WTHREFT 272812, 2016 4F
SH23H 12K 0243258 H30H 12K 03 £ TD 18
RHCINE L=y N T — X2 A WTHIMIi % L7, 5
BRNEIE, N7y b TF—=RIZEFEFNS SMTP a7 ay
% PASSPIE VAT ADPKEOD I X7V a v A —)LikfE
WKLz x 7Y a VIZHEEL, SEORE % i L 7-.

6.1 EERIER

FERAEREZ R 2 1RT. FHMEREE L UTESER, HE
K, BXOF 2V, #EAE&RIL PASSPIE ORASH
WEDREEBOKBEO IR Y a VREENE 1 ERT.
EHRIIEBROKED I3 7 > 3 % PASSPIE 28 0Ff
ERMTE 25T, —BICHEARNEWGES, HHE
MEL 2D, BEENEVGS, HERMESLSE ML —F
A7 DORRIZH 2728, #HEELHHAROFNEEEZ & 5
7= FAEIZ & D, PASSPIE OMAHKEE % 1A L 7. #A&E
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May 27 19:57:04 : u4RAv4vw015199: from=<example@example.com>, size=10577,
class=0, nrcpts=2, msgid=<05ed01d1b80684706cd08d514670@example.com>, proto=ESMTP,

daemon=MTATO, relay=smtp.example.com [SrcIPaddr]

B 5: A —I)LiR{E IR D maillog

CHBROBHDOZHIZ, EBET — X ONEHFNIC BT
% A= )% —3D maillog, messages, B & PASSPIE ®
O DOWTHE L (K3). 422 HTHENZ L ST,
PASSPIE Y AT LA 774 VE— FTOERDOEIZH,
WEEY Y —IZHFETHREELIP T RLADAT Y b &
a7y a VERETICERME 2T TS, KAEDOE
BRIZ B W T RIS & 72 % messages X maillog TIEFAE
HRANDOT N TOBER I DVEEND 720, FHREE T D
Ny MZOWTHaR oy a VHATHEL, BAILE
WX a VO BIIEDDIRBENDHD. £3FOH
LEY ) —fFARANORE X 7> a vid, BRAIR S
DEEILIP 7T RV A LREEILR - P ESZ2E L ITHEE
ELUTHAL TV AR OREDEE 25U -ETH
%. 7z, SMTP AUTH EMBEIZERT — X O PR
EABEOHMIZ BT 5 A =LY — 3D messages IZE E N
57do_auth: auth failure:” D72 HEFH L 72, MREL 72K
2 517 B EMAEUE, maillog 12813 % SMTP AUTH 2
Kown 7 %%EETIP 7 KL AZ L IZ4E L, PASSPIE 2%
BEUEETLIP 7 RVAZED FAIL 3427 ¥ 3 VL,
B & U redetect & gL, WED@E % EMHEICHRAILZ
iz U7z, EERERE 0 #E L 2K 3 Dz AV TE
AR, HER, BLXOFMEEREHUZERZUTICRT.

LR
D 40228
Precision = = ——=0.514
rectston 118 73913 0.51433
B
D 40228
l = — = — = U.
Recall = 16909 0.85757
F {8
2 x Precisi 1l
F — measure = x Precision x Reca = 0.64029

Precision + Recall

WEED 0.51, HEEN 086 2740, ZD2HDFHM
SEYTH D FAEN 064 o7z, EERMN 051 2o 7z
JRIKA & LT, SMTP AUTH KRB D I %27 > a v Tidiwn
WZHE 5T, F—XY A1 X 1,000Byte % KA 3%
Va v ELEMAIL 72, BRMANT DWW TR CREM 2
FERER 2R, HEEN0.86 &0, RAT—RKTZ S5y
XV S BROBRMOBIZE W TR KA RE 2 E &
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F 4 TT—a—FHDO A= VEEHEK

T7—a—N IR BRI
418 | FROM @ K A V#ihs DNS IZRKZ G | 4,287
451 greylist 12 & © FEER 23,692
452 FROM D K X A1 V4 oita-u.ac.jp 50
453 | FROM O K A A V¥4 local THb % 96
455 RIEF#EA — b 27
472 | FROM @ R X A VERASHEME R X A > 1,644
475 | MTA 7 Black List (&I h T3 13
516 FROM @ K A A »ifh .
MX L a— K% DNS 12 k2%
551 | MTA #% Black List (&8T5 1,816
573 TO @ K A A VDT 5 EW 10
FROM D1 —H )L s8— b Eh
User unknown 4,287
LDAP IZfFFEL 72\

HWr L7z, LHAL, EERIMEWZO, FHEIZLSHREK
A TIX 0.64 L7 o 72728, SRITEMAZ S T 720D
DUVEEPBEL 5.

6.2 BRHMOER

FEERIZ B\ T PASSPIE & A5 A DFMEEIFE 3 L b,
(A+B)-D=37,985 f:{Z1EL T\ 5. PASSPIE H»#AIL 7=
REELIP 7 RLUADS B, maillog %51 SMTP AUTH
NOBEEPHER T E 2 o 7238550 IP 7 R L A D maillog
%M 7I12RY. maillog DFLBIZE D E, ZOREFTIP T
RLUADA =)L A =)L —AARHEEL TWE D,
EBIZIZIA —ADRREEINTWARY., FOED, 1 a1
vavdHizhDF—XY A XH 1,000Byte & Kl -7z &%
ZAonb., £oT, #ERAMUZERIIK, A=Y —1"DKR
VY=l ko TA—NVDOREEPESEINAEZI LT, M3
AT SMTP AUTH L& [F U & 5 22582 DFH)IT 8-
7272 eFEZ o5, K728 5 reject=452 D X vz —
W, KROKZEDRKAAL VY THRWA—=LT KL RIZL>
TAVR—=2v MDRSFENANA—IVIEEFTHEIZ, SMTP
AUTH IZ X B3I Tb WS, RETIP 7T FLA
DfEEE AR UTA—IVkEEREG T 5MEDRY ¥ —A
BHINEZEEZRT. A=V —NORIVV—I2&->T
A= VREEPETEINLZZ ENERE Lo -8Rz, ©
F—a—RHNZR 4 ZEF Lz, R4 28HIBUL,
HEREARIR BRI L 72802 R T, ZOL5 A= P —N
DR =2 X B A IR EHER %2R 4 OBIHIBOEE &
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Aug 25 08:44:27 u7ONiK3B010049: from=<foo@oita-u.ac.jp>, size=3980 ,..., relay=mail.example.co.jp [srcIP:A]
Aug 25 08:44:27 uTONiK3B010049: ruleset=check_mail, argl=<foo@oita-u.ac.jp>, relay=mail.example.co.jp [srcIP:A], reject=452

4.5.2 src address forged

T BBAILZEEZOND IR T Y 3 D maillog

D 35,987 fFBIHIL TW5B. 3K 41273928 % PASSPIE &~
AT LDIE L UTHERMIL TS, BE DA —ILEEDY;
Wiz s Z 2w, Lo L, PASSPIE Y A5 LD HM
& LT SMPT AUTH IZ$ 3827 — K2 5w F v 27
BARMT B TH oMo, KMXTIZERME L.
MR E BT B 7201, SRIEA =LY —NDRY ¥ —
EHEBUZMATE 2T 208 H 5.

7. BHLYIC

7.1 £&O

KD REFD A=Y —=NIZHEWT, SMTP AUTH (125t
TERAT=RI Iy F U IRERZBIHIL7Z. SMTP /32
T—RIIvFVITRBIZLD, spam BEDEEAR &7
LIEMRMEDD 5.

Z TR TIE, SMTP AUTH 23 5/82 77 — R
TRV THEERAL, BN A0, 13X Y3
VB DT— XY A XIZEH U2 PASSPIE Y AT L%
BELEZ. FHAEL UTA—LVEERNFICB T 57—
RY4 Xe, SMTP AUTH EBEFIZB 5T =294 X
EEINENFELZ. TNENOREERLS, 1ax7
TavdHizh DT —KY A XN 1,000Byte & Nla] 5312
vavEREOIXIVa v U TRMTES L E X,
L2 L, A—VEERIKHZE, T—&Z 31 ) 1,000Byte
ZTEZA—Va 28U, BETFETE, T—
R A XM 1,000Byte & FE| 53 %7 >3 v kT 10
EBUEI L7235 Z 0 IP 7 RV AR WERE L U THRIT 3.

IWELry b F =X E2HWTRETEOA 2K
FEL7ZE 23, WEEN0.51, HEEH0.86, 2D 2HEDH
FMTHTHE FEDN 064 £ino7z, MEERN0.51 75
7ZEKEE LT, SMTP AUTH kflid a2 > a > Tldk
WiZH b 56T, F—XY A X 1,000Byte & F[A]5 I *
Iy avELLEMAIL. AL ZRETIZDOVWTH
HLUEEZD, A—LHY =Nk SMTP 232> a Yy
BHERINT Wz, BB ZVWERE LT, A—LH¥—
NROEY Y —IZE o TA—NVREENEEI NI %24 <
BHILz, A=Y —=ROKRY =12 & > T—HKIZ A —
IR RIER I NRE T E2RITIE, PASSPIE ¥ AT A
X SMTP AUTH IZR BN AT =R 5w ¥ k%
FMHRHITE D Z AL 7=,
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7.2 SEORE

AN OVWT O LT 2B, A—)LHF—NRDFR) v —
WZEDA—NVREERZESLZIR IV arvBT—2Y A4 X
1,000Byte # F[E Y, BREHLZZ & HHHLZ. ZD7
B, SBEFA—NT—NRDORY) O —2EBLRAITEE
a5 0ERHE. INFETHRLHPFERE - EHLTE
SSH/SAT — K2 5 v 3V JREMI S X5 L SCRAD T
WMRETL 72 B85 D3%ETIP 7 KL A% NULL &R A A
DR 2 E L, WEEANDRED O/ MEW LT
E/2h, PASSPIE v A5 A TIE, MRHEILAZKEEIP 7 R
L 2% Dynamic DNS Z fi\WTZ L —1 X b &ZEHKL, —
ERFHRRBICHEZ ERT DM EZMET LT W5,

SE
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